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Applications with iNalyzer

By Chilik Tamir (chilik@appsec-labs.com)

Introduction

Performing security analysis of iOS applications is a tedious task; there is no source code
and there is no true emulation available. Moreover, communication is usually signed or
encrypted by the application, leaving the standard tampering and injection attacks
worthless. Needless to say that time spent on testing such applications increases
substantially due to the fact that not every automatic tool can be used on the captured
signed-traffic, including the conventional scanners (such as Burp, Accunetix, Webinspect

and AppScan).

In the following article | will present my latest research on a new approach to performing
security assessments of iOS applications utilizing the iNalyzer, a free open-source

framework for security assessment of iOS Applications.

But before we dive deep into iOS security analysis let us review some of the basic rules...

The Ten Commandments of i0S Security Analysis:
I. Thou shalt have... Root Access on iOS.

In order to convince the application that your data is
legitimate you must own a greater permission set, namely
root. Therefore you need to perform analysis on a jail-broken

device, usually running analysis under root.

Introduction to Advanced Security Analysis of iOS Applications with iNalyzer
Chilik Tamir — https://appsec-labs.com/iNalyzer




A B APoSec

Application security (=] =Y

Il. Thou shalt not ... have any source of iOS App.

Unlike Android or other platforms, there are no true emulators | 2
i # import <obj t.h>
for the iOS hardware; applications are built using Objective-C |
// A simple Reg#fient object.
and are packed in Mach-O archives. Reversing these archives || finterface Refipient : Object
= {id)hello;

leaves you with assembly instructions which are a head-over | fend ®

for a simple security analysis test.

lll. Thou shalt not ... perform analysis on a device without backup.

During tests you will likely destroy most of your data, so backup the device on a regular

basis.

IV. Remember the ... device identification strings (UDID, IMEI

etc.).

Hence, during analysis you can identify their usage in outgoing

requests and inside database content.

V. Honor thy ... application request encryption and signing scheme

You may notice that some requests are sent encrypted or signed to server side.
Tampering with these requests usually ends up with broken responses from the server or
with false positive findings. Using the normal proxy-tampering approach on such

requests is impractical.

VI. Thou Shalt Not Kill ... a process without saving a restoration point.

Often you will end up killing the application process during analysis, hence, keeping a
clean note on the analysis tests and current stage is highly recommended. These notes

will assist you to resume tests within seconds after you re-launch the process.
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VII. Thou Shalt Not Commit Adultery... never install pirated software.

Pirated software tends to be hosted by peculiar sources, once installed they can easily
modify the true nature of the application behavior. Never install pirated software on your

testing device.

VIII. Thou Shalt Not Steal... never distribute pirated software.

Security analysis process includes disablement of the internal application encryption
module which acts as DRM for all Apple applications. Distributing copyrighted

applications is wrong and considered a crime in most parts of the world.

IX. Thou Shalt Not Bear ... answer a call during testing.

Incoming calls tend to break testing logic and suspend the targeted application, hence,

during testing place the device in airplane mode or remove the SIM card.

X. Thou Shalt Not Covet.

It is true that in order to conduct security analysis on iOS
applications you will need an actual device, but that doesn't mean
you can demand a diamond studded, platinum iPhone5 from your

employer.
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Now that we have clarified these points, let’s review the work method we have been

familiar with until now and see what it takes to adjust it for iOS testing.
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This is what we have

Until now, in order to test a web application we would set up a testing environment in
the following scheme:
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Attacker

This means an external server, proxy and a mobile device. This is good for simple
applications: you interact with the proxy, connect a scanner and let it run automatically
while you focus on the manual tests. But there are some crucial questions that need

answering in our analysis before we can say that the test is complete:

What do | know about the system?

‘Houston, we have a problem’ — where does the application connect to? Do | know for a
fact that | have covered all of the systems’ access points by performing a manual test?

What is my coverage rate? What have | missed...?

= We do not have the ability to find out what are the peers of the system in the outer

world!
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‘Please sign here’ — what happens if we want to test an application when the client sends
sealed requests, or when it sends requests via 3G and we don’t have the ability to
intercept and play with them? We have a high chance of missing coverage and problems,

since all of our requests will fail validation or server side compatibility.

= We do not have the ability to play with signature, so if the client seals request it’s

game over!

‘Easter Eggs’ — which functionalities are hiding in my client application that | don’t know
about? “I didn’t see it during testing”, “I didn’t know it existed...”, “How do | know with
complete certainty that | covered the entire system and don’t have any Easter Eggs in my

product?”

- We do not have the ability to uncover all of the hidden functionalities within the

system.

‘Where are the keys’ - are there any sensitive keys in the code? Are there other sensitive
parameters hidden in the application? Sometimes the developers do silly things like

upload the application together with a complete document describing the entire API
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= We lack information on the application files and its’ true content!
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The problem with all of these questions is that we cannot answer them from the proxy,
we don’t know neither if we covered all of the potential requests nor if all of the relevant
files were loaded on the device. In many cases the content is encrypted so even regular

tampering tests are problematic and we will get a lot of false-positives.

Cycript - changing approach

We understand the application itself possesses the know-how of performing signatures
and of passing all stages until the request is sent to the server, so, we would like a
convenient way of feeding fake or tampered values into the application. Moreover, if we
had the ability to debug the application we could change memory addresses and values
on-the-fly and let the application send the tampered messages to the server. But as we
said for objC, the compilation is to a Mach-O file in machine language with no mediation

language, so our general ability to debug the application is to work with GDB.

Fortunately for us, there is a man named Jay Freeman (AKA Saurik) who really loves
challenging the Apple guys and keeps coming out with wonderful tools (such as Cydia)

for public use. One of these tools is Cycript.

Cycript is an interpreter that combines ObjC syntax with JavaScript and allows us to

connect to an existing process and play with it directly.
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Let’s look at an example in which we connect with the SpringBoard process and start

playing with it using Cyript:

&MNn Terminal — ssh — 98x34

iphone.local - VNC Viewer
& Ve 100% E3

Enter Passcode

Emergency
Call Cancel

When | write:

UlApp.delegate.keyWindow.firstResponder.delegate->_statusView->_IlcdView.text="Hello
Hacker"

We will immediately see the system and the display change:
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Terminal — ssh — 9716 (B OC iphone.local - VNC Viewer
& W 100% E3

UTApp. key#indon der.delegote > s

URLATEST TOOLS
New Tool Launch - Belch 1.0.13

‘ra'\‘\-\“g 3
K‘N)‘N\eﬁ% - = AL
seful 2ot |
Arnone O r Emergency

) Call

Check it out!! (click here]

lew Android Penetration Testing Platform-

AN
Penetration Training

Cancel

With Cycript we can easily deal with the runtime of JavaScript and ObjC, the only
problem with using Cycript is the need to know the different objects in the system and
the selectors and methods it can accept.

Like we said — we are performing a Black Box test, so where do we get the information
from?

The answer is: from the Mach-O !

Don’t Mach-0O about!

Yes, we are going to take advantage of the unique structure of the Mach-O file for the

sake of extracting information about our system.

The structure of this type of file encompasses all the templates of the objects it needs in

order to run. In other words, | can ask our system file which objects and methods it

requires in order to run.
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Let’s experiment: we will use Apple’s otool in order to question a Mach-O file, we are

mainly interested in what data is stored wrote into its ObjC segment:

coreDumps-MacBook-Pro-2:SpringBoard.app _coredump$ otool
Usage: otool [-fahlLDtdorSTMRIHvYcXm] <object file> ...

-f print the fat headers

-a print

-h print

-1 print

-L print shared librarie

print sh bra

emble with -v)
mble from routine name
segname> <sectnames> print contents of section
d print the data section
print the Objective-C segment

Fprint the relocation entries
print the table of contents of a library
print the table of contents of a dynamic shared library
print the module table of a dynamic shared library
print the reference table of a dynamic shared library
print the
print
/ print verbosely (symbolically) when possible
¥ print disassembled operands symbolically
print argument strings of a core file
print no leading addresses or headers
don"t use archive(member) tax
force Thumb disassembly ( objects only)
coreDumps-MacBook-Pro-2:SpringBoard.app _coredump$

We will then run the otool on our system file (in this case the iOS 5.0.1 SpringBoard) and
request all of the listings under the ObjC segment of the Mach-O fie (we trimmed the

output to show first 50 lines):

Meta C1

ostingling
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As you can see, what we got is the structure of the object, its name and which

parameters it receives and sends back.

So let’s see what objects in the system file are related to the LockView:

corelumps i rd.app _ L ngBeard | grep nome - | grep -1 1

We check our system file like we did last time and with the use of some command-line-
nunjitsu we get a list of every appearance of the words LockView in the system file.

(Note, for example, the @deviceLockViewPasscodeEntered method).

So, at this point we can question a Mach-O file and extract details from it about the

different objects.

But it is one huge job to start cross referencing otools output to a meaningful objects and
methods map, one like that will enable us to use in the tests... And this is where class-

dump-z comes into the picture!
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Classy class-dump-z

As mentioned, all of the information already appears in the
Mach-O file and all we have left is to put this puzzle of objects
together, that is what class-dump-z does for us: it compiles all

of the data to the form of an original header!

[Now that IS classy]

And here is an example:

» () O Terminal — ttys000

coreDumps-MacBook-Pro-2:SpringBoard.app _coredump$ class-dump-z -f devicelockViewPasscode -C SB SpringBoard
/’**

ed under GPLv3.

=1

SBProcessTimes {
ble execTime;
beginUserCPUElapsedTime;
beginSystemCPUElapsedTime;
beginIdleCPUEL Time;
beginApplicationCPUELlapsedTime;
} SBProcessTimes;

reContextRef;
Deleaate
scodeDidChang DdevicelockViewPasscode;

scodeEntered:

@interface| SBSlidingAlertDisplayl : S
-(void)devicelLockViewPasscodeDidCh

@interface |SBSIMLockEntryAlertDisplayl : SBSlidingAlertDisplay
-Cvold)devicelockViewPasscodeEntered: Cid)entered;
@end

Controller| : SBShowcaseViewController <AFAssistantUIService, UITableViewDataSource, UITable
erDelegate, AFSpeechDelegate, SBAssistantViewDelegate, AFUISnippetDelegate, SBAssistantTabl
antTourGuideDelegate, SBDevicelockYiewDelegate, SBDevicelockYiewOwners
wPasscodeEntered: Jentered;
In the above image we requested class-dump-z to assemble every interface/object that
implements the call to the method/selector “deviceLockViewPasscodeEntered”, the
software collected and cut and pasted the raw information we saw in the ObjC segment

of the system file, and created an original header file for us which can be worked with in

Cycript.
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We can see the selector we chose was realised in four objects, including

SBSlidingAlertDisplay, SBDeviceLockViewDelegate etc.

In this case, we can use Cycript to play with the application with a deeper understanding
of its methods and objects. This means that we will be dealing with the application
instead of the communication — and will trust that the output will come out the way we

want it to.

All this refers to cases in which the application is not encrypted, but the files downloaded
from the AppStore are encrypted — so it is important that we discuss the process when

referring to an iOS encrypted application.

Stop! Password!

A short review of the encryption process: the process of downloading applications from
the AppStore includes an encryption of the application’s Mach-O file by the Apple server.
The encryption is performed using private keys on the device, which theoretically
prevents the user from running the application on a different device. The applications
won’t work since the keys don’t match the encryption keys belonging to the device that

downloaded the application.

One can easily identify whether the Mach-O file is encrypted by asking otool for the

segments loading (-I) commands:

8.0 Terminal — Py'khon — 100x18
corelum ps app _ [.—l|‘]|jmp$ fu} 0 nger | arep -1 CRYFT

nger.app _coredumpd

The above example shows that the cryptid flag is on, so we know this Mach-O file is
encrypted, if we ask the class-dump-z to show the different objects we will receive a

warning such as this, along with a missing output:
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®&@NoO Terminal — Python — 100x18

jer.app _coredumph

Class-dump-z notifies us that the file is encrypted and so we cannot extract information

from it, it recommends we use an unencrypted file.

In order to get over this obstacle we need some understanding of the decoding process:
during activation of the application, the system loads the keys and decodes the
encrypted segment within the Mach-O file downloaded from the AppStore. Once the

decoding is complete the application starts to run.

This means that the application is stored in the memory in decoded state one second
before it starts to run, if we could connect with the application using GDB we will be able
to set a DB on a start address and dump from there to the memory of that segment.
Then we will be able to edit the Mach-O file so it contains the unencrypted version
dumped from the memory, and then we will be able to use class-dump-z and let it work

its magic.
Sounds like a lot of work:

1. First, decode application

2. Then analyze the objects

3. Then connect all the objects into a meaningful hierarchy map

4. Then use Cycript and the information collected to analyze the running process
Isn’t there a tool that can perform all of this tedious work for us?

Well there wasn’t one, so | wrote the iNalyzer...
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The iNalyzer !

The iNalyzer is a special environment for testing iOS based systems. It collects all of the
data from the system file and from class-dump-z and then generates a Doxygen-based

Command&Control interface for Cycript, which gives us a full testing environment.

Some advantages of the iNalyzer: automatic activation of class-dump-z, collecting all of
the information we need for the tests, it is a single tool that will perform all of the dirty
work and let us deal only with the system and Cycript with no signatures, no games; an

automatic way of decoding dump:

Main Page Q- Search

| Related Pages Files |
l Class Index Class Members |

v SpringBoard_app m
Strings analysis

Class List

» Info.Plist Content
» Embeded Strings
v Classes

» Class List

» Class Index
» Class Members

» Files
SBSlidingAlertDisplay

SBPowerDownView

SBConferenceManager

SBRemoteNotificationClient |

SBSIMToolkitSentAlertDisplay |

SBSIMToolkitTextAlertDisplay

SBSIMToolkitSetUpCallDisplay |

SBTTYPromptAlertDisplay
SBCallAlertDisplay SBCallWaitingAlertDisplay

SBCallFailureAlertDisplay

SBSIMLockEntryAlertDisplay |4—| SBSIMLockPUKENtryAlertDisplay

SBDeviceLockPasscodeEntry
AlertDisplay

SBAwayView

SBVideoAlertDisplay .

‘ l <ABPredicateDelegate> i“

v

€
| &

o/

no Result

Go
Clear

CYCRIPT COMMANDS

Y]

CYCKRIPT KESULT

. @App&ec :

Application security (WEE]=TS)

Here are a number of examples of what iNalyzer provides:
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Presentation of external links, for the sake of mapping interface points with external

servers:

Main Page Related Pages Classes ‘ Files Q- Search

Mesrenger.app 20 23233 http://login.facebook.com
Strings analysis
Info.Plist Content

Embeded Strings 22 23235 http://maps.google.com/maps?daddr=%@

21 23234 http://m.facebook.com/profile.php?id =%@

Elasges 23 23236 http://maps.google.com/maps?ll=%@

yYvYyvey

Files
24 23237 http://maps.google.com/maps?q=%@

25 23238 http://maps.google.com/maps?saddr=%¥@&daddr=%@
26 23239 http:/ /www.apple.com/

27 23240 http:{ /www.youtube.com

28 23248 https://

29 23249 https://api.facebook.com/method/

30 23250 https://graph.facebook.com/

31 23251 https://m.facebook.com/a/faceweb_exception_log.php
32 23252 https://m.facebook.com/dialog/

33 23253 https://m.facebook.com/mobile/messenger/help?locale=%@

34 23254 https:/fm.facebook.com/r.php?locale=%@&cid =%@

35 23255 https://s-external.ak.fbcdn.net/safe_image.php m

36 23256 https:/ /www.apple.com/appleca/0 a
[ = v

Co ho Result é@A‘D’DSPC

Z &I Application security (==

Showing used URI interface, for the sake of mapping out external activations of other

applications and injections:

Main Page Related Pages ‘ Classes Files

B

e g e e 1 L A g

v SpringBoard_app

URI strings

Strings analysis

¥ intoiglist Content 1 19835 doubletap://com.apple.camera

» Embeded Strings

» Clagses 2 19836 doubletap://com.apple.mobilephone?view=FAVORITES
p Files 3 19837 doubletap:/ /com.apple.mobileslideshow-Camera

4 19838 doubletap:/ /com.apple.springboard-Search
5 20063 facetime-lock://

6 20065 facetime-show:/ [

7 21684 http://itunes.apple.com/us/app/ibooks/id3647091937mt=8
8 22460 itms:/ [Paction=music

9 23114 music:/ /playlmmediately

10 23615 photos-event://?uicmd=show-import

11 23935 radr:/ /5614542

12 25995 telemergency://

13 25997 tellock://

14 25999 telshow://

15 26788 x-web-search:// /7@

16 26789 x-web-search:/ /wikipedia/?%@
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Showing SQL strings in use, for the sake of vulnerability analysis of local and remote
injections:
Strings analysis

Analysis of Strings found in the executable

SQL Strings

1 11387 SELECT EXISTS ( SELECT 1 FROM 's' WHERE text=7);

2 11388 SELECT data FROM tiles_table WHERE id=7;

3 11389 SELECT data, storage_type, path FROM 's' WHERE text=7;

4 11390 SELECT storage_type, path, text_type FROM 's' WHERE text=7;
5 6810 DELETE FROM 's' WHERE text=7;

6 8840 INSERT OR REPLACE INTO 's' values (2,2,2,2,7);

7 8850 INSERT OR REPLACE INTO tiles_table values (d,?);

CFURL interface which is registered with the system and act as additional activation

point, and a convenient attack vector:

Info.Plist Content i ¥ ' R
» Embeded Strings CFBundleShortVersionString = "1.3"
 Casens CFBundleSignature = "7727"
» Files

CFBundleSupportedPlatforms = ( iPhoneQS )

CFBundleURLTypes = ( { CFBundleURLName = "com.google.gmail”
CFBundleURLSchemes = ( googlegmail )

1)

CFBundleVersion = "1.3.3663"

DTCompiler =™

MTOl . Duaild noi1I78

Presentation of all the system objects, for the sake of exposing problematic or redundant

functionalities:

i m ity il o

Class Index

AlBIc|DIEIGIH[I[JILIMINIOIPIQIRISITIUIVIWIX]|_

GaiaCi PackageData_Build¢
ﬁ GalaCach _Builder TMOAuth2 Touch PanGestureDelegat|
p GaiaC: GTMRegex PBAray
AccourntRecoveryCodes GaiaCapabilityRecord_Builder GTMRegexEnumerator PBCodedinputstrea
AccountRecoveryCodes_Builder GaiaGroupProta GTMRegexStringSegment PBCodedOutputStre.
AllAuthenticatedUsersProto GalaGroupProto_Builder GTM5QLiteDatabase PBConcreteExtensic
AllAuthenticatedUsersProto_Builder GalaKey GTMsQLitestatement PBDescriptor
Annotation GaiaKey_Builder GTMstringEncoding PBDescriptor
Annotation_Builder GaiaMint GTMURLCache PBDescriptorProto
AnnotationsRoot GaiaMint_Builder PEDescriptorProto_
AnrData GaiaMintCredential ﬁ PBDescriptorProto_
AnrData_Builder GaiaMintCredential_Builder HostProto PBDescriptorProto_|
ApplyVoucherRequest GaiaMintuserCredential HostProto_Builder PBDescriptorRoot
ApplyVoucherRequest_Builder GaiaMintUserCredential_Builder HtmlDocument PBEnumDescriptor
ApplyVoucherResponse GaiaNotificationSettings HtmiDocument Builder PBEnumDescriptor
ApplyVoucherResporise_Builder GalaNotificationSettings_Builder HtmlElement PBEnumDescriptorf,
AttachmentManager GaiaPropertyRoot HtmiElement_Builder PBENUmDescriptorF,
Authenticator?roto GaiaServiceCookieProto HtmiPath PBEnumOptions
AuthenticatorProto_Builder GaiaServiceCookieProto_Builder HtmiPath Builder PBEnumOptions_Bu
AuthenticatorRoot GaiaServiceData PBENUmValueDescr
AuthSubRequestProto GaiaserviceDatz_Builder ﬁ PBEnumValueDescr.
AuthSubRequestProto_Builder GalaServiceKeyConfig IframeLoginViewController PBEnumValueOptio|

GalaserviceKeyConfig_Builder IframeLoginViewControllerDelegate PBEnumValueOptio
GaiaServiceKeyConfig_GalaServiceKey Image PBExtensionDescrip 4

BAMenuMessagingBrid GaiaServiceKevCe GaiaServiceKev Bul oe_Builder PBExtensionField ¥
BApesec:
Z l— i

Application securily (11T )
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Presenting all of the system methods, for the sake of direct activation by Cycript:

l“l‘l“\‘

v GmailHybrid_app

sl

Strings analysis
» Info.Plist Content
» Embeded Strings
v Classes
b Class List
b Class Index
» Class Hierarchy
v Class Members
» All i
¥ Functions

Class List Class Index ‘ Class Hierarchy Class Members

All Variables | Properties [

ilalow

w‘y

p|q‘r|s l|u

accountChanged: : SideLabelTopMenuView
accountsCount : GmailAccountManager
accountsHost : GTMOAuth2Signininternal
accountWithEmail: : GmailAccountManager

b

actionSheet:clickedButtonAtindex: : ExternalUrlViewController , GIPWebViewActi

actionSheet:didDismissWithButtonIndex: : <UlActionSheetDelegate>
actionSheet:willDismissWithButtonlndex: : <UlActionSheetDelegate>
actionSheetCancel: : <UlActionSheetDelegate>

addAccount: : GmailAccountManager

addAllBoolValues: : <PBMessageSignatureProtocol>
addAllDataValues: : <PBMessageSignatureProtocol>
addAllDoubleValues: : <PEMessageSignatureProtocol>
addAllEnumValues: : <PBMessageSignatureProtocol>
addAllFixed32Values: : <PBMessageSignatureProtocol>
addAllFixed64Values: : <PBMessageSignatureProtocol>
addAllFloatValues: : <PBMessageSignatureProtocol>
addAllGroupValues: : <PBMessageSignatureProtocol>
addAllint32Values: : <PBMessageSignatureProtocol>
addAllint64Values: : <PBMessageSignatureProtocol>
addAlIMessageValues: : <PBMessageSignatureProtocol>
addAllSFixed32Values: : <PEMessageSignatureProtocol>
addAllSFixed64Values: : <PBEMessageSignatureProtocol>
addAllSInt32Values: : <PEMessageSignatureProtacol>

1 <UlAc

Go
Clear

Q

AppSec:

Application security (MEE]S=) |

Presenting all of the system variables, for the sake of tampering attacks:

Main Page Related Pages

Class List

I=m sckislep

# Info.Plist Content

» Embeded Strings
¥ Classes
Class List
Class Index
Class Hierarchy
Class Members
» All
» Functions

v

4 v

¥ Variables

:-u:-nr-n.n:r-|

Class Index Class Hierarchy
All Functions

Classes

Class Members

Properties |

RSRNEA LRSS EARTRARART RA RS AR
_capacity : PBArray

_count : PBArray

_data : PBArray

_fieldl :
XXStruct_bTBt8C

_field10 : XXUnion_oE80iC , XXStruct_SVf8pD
_field11 : XXStruct_9Vf8pD , XXUnion_oE8oiC
_field12 : XXUnion_oEBaiC , XXStruct_SVf8pD
_field13 : XXUnion_oEBoIC , XXStruct_SVf8pD
_field14 : XXUnion_oEBoiC , XXStruct_SVf8pD
_field15 : XXUnion_oE80iC , XXStruct_SVf8pD
_field16 : XXUnion_oE80iC , XXStruct_SVf8pD
_field17 : XXUnion_oE8oiC

_field18 | XXUnion_oE80iC

_field19 : XXUnion_oE8aiC

_field2 : XXUnion_oEBoiC , XXStruct_bTBt8C , sockaddr_in , UlEdgelnsets , PBExtensionDescription , XXStruct_9Vf8pD , NSRange ,

XXStruct_kFm5bA
_field20 ; XXUnion_oEBaiC

_NSRange ; in_addr , sockaddr_in , XXStruct_kFm5bA , UlEdgelnsets , PBExtensionDescription ; XXUnion_oEBoiC , XXStruct_9Vf8pD ,

_field3 : XXUnion_oEBoiC , sockaddr_in , UIEdgelnsets , XXStruct_9Vf8pD , PBExtensionDescription , XXStruct_kFm5bA
_field4 : XxStruct_9Vf8pD , XXStruct_KkFmS5SbA , XXUnion_oEB8oiC , sockaddr_in , UlEdgelnsets , PBExtensionDescription
_field5 : XXUnion_oEBoiC , XXStruct_9Vf8pD , sockaddr_in , PBExtensionDescription
_field6 : XXUnion_oEBoiC , PBExtensionDescription , XXStruct_9Vf8pD
_field? : XXUnion_oEBoiC , XXStruct_9Vf8pD
_field8 : XXUnion_oEBoiC , XXStruct_9Vf8pD

field9 : XXStruct_9Vvf8pD , XXUnion_oE8oiC

et DB

Go o Result

Q

Q- search
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Presenting all of the system characteristics, for the sake of injection / tampering attacks:

Main Page | Related Pages Classes

Class List ‘ Class Index ‘ Class Hierarchy Class Members

Al ‘ Functions | Variables Properties

Hh

» Embeded Strings

v Classes n
b Class List
accessToken : GTMOAuth2Authentication
account : GmailNotificationSettingsChange
addAllValuesSel : PBFieldDescriptor
additionalAuthorizationParameters : GTMOAuth2Signin
additionalTokenRequestParameters : GTMOAuth2Authentication
addValueSel : PBFieldDescriptor
allowlnsecureAuthorization : TOPAuthManager
allowRTLLayout : GmailNativePlusNavigationitem
appDisplayName : GIPFeedback
applicationName : GIPNativeURL
pN : GIPCrast tC ller , GIPCrashReportData , GIPFeedbackCollectedData
appVersion : TOPUpgradeNotifications , GIPCrashReportController , GIPCrashReportData
arrowState : MoreMenuButton
assertion : GTMOAuth2Authentication
attachLogs : GIPCrashReportController
authentication : TOPAuthManager , GTMOAuth2ViewControllerTouch , GTMOAuth2Signin
authManager : GmailAuthenticator
authorizationEmail : GTMOAuth2Signininternal
authorizationQueue : GTMOAuth2Authentication
authorizationTemplate : GTMOAuth2Signininternal
authorizationURL : GTMOAuth2Signin
authorizer : GTMHTTPFetcher , GTMHTTPFetcherService

» Class Index
p Class Hierarchy
v Class Members
» All
» Functions
b Variables

v Properties

‘-—:rcn-nr-n.an 3
alwi [ 5
2 8 % ® 8 % P B e S e e

Q

(Qr Search

AppSec:

Application security (W= =TH) /]

Presenting all of the embedded strings from the Mach-O file, for the sake of sensitive

information leakage damage analysis:

Main Page Related Pages Classes | Files ‘

10721 Lydian
¥ Messenger_app 10722 L} ;
10723 M75B(?:28{4-7) | 3844 (2:6(01] |B[4=9]) |5(2:1(89] |20]84) |T(?:1(2-9] 12[0-4]))\d{4]
10724 MFMailComposeViewControllerDelegate
b Info.Plist Content 10725 MKAnnotation

- 10726 MKCircle
Embeded Strings 10727 MKMapViewDelegate
|| 10728 MKReverseGeocoder
Bl dives 10725 MMMLMDMMERMDMoo<<<de
b Files 10730 Maod

10731 MMMMdyyyy
10732 MMd
10733 MMMdjmm
10734 MME 2
10735 MMddyyyy
10736 MMddyyyyEE
10737 MMddyyyy]imm
10738 MQIsdp
10739 MQTT Connected: %€

4 | 10740 MQTTCliertManagerConnectedChanged

| 10741 MQTTListener<ip> %% once only &d message %¢ timeout &f timer %€ timeout block %@
10742 MQTTManager
10743 MQTTMessageSender
10744 MQTTPublisher<¥p> ¢ success %@ failure %¢ timeout 3f timeoutBlock %@
10745 MQTT RECV
10746 MQTT SEND
10747 MXP4Z
10748 MYP<Z
10748 M xD
16750 Main Panel
10751 Malayalam
10752 Malformed repeat

Strings analysis

10754 Managed Object Thread Vielation! YOU CANNOT IGNCRE THIS!!!
10755 Mandaic

10756 MapViewController

10757 Mark as Unread

10758 MarkSeenMethod

10759 MarkThreadMethod

10760 Market

10761 Match

v/ Clear v l—D

(Q Search

10753 Managed Context save failure! This is CATASTROPHIC! Do not ignore this, look at it or get somecne to look at it!

i

T

AppSect

Applicationsecurity (ME]=1F)

[=
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In addition to all this, the interface includes a Cycript activation environment directly to

the device, so there is no need to open SSH and work from a terminal:

I/ /‘l—l | “ } v :
CYCKIPT COMMANDS —o T ONeRITResULT @ADDSE’C ;
v Clear b Rpplication security (WEE) =15

iNalyzer enables us to stop referring to information security tests on iOS systems as Black
Box; it allows me to receive all of the available information in a convenient way into a

user-friendly testing interface.

Now instead of using proxy to perform attacks like in regular web-based systems, | turn
the application into the spearhead in the testing process, so our testing environment

looks like the following diagram:

A —_ 1 L 1| - s L ———— 1
' O B

~ -
- p— iy c—

Introduction to Advanced Security Analysis of iOS Applications with iNalyzer
Chilik Tamir — https://appsec-labs.com/iNalyzer

19

Attacker



Application security (=] =Y

Summary

In this article, | tried to squeeze in as many subjects related with the iOS application
testing environment, | did not cover most of the subjects in depth, but | am a great
believer in ones’ ability to learn and advance at his own pace. The main idea was to
introduce you to the key players in this process, as well as presenting some of the
methodology it encompasses. In addition, | presented the iNalyzer to you as an advanced

system for this type of testing and | demonstrated some of its advantages.

| will be very happy if you find the iNalyzer to be helpful in your analysis process, and will
be even happier if you decide to customize it according to your needs. This is why it is

distributed as a free, open source tool. You can download it from our website and find

other updates and movies. The entire article is given for free, for the good of the
community and | am hopeful you find it interesting and helpful, if you would like you are

welcome to contact me for questions and feedback.
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