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AppUse - Overview

AppUse (Android Pentest Platform Unified Standalone Environment) is designed to be a
weaponized environment for Android application penetration testing. It is an OS for Android
application pentesters - containing a custom Android ROM loaded with hooks which were
placed at the right places inside the runtime for easy application control, observation and
manipulation.

The heart of AppUse is a custom "hostile" Android ROM, specially built for application
security testing containing a modified runtime environment running on top of a customized
emulator. Using rootkit-like techniques, many hooks were injected into the core of its
execution engine so that application can be easily manipulated and observed using its
command & control counterpart called "ReFrameworker" (figure 1).

@™ ReFrameworker Dashboard

{ Load Config from local file l| Load Config from device | B A e | Listener |
5 D i =12 B—

| save config to local file Save config to device | Advanced Application Security Pro:
| 9 Jo| g J | Proxy
| Deploy ! |
modify Runtime Inform Dump MITM
2 | Inform file access | | Dump URL addressas | | SqLproxy |
| Trust all certs | l Hide app | 2 s e
inform JNI | Dump encryption keys | Intent proxy
| disable hostname verify ] | Hidefile | -
= - | inform exec process | \ Dump IPC (Intents) | | HTTP/S
| Disable APK signature | | Modify IMEl |
| inform nfc | | SIP |
| disable permissions | -
e |_inform gps_ | | TCRaR |

L. Strict mode | l Madify phone number ]

- | inform sms |
| Modify DNS resolver |

| Fixate encryption keys | | DELETE |

Figure 1 — the ReFrameworker dashboard

Other than this, AppUse also comes with everything the pentester needs in order to run and
test target applications — the Android emulator , development tools , the required SDKs,
decompilers, disassemblers, etc.

The AppUse environment is designed to be intuitive and productive as possible to the
Android common pentesters and security researchers. It comes with the AppUse dashboard
- an easy to use Ul from which the user can control the whole environment. From installing
an APK to the device, decompiling it, debugging it, manipulating its binaries and such —
everything can be accomplished by clicking on a few buttons that take care of all the
required steps and focusing on the really important matters (figure 2).
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Advanced Application Security

IYou haven't picked an .apk yet | Install apk

Tools Utilities & Frameworks Disassembly Other
emulator with proxy L jd-gui ] | Bdract.apkcontent | | Output Folder J
emulator L Mercury J L dex2jar I Clean Output Folder J
eclipse | SQLite Browser | | baksmali (disassemble) | | Check If Device Connected |
Burp L smali (reassemble) L Root Device J
e | apktool (decode .apk) | | Take Screenshot ]

Figure 2 — the AppUse dashboard

Besides that, there are many Android "hack me" applications pre-installed on the AppUse
environment, along with their server-side services. Having such target applications is really
handy for the pentester when the need arises for testing a new tool or technique and some
target is required to be around.

So to summarize, AppUse is combined of:

e Custom "hostile" Android ROM loaded with hooks
e ReFrameworker Android runtime manipulator

e Android Emulator

e Development tools for Android

e Hacking & reversing tools for Android

e Vulnerable applications

e The AppUse dashboard

AppUse can be downloaded here:

https://appsec-labs.com/AppUse
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Runtime and OS

The AppUse OS is based on Linux Ubuntu which had been perfectly suited with common
attacking tools embedded that can save time and increase efficiency.

Credentials:

Although AppUse will automatically log you in to root, you may find this data useful while
interacting with the system.

Type Username Password

Operating System Root 1

Emulator [none] 1234

Terminal and Command Line Tools

The environment variables had been suited to the Android security researcher. Useful tools
used in research, such as ADB, were preinstalled and configured on the machine. Moreover,
all the research and attacking tools had been embedded in the PATH environment variable
so they are accessible on any location on the terminal and have the tab autocomplete
feature (figure 3,4)

dev@dev-virtual-machine: ~

File Edit View Search Terminal Help
dev@dev-virtual-machine:~$ apk

apkanalyzer apkbuilder apkinspector apkinspector~ apktool/
dev@dev-virtual-machine:~$ apk

Figure 3 - Autocomplete feature — entering apk[tab] on the console.

=

dev@dev-virtual-machine: ~
File Edit View Search Terminal Help

dev@dev-virtual-machine:~$ ad
adb addpart adduser
add-apt-repository addr2line

Figure 4 - Autocomplete feature — entering ad[tab] on the console.

Development Tools

The AppUse environment includes Android development and debugging tools which can
come in handy while performing applicative penetration testing. The environment has a
preinstalled version of eclipse and ADT (figure 5) that can be used to write applications or
exploits to cross-application vulnerabilities. Moreover, the environment has a preinstalled
version of the iPython console that will ease the development of scripts and help testing
special scenarios.
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Figure 5 - Eclipse with ADT. Useful in writing cross-application vulnerabilities exploits.

AppUse Dashboard

The dashboard is the heart of AppUse testing environment. The dashboard is a GUI which
organizes the testing tool and runtime environment that will be used in the research. The
dashboard will put the puzzle together by linking all the data from all different tools and will
save precious time in its special functionalities that will concatenate several actions
together, as will be demonstrated further in this document.

To launch the dashboard, double click the Launch Dashboard link on your desktop, and
immediately the dashboard will be launched (figure 6):

(] AppUse Dashboard

Advanced Application Security
[You haven't picked an .apk yet ] | Installapk

Tools Utilities & Frameworks Disassembly Other
emulator with proxy L jd-gui ) | Bxtract.apk content | | Output Folder )
emulator L Mercury J L dex2jar ] | Clean Output Folder |
eclipse | SQLite Browser | | baksmali (disassemble) | | Check If Device Connected |
Burp L smali (reassemble) J Root Device J
AEEeEE L apktool (decode .apk) J Take Screenshot J

Figure 6 — launching the dashboard
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Working with APK's

In the dashboard, the APK is the king. AppUse dashboard’s goal is to enable researchers to
start working with one-click actions. In order to achieve the goal, the dashboard is designed
to operate on an APK and use it while invoking its other actions.

Choose APK

Choosing the APK is the most basic action the dashboard can do. Choose APK button will
load an APK into the dashboard (figure 7) from the file system so that the dashboard will
perform its actions with it. When starting a research on an application, this is the very first
action that needs to be done.

BAeeSec
Advanced Application Security
| |You haven't picked an .apkyet
@ choose .apk
|_-ernulatorwith prox_: Look In:  |[ Targets _'J | G |@?| |E|[ sl | Folder ]
- emulator T chuck.apk | le connected __|

- ! [ client Side SQL Injection.apk
aclipse | — ;
|| com.dropbox.android-1130-1.1. 3.apk

\erability POC_Exploit.apk || Goat.apk

| Burp

P

l Wirashark [ J e .
File Name: hacme.apk
Files of Type: |Android APK (*.apk) _YJ

Figure 7 - Choose APK action. Example APK's can be found under the Targets folder. The Targets folder is
discussed
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Installing APK
The Install APK button (figure 8) will install an APK on a running emulator invoked from the
Dashboard.

D ArpSec

S Advanias Al iy
| chouseank [chosenaric {nﬁu;-Eariuks‘hnme,ziklh- | 1
Tools utilities & Frameworks Disassembly Other
| smutstaruith prowy | | id-gui | [ Estmect.spkcontent | | Output Falder
[ emuster | | eknspector | | dexzjer || check it Device camn
| sclipse Mercury | | backsmall (disassembie) |
[ = ] | small (reassemble)

_spktool (decods apk) |

‘ Wireshark

Couldn't find connected devies.
[Device I5 onlne: * dASMON ot rUNNIng. STAFing iAoV on part SU37
* gasmon started successtully

List of devices atached

femulator-5554 gevice

{Suceeed Installing APK!

Figure 8 - Installing an APK on the emulator via a click of a button

Rooting the emulator

Root privileges on an emulator may come in handy in a penetration test but normally can
consume time. AppUse Dashboard has a built in option to automatically root the emulator
with a click of a button (figure 9) and later on verify it is rooted (figure 10).

@& AppUse Dashboard

@ ADQB_{%“_; &

Advanced Application Seeurity
Choose apk \You haven't picked an .apk yet | | Installapk

Tools Utilities & Frameworks Disassembly Other
emulator with proxy | l Jd—gm J l Extract .apk content ] | Output Fc;l.d.er ]
a ki | lr Mercury _j | dex2jar || ~ Clean Output Folder |
eclipsa [ SQLite Browser J [ baksmali (disassemble) | { Check If Device Connected J
| Beip i | smali (reassemble) | IL Root Device I
| apktool (decode .apk) ] \ Take Screenshot |

Wirashark |

Figure 9 - The Root Device button — will root the emulator with a click.
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= 5554:AppUse
g O
Advanced Applicat Security
Choose apk Nuu haven't picked an .apk yet ROOt CheCI( Pro
Current Device: google_sdk
awigation: Siwipe Iefuright o tap ttle 1o move between pages
Tools Utilities & Frameworks Disassembly Root
emulator with proxy | jd-gui J | Extract .apk content Verify Root
emulator e —— il v ot S s
; _ sQLite Browser  baksmali (disassemble)
eclipse jisn ‘ l Results:
B smali (reassemble) Congratulations! You have root
- access!
( iR | apktool {(decode .apk)
il Detailed Results
info: Online device found! Superuser Application Status:
* daemon notrunning. starting itnow on port 5037 * Superuser application - version 3.0.7 - is
* daemon started successfully * installe
Listof devices artached

imiiaie cert Scvco System File Properties for Root Access

joeykrim

Info: rooted succefully :)
Info: wait 30 seconds, and then you may verify root by launching "Root Check Pro’ app
O ST e TTereary

Figure 10 - The results from Root Check Pro application — successfully rooted the emulator with a click.

The output folder

The main goal for AppUse is to organize all the pentester's work. In order to accomplish that,
all of the work in AppUse on an application will be saved into one directory, the Output
folder (figure 11). The Output directory (will be elaborated later on this document) contains
all the output from all the tools in the dashboard. When you open an APK via APKTool, its
output is shown in the Output folder. When you convert a .dex file to .jar, the classes.dex in
the output folder will be chosen automatically and in a click of a button you will convert the

APK's .dex to a JAR.

|| nstatiapk |

other

Output Folder

Check # Device Connactad

o il i

META-INF res smali AndroidManifest

apktool.yml classes.dex FESOUrces.arsc ‘ ‘

Figure 11 - Output folder — the Dashboard's workbench.
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Device Connectivity

AppUse has a support for external devices. You may either work with the emulator or plug in
a real Android device and have it interacting with AppUse (figure 12).

@ AppUse Dashboard 1.0

chooze aple | [chosen APIC [AspUse/Targets/AndroidCaleulatoragk 1| installapk |

Toals Utilieles & Frameworks Disassambly Other
| emulstarwithprosy | [ d-gui | | Estract.spkicontent | | Cutput Folder |
| emulator J R Apkinspecter . | L dex2jar | I Check If Device Connectad I

sclipse T Mercury | backsmali {disassemble) |

|
| Burp | smali (reassemble) |
|

I apk
Wirashark | apktool (decode .apk) |

* daermon st ted suctassiully *
List ol devices attached
emulator-5554 device

TEce 15 onlael: * OReTion nalT unming. SIarang (L nov on por{ois] |‘ ‘

Figure 12- Checking device connectivity via the AppUse Dashboard

Runtime Modifications and Inspection via AppSec ReFrameworker

The emulator in AppUse is modified to suit the needs of the pentester. It comes with a
premade ROM that has modifications to the Dalvik runtime and has preinstalled tools to
interact with the system.

The heart of AppUse is a custom "hostile" Android ROM, specially built for application
security testing containing a modified runtime environment running on top of a customized
emulator. Using a rootkit like techniques, many hooks were injected into the core of its
execution engine so that application can be easily manipulated and observed using its
command & control counterpart called "ReFrameworker".

How it works - an overview

The Android runtime was compiled with many hooks placed into key placed inside its code.
The hooks look for a file called "Reframeworker.xml", located inside /data/system. So each
time an application is executed, whenever a hooked runtime method is called, it loads the
ReFrameworker configuration along with the contained rules ("items") and acts accordingly.

Managing the configuration file along with its rules is done via the ReFrameworker
dashboard. Using the dashboard, you can define a set of rules that the Android runtime will
obey. The dashboard will then generate a config file which the runtime will later parse and
act accordingly.

For example, it starts with loading a config file which can be either loaded from local file or
directly from the connected Android device. After clicking either of the "load config" buttons
(figure 13), the dashboard will immediately mark all the loaded rules and allow the user to
enable / disable them and also to configure them.
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® ReFrameworker Dashboard

P Load Config from local file Lual‘i.cur;f'\g from device H Listener
UL 1 J
4 | Saveconfigtolocalfie | | Save config to device J Proxy
J[ Deploy ! ) |
|
{
| Modify Runtime Inform Dump BMITM
| i Inform file access Dump URL addresses SQL prox
| | Trust all certs | ‘ Hide app | | ‘ ‘ 2 ‘ | S9L proxy |
| o . |_infarm i | |_Dump encryption keys | | Intent proxy I
| [ disable hostname verify ] l Hide file ‘ - = —
[ = | inform exec process | | Dump IPC (Intents) | | HTTPIS
Disable APK sighature odify IMEI

| 974 —— | inform nfc | | sip |

| disable permisdions | _ " —

| | inform gps | | TCPAIP

| strict mode | | | Medify phone number |

= |_inform sms_|
Modify DNS resciver |
|_Fixate encryption keys | | DELETE J

P P U S S R R =

Figure 13 —loading rules from config file

After the file is loaded, the dashboard marks all the defined rules with bold, and highlights
all rules which are also enabled as green.

Then the user can choose which kind of behavior he wants from the runtime — for example,
he can turn on sniffing of important information, bypass of certain logic, doing some string
replacement, sending some data to the ReFrameworker dashboard and so on.

After that, the user can save the new configuration (figure 14). If the user chooses to save it
into the device, from now on the device will behave according to that rule.

o

ReFrameworker Dashboard

Lead Config from local file Load Cenfig from device Listener
d Canfig from local fil d Config from d
U | save config to local file | Save config to device | I | Prosy
| Deploy ! |
modify Runtime Inform Dump MITM
- Inform file access Dump URL addresses - SQL proxy
| Trustal certs | | Hid | ol i 08 pray
Tust all certs ide app . -
| inform N1 | | Dbump encryption keys | intent proxy
| disable hostname verify | | Hidefile |
| inform exec process | | Dump IPC (Intents) | | HTTPIS |
Disable APK signature | Modify IMEIl -
‘ 2 L inform nfc siP |
| disable permissions | -
—_— |_inform gps | | Tcene
strict mode | [\ Modify phone number |
| inform sms |

| Modify DNS resolver |

| Fixate encryption keys | | DELETE |

Info: succeed loading config from device!
into: Online device found:

Listof devices attached

lemulator-5554 device

Info: Saving configuration to device...
into: succeed saving config 1o device!

Figure 14 — saving rules to config file

Configuring the behavior of each rule can be achieved by clicking on the rule's item, and
selecting "configure" from the sub menu as can be seen from figure 15.

©AII Rights Reserved to AppSec Labs
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[ ReFrameworker Dashboard
| Load config fromlocal file | | Load Config from device | : B Appsec \\ Listener |

| save configto localfile | | Save config to device | N Rdvanced Application Security [ Prowy |

[ Deploy! | | Configure rules |

modify Runtime Intercept Hide MiTM
Trust all certs | |_inform exec process | | g addrasses | tide file [ soL ppa
. . —— [T | startistop
: Modify IMEI Hid Intent] Confi

| Disable hostname ver... | |_Modity IMEI | | Hide app | Intend Configure
= | inform file access |

Disable APK signature — | HTTPIS

inform JNI z
| disable permissions | &3
= inform nfc —
| strict mode | . | Tceap
| Encryption keys

Modify DNS resolver |
inform gps

Figure 15 — configuring an item

Then, a new window will appear, containing the values of that rule. Each rule has the
following properties:

e Name —the name of the rule
e Enabled —is it enabled?
e C(Calling method —the name of the runtime method upon which this rule should apply
e Mode —can have 3 possible values — Send, Proxy, or Modify.

0 Send - send the hooked content to the ReFrameworker dashboard

0 Proxy - let the user control the value of the hooked content by using a

proxy-like Ul

0 Modify — replace a particular content with another content
e Value - specify the condition for the hooked content. An asterisk (*) means always.
e toValue - specify the action for the hooked content. An asterisk (*) means always.

Below you can find an example of how rules can be configured (figure 16):
1

| Name informSgLQuery

I Enabled? ||

| Calling method  eSgl, android.database.sglite.SqLiteDatabase.rawuenWithFactory

| Mode

| send
! walue | Prowy
| madify

. | Save Cancel

tovalue *

Figure 16 —an example for rule configuration

For example, here is how the config file will look like after generating new rules for the
runtime - the following is an example of "Reframeworker.xml" configuration (figure 17):

©AII Rights Reserved to AppSec Labs
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<config>

<generalltem>
<ip>10.8.2.2</1ip>
<port=6666</port>

</generalltem>

<item>
Ename>trustAllCerts</name>
<enabled>true</enabled>
<condition>true</condition>

</item>

<item>
<name>setPhoneNumber</name>
<enabled>true</enabled>
<value>3333333333333333333</value>
<mode>proxy</mode>
<caller=android. telephony.TelephonyManager.getLinelNumber</caller>

</item>

<item>
<name>informExecProcess</name>
<enabled>true</enabled>
<mode>send</mode>
<caller>java.lang.Runtime.exec</caller>

</item>

<item>
<name>informsQLQuery</name>
<enabled>true</enabled>
<mode>proxy</mode>
<caller»android.database.sqlite.SQLiteDatabase.executeSql, android.database.sqlite.SQLiteDatabase.rawQueryWithFactory</callers

</item>

</config>

Figure 17 — an example of config file content

The idea is to place this file at the specific place inside the runtime which our hooks will look
for it. The location of this file should be at "/data/system/Reframeworker.xml|" — so that our
hooks which were pre-injected into the runtime will parse, load, and act upon dynamically
while we can instrument them from the external of the Android device.

Since the device might communicate with the dashboard (sending some data, waiting for
instructions, etc.), the dashboard contains a listener for incoming communication
established from the device. Therefore, the dashboard contains a button for the listener
(figure 18):

[ 1—

ReFrameworker Dashboard

‘ Load Config from local file ‘ | Load Config from device |
| Save configto localfile | | Save config to device | | Proxy |
| Deploy | |
Modify Runtime InForm Dump MITM
inform file access Dump URL addresses | | SQLproxy
| Truseall certs | | Hideapp | ! J l £ )
§ | inform NI | | Dump encryption keys | | intent proxy
| disable hostname verify | | Hide file ‘ —— r
| inform exec process | | Dump IPC (Intents) | |_HTTP/S |
Disable APK signature | | Modify IMEI |
| inform nfc | | siP |
disable permissions
[ 2oine sngsa] | inform gps | FRAP
| Strict mode muiqpammmm | _
| inform sms |

| Modify DNS resolver |

| Fixate encryption keys | | DELETE-|

g gooTTy
Info: Online device found!
List of devices attached
emulator-5554 device

Info: Saving configuration 1o device...
Info: succeed saving config to device!

TSTartistener
Info: Waiting for client message...

Figure 18 - starting the listenerNow after starting the listener the dashboard is ready for any
incoming messages.

AppUse also has an advanced feature that lets the user to intercept some internal
information from inside of Android objects. We can do so by pushing a proxy between the
Android application and the runtime. This is done in a very similar way to an HTTP proxy, but
only that this time we're doing so at a very low level inside the Android runtime.
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The hooks

The AppUse environment was compiled with lots of hooks at some key places. As part of the
research, after finding out interesting places we want to control such as handling of files,
communication, encryption, etc. we placed calls at those location to the ReFrameworker
controller. The controller's responsibility is the check whether a rule is currently defined for
this particular location, and if so it acts by its configuration.

For example, as part of the research of finding interesting locations to place a hook into we
decided to have place a hook into the SQLiteDatabase at the "executeSqgl" method which all
queries are passed through at. Hooking into this class will enable us to intercept all the local
SQL queries sent from the application to its local DB. Our hook (which was placed inside the
Android executeSql method inside the SQLiteDatabase class) will intercept this value and do
whatever was instructed at the configuration.

Hooks are usually placed around an important value, such that if a rule is defined for this
particular hook, then the controller's responsibility will be to do something with it. The
controller can either do nothing and leave that value as is (in case no rule is defined or the
rule is disabled), it can send that data to a remote location, it can allow the user to break
and modify that value at real time (i.e. in a similar manner as a proxy) or it can do an
automatic replace for another value.

For example, this is how the pre-loaded hook will look like when hooking at the executeSql
method into the "sql" string parameter - the actual query that will be executed by the
runtime, as requested from the upper level application (figure 19)

private ipt executeSgl{String sql, Objectl] bindArgs) throws SQLException {

sqi.=.c0ntrcller.0perat95tring[sqlﬁ:

acquireReferencel);
try {
if (Databaseltils.getSqlStatementType(sql) == DatabaseUtils.STATEMENT ATTACH) {
boolean disableWal = false;
synchronized (mLock) {
if (!mHasAttachedDbsLocked) {
mHasAttachedDbsLocked = true;
disablewal = true;

1

}

if (disablewWal) {
disableWriteAheadLogging();

1

}

SQLiteStatement statement = new SOLiteStatement(this, sql, bindArgs);
try {

return statement.executelpdateDelete();
} fimally {

statement.close();

1
} finally {
releaseReference();
1

Figure 19 — ReFrameworker hook that was pre-injected into the runtime
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Suppose the relevant configuration rule for this was defined as "proxy" - Now each time this
method is called, the device will send this data (the original query) to the proxy and will
replace the original value with modified received value.

All it takes on the dashboard side is to operate the proxy (figure 20)

| Listener |

| Load Config from local file | | Load Config from device |
| save configto local file | | Save config to device |
Deploy !
Method:
Modify Runtime Inform
— inform file a
| Trust all certs | Hideapp |
! inform JNI | H
| disable hostname verify | | Hidefile | - |
| | inform exec
| | Disable 2Pk signature | [ Modify IMEI .
I inform nfc
disable permissions | P
inferm gps
| strict mode | [(Modify phone aumber i
- inform sms
| Modify DNS resalver
| Fixate encryption keys | | DELETE |

. |emutator-5554 device

| |info: Saving configuration o device...
Info: succeed saving config to device!
Info: start listener

finfo: licnt message...
[|info: Starting prox

Figure 20 — starting the proxy

Now, when a message will be received, the proxy will wake up and give the user the
opportunity to observe the message AND modify it — while the android app is waiting for the

response! (Figure 21)

l Load Config from local file | L Load Config from device J - DADDSE’C = k | Listenar |
3 =10 —_—

| save configto locaifila | [ save config to device | T

| Deploy |

Methed: | android.database.sqlite. SQLiteDatabase.rawQuenyWithFactory

Modify Runtime MITM
SELECT uid FROM grants GROUP BY uid T
| Trust ail certs | Hideapp | | !
. | Intent proxy |
ame verify Hide file —
f hostname verify | J (s |
| Disable APK signature | | Modify IMEl ‘
Sl = SIP

disable permissions |
| Teeae |

| strict mode | Modify phone number

|‘Moc‘!|f‘yb‘i;.l.5.resu\:ter |

| sumbit | Do nathing

| Fiate encryption keys | | DELETE |

Info: Waiting for client message...
Info: starting proxy

pang
info: Message Received: android.datab: lite. SQL awQueryWithFactory{SELECT uid FROM grants GROUP BY uid}
Info: accepting new connection...

Info: Message Received: android.datab: lite. SQLi anqQueryWithFactory{PRAGMA table_infofapplications]}

info: accepting new connection...
Info: Message Received: android. database.sqlite.SQLiteDatabase.rawQuer yWrthFactor y{SELECT uid FROM grants GROUP BY uid}

Figure 21- handling incoming message using the proxy
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Configuration examples

Let's take a couple of examples for common scenarios, and how the configuration should be
set to achieve the required behavior. For each of the following examples, we'll demonstrate
how its configuration should look like (as captured from the default rules that come with the
AppUse Reframeworker config file), along with a brief explanation for its settings.

Example #1 — send the value of all executed commands to the dashboard

Name informExecProcess

| Enabled? [V

| Calling method  java.lang.Runtime. exec

| Mode |send v

| Walue  * tovalue *

j Save Cancel
1

Explanation — mode is set to "send" since we want to send this data. Value is *, since we
want to send all commands. toValue is not used in this context but is set to *just in case.
Calling method is set for the relevant hooked method.

Example #2 — send the value all executed SQL queries to the dashboard

Name informSQLQuery

Enabled? [

Calling method  android.database.sqlite.SQLiteDatabase. executeSql, android.datab

Mode |send | =

Walue * tovalus *

Save Cancel

Explanation — calling method was set to the specific methods responsible for SQL queries.
Other values stayed the same (compared to previous example).
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Example #3 — proxy (break and modify) the value all executed SQL queries to the dashboard

MName informSQLQuery

Enabled? (V]

Calling methed  android.database.sglite.5QLiteDatabase. executesSqgl, android datab

Mode | proxy |¥

Walue * toValue #

Save Cancel

Explanation — mode is set to "proxy" since we want to modify this data at realtime. Other
values stayed the same (compared to previous example).

Example #4 — trust all certificates

Name trustallCerts

Enabled? [V]

Calling method  javax.net.ssl.SSLContext.init

Mode | modify | =

Value # tovalue true

Save Cancel

Explanation — mode is set to "modify" since we want to replace the hooked value
(specifically, the Boolean value of whether the certificate should be trusted). Value is *, since
we want to replace all possible values (whether the cert is ok or not). toValue is set to true
since we want to always trust the certificate. Calling method is set for the relevant hooked
method.
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Example #5 — disable hostname verification

Name noHostnameverifier

Enabled? [/

Calling method | javax.net.ssl.DefaultHostnameWerifier.verify javax.net.ssl.DefaultHos

Mode |modify |*]|
Value * tovalue true

Save Cancel

Explanation — quite similar to the previous example. The only difference is the value of
calling method which is the hooked method responsible for hostname verification.

Example #6 — replace the value of the phone IMEI number with another value

Name satiMEI

Enabled? [V

Calling method  android.telephony. TelephonyManager.getDeviceld

Mode | modify |»

WValue ¥ tovalue 11111111111111

Save Cancel

Explanation — mode is set to "modify" since we want to replace this data. Value is *, since we
want to replace all possible values. toValue is set to "111111111111" which is the value we
want to set in this example. Calling method is set for the relevant hooked method.

Note — if wanted to replace only a specific number, all we needed to do is to set it as "value"
(rather than using * in this example).
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Example #7 — proxy (break and modify) the value phone IMEI number

Name setIMEI |

Enabled? [V]

Calling method  android.telephony. TelephonyManager.getDeviceld

Mode |proxy |

Value * tovalue 11111111111111

Save Cancel

Explanation — mode is set to "proxy" since we want to modify this data at realtime. Other
values stayed the same (compared to previous example).

Of course, this is just a very brief introduction to all the ReFrameworker strength, as there
are lots of other rules AppUse can manage and for each one of them there are lots of
different settings to play with.
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Network Analysis with AppUse

A big part of pentesting Android applications is done by inspecting the transportation from
the app and tampering it. In order to achieve the functionality, AppUse has preinstalled and
configured tools to be used in the penetration testing.

Proxied Emulator

To ease the work in monitoring and analyzing network traffic, AppUse comes with an option
to fire up the emulator proxy-initialized with Burp proxy with a click of a button or as
standalone (figure 22).

AppUse Dashboard

Choose apk

Tools

emulatorwith proxy
 emulator
aclipse |59
Wireshark

Info: started eclipse
Info: started eclipse
Info: started emulator
Info: Burp sTrted:)
Info: Burp started :)

figure 22 - Launching Burp from the dashboard.

Burp Suite is a leading HTTP proxy aimed and designed for penetration testers. AppUse
makes use of Burp to view and tamper HTTP traffic and facilitate various attacks. Burp also
provides many tools to analyze data and HTTP traffic. It is extendable via many plugins to
suit most of the web-based technologies.

In order to analyze encrypted network traffic (HTTPS), the emulator’s Key Store comes with
Burp’s Root CA Certificate pre-installed so it will be trusted on the emulator's OS and enable
testing HTTPS without having applicative errors involved (figure 23).

T

Sk | Samir | s | g |

Wrmrhark

figure 23 - Burp is automatically linked to intercept communication from the emulator on 127.0.0.1:8080
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Wireshark

AppUse comes with Wireshark sniffer (figure 24) preinstalled and launchable from the
dashboard. Wireshark is the world's foremost network protocol analyzer. It lets you capture
and interactively browse the traffic running on a computer network from all protocols and
network layers. Wireshark enable the pentester to deeply inspect all the traffic on the device
without the limitation of HTTP-based protocols.

ick to view your appointments and tasks % 555&:AppUse
File Edit View Go Capture Analyze Statistics Telephony Internals Help

Bi il & GEAXCE Q-3 TF & [E

Filter: Expression...
No. Time Source Destination Protocol Length Info
I UYLZZIZILLI3iATFITY LYY L7z 1vn . a7 oL er Ve nCtp e L
58 60.225274 192.168.59.141 173.194.70.108 Tcp 56 59347 > http [/

59 60.225981 173.194.70.100 192.168.59.141 TCcP 62 http > 59347 [|
0l 60.226024 173.194.70.180 192.168.59.141 TCP 62 http > 59347 [|

63 60.227067 192.168.59.141 173.194.70.188 HTTP 230 GET /generate |

64 60.228091 173.194.76.100 192.168.59.141 TcP 62 http > 59347 [[\
65 60.747988 192.168.59.1 192.168.59.255 NBNS 94 Name query NH
06 60.802316 173.194.70.100 192.168.59.141 HTTP 196 HTTP/1.1 204
67 60.802344 192.168.59.141 173.194.76.166 TCcP 56 59347 > http |[}

68 60.813148 192.168.59.141 173.194.760.100 TcP 56 59347 > http
69 60.817905 127.6.0.1 127.8.0.1 HTTP 208 HTTP/1.1 204

> Frame 69: 208 bytes on wire (1664 bits), 208 bytes captured (1664 bits)

b Linux cooked capture

P Internet Protocol Version 4, Src: 127.8.6.1 (127.0.8.1), Dst: 127.6.8.1 (127.6.8.1)

P Transmission Control Protocol, Src Port: http-alt (808@), Dst Port: 43694 (43694), Seq: 1,

Brotacal

poeo 00 60 B3 04 60 66 0O B0 00 OO OO 6O 60 B0 @8 B0  ........ ........
018 45 B0 80 cB 51 cd 40 60 40 06 ea 68 7f 08 80 81 E o
pe20 7f 60 PO 01 1f 99 aa ae _elebb4e3 61 da837a ........ ...a4.

figure 24 - In action: wireshark sniffing the Browser app surfing to CNN.com

Decoding and Reverse Engineering APK's

AppUse includes the most advanced tools used to decode and reverse engineer APK's. Once
an APK is loaded to the dashboard all the tools are preconfigured to use it and all the tools
and frameworks are leveraging the pentester to reach full coverage.

Extracting APK

APK's are encoded zip archives. Upon opening an APK, there is a predetermined files and
directories structure that let the pentester to learn what is hidden under the hood. Among
other, a pentester can learn about open broadcast receivers, the code being the application,
the resources it uses, the permissions it asks for and more...

The first step in the analysis is to extract the APK (figure 25). The Dashboard allows it to be
done in one click.

miarks Help

@A:u;us:ﬁ& Devices AppUse  Output
anced Applicativn See — Floppy Drive
Cheeseapk | [Chosen APK: fAppUse/Tar idCalculator.apk J J u
& Applse META-INF res small AndroidManifes
Tools Utilities & Framaworks Disassambly Computer xml
emulaterwitherasy || jo-qus I EXIract apk contant I & Home
' i Desktop
=mulaker | | spanspector | | dendjar ki Documents apktaotyml classes.dex resources.arsc
SR | | Mercury | ‘backsmall (dissssemble) | g5 pownloads
Bup | | srnali (reassamble) = File system
T M
= | ool {dacode ap!
Wirnshark | e bwnrk
& Browse N,

Lis1 of devices anached
penLilan-3354. device

Friled instaling, Cammand Gutput
ph: mintocal g Androidt b uaiorapk
Failure [INSTALL TAILED_ALNEADY EXISTS]
Exceuung: unap o e wanor apic

Figure 25 - Extracting APK — result in APK contents being presented on the Output directory.
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Converting Dalvik to Java code - dex2jar

The classes.dex file in the application's APK is Java's .class equivalent which contains all the
classes’ hierarchy and Java code compiled into Dalvik byte code. dex2jar is a tool that
converts the Android's classes.dex file to .jar file, which lets the pentester to disassemble it
via Java disassembling tools, such as jd-gui.

By clicking on dex2jar (figure 26), the Dashboard will automatically seek an extracted APK on
the Output folder and choose its classes.dex file. dex2jar will save in the Output directory an
equivalent .jar file to be used further in the testing.

Devices
_ Floppy Drive
[ Bookmarks |
¢hoosa apkc | [chosan APK: fApaUss I d ‘
i Appuse METAINF res smali AndraidManifes
Tools Utilities & Framaworks Disassambly Computer xml
| emulatarwithprasy | | Jd-gut | s Brtructigpk conterit - e
e = 2 - i Desktop L]
Z 2 — A
| S I Marcury | | backsmali (disassembla) il Downloads "
| Burp | small (reassembla) =L Filesystem
T s
n apktool (dacode ap
‘ Wirashark | ! Network
deace & Browse N...

Fadleit Ins alling, Gommand Dutpue
phcg: fdxaosal opiAndrokICals ulatar apk
Failure [IHSTALL_FAILED_ALREADY_BASTS]

-apk" - iAppUse Gutput

figure 26 - dex2jar running on an example APK — AndroidCalculator. The result is Java-equivalent jar file.

Disassembling Java Code with JD-GUI

JD-GUI is a framework aimed to disassemble .jar files. Once a .dex file had been converted to
.jar, JD-GUI framework is ready to disassemble the code. The pentester, by using JD-GUI, will
be able to audit the application code to find hidden secrets and logic (figure 27).

2 @ ¥

classes_dexzjarjar & -
| Main.class = |

choose apk ] [Chosen APKC (AppUse/TargetsfandroidCalculator.apk s

package con,caleulator;
Tools Utilitles & Frameworks Disassembly It s |#|inport android.app.Activity;

I_I & FirstValue
| emulstor with proxy | jd-gui | | Ewract .apk content Out 4 Result T | PUblLic class Maln extends Activity
3 sult ¢

Button Caleulate;
EditText Firstvalus;

| T | | seknspector || dexzar | chackifo|

[ il Tl Mercury | | bocksmah (disassemblz) TextView Result:

i = s B EditText SecondValue;

| T ] | small ireassemble) ::w‘ Tl

R BE— oat nun2;

? q apktool (decode apkl »

Treshark e e
| Wiresha J publie void oncreate(Bundle parav@undlel
super.onCreate{paramiundle);

l:«:ﬂmuzg. Em:n;m:i:lmnll: setContentView|2136083040) ;
oty Mol eilRanle ollE S i aphe this.FirstValue = ((EditText)findviewById(2131034112});

Fadlure [IHSTALL FAILED_ALREADY EXISTS]
ml’:i.?'s;,.,.,.,,i- i Jeulatorapk -0 this.SecondValue = [[EditText}findViewByld(2131634113)];

Startnd deszjar {dex2ar RppUstRUPUEASSEsdex] this. Result = ((TextView) findViewgyld(2131634114));

Qu this.Result.setText("9.06");

this.Calculate = ((Button) findVieweyId (21310341150 b

. this.Calculate. setonClickiistener{new View OnclickListen
1 i

Figure 27 - Disassembling Java code of chosen Android application via JD-GUI.
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Decoding the APK via APKTool

Extracting APK does not take care of Android's encodings. For instance, when opening an
APK, the AndroidManifest.xml file will be encoded so it won't be in a human-readable
format. In order to unveil the encoded secrets, APKTool can be used.

APKTool (figure 28) is able to decode APK files to a human-readable format. For instance, the
following shows an attempt to open AndroidManifest.xml file before using APKTool.

Qutput

File Edit View Go

Bookmarks Help File Edit Vie

Devices B Applse  output Q search | B Open -
F i
15 Floppy ifve Androidmanifestxml %
Bookmarks
d ‘ There was a problem opening the file fappUise/Cutput)
& AppUse META4NE e e IManifest.xml.
Computer Thet file you epened has some invalid characters. I you contitue editing the file Retry
| you could carrupt this document.
& Home | / Yaii tan aleo choose ancther character encoding and try agan. Edit Anyway
K= pesktop Androidhanifest. classes.dex rrent Locale (UTF-8) | = lcEangal
I Documents i - IR =
&l Downloads =
L File System
& Trash rESOUrces.arsc
Netwaork
&l BrowseN...
"AndroidManifest.xml” selected (1.5kB) e - M

Figure 28 - AndroidManifest.xml before using APKTool

Using APKTool decodes the APK successfully, and gets the AndroidManifest.xml to a human-
readable format (figure 29):

A Sec
Bapeseg
AndroidManifest.xml % Chosen APK: /AppUse/Targets/AndroldCalculator.apk installapk
XML Version="1.0" en utT-8" >
cmanifest android:verstonCode="1" android:versionName="1.9 ’
Hiribanat-Shgi Utilities & Frameworks Disassembly Other
xmlns:androt roid.con/apk/res/androld”s> S T
<application androtd:Label 9/ app_nane J s il AL
android: i sz\glzlérT:Lti“d;f‘tfl:;?Uggdg e | | Apkinspector { dexiar Check f Device Connacted |
< 1label="@s fa 3 :
bndroid:n in"> [ Mercury J | backsmali idisassembla) |
| L

smali {reassemble)

tegory H
ndroid:name="android. intent.category. LAUNCHER" /> apktool (decode .apk]
</intent-filter= U
=factivity> TUCles der der e Jar ]

<japplication> Marge ts/AndraidCale ulator.apk

<uses-sdk 2 1d:minsdkersio />
usess sdicandeoldAUEdRYErLanagl ) Ibaksmali not faunl. Please make sure you baksmaliad before.
franifests g

puibaksmal

T i K -d
pkctonl d -1 aphe

Figure 29 - The AndroidManifest.xml after decoding the APK.
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Modifying APK's

In some security researches it is necessary to patch the code base of an application. While
with existing source code it can be done easily, without existing source code the task
becomes harder. AppUse contains all the tools necessary to disassemble and patch Android
applications code.

There are many applications to modifying the code base of an application. The ability will let
the pentester to hook functions, inject code of his own or change the resources being used
by the application.

The following section will show how the pentester can disassemble and modify an
application via AppUSe.

Disassembling via baksmali

baksmali is a tool used to disassemble an APK's Dalvik byte code. Via baksmali, a researcher
can view the Dalvik assembly of the application and modify it with a human-readable
format.

AppUse Dashboard has a baksmali button that with one click will disassemble the APK and
will output it to /Output/baksmali folder (figure 30)

Devices

= Floppy Drive

Bookmarks J .J =

W Appiise baksmall

Chaese apk | [chosen APK: /AppUse/Target: alculatorapk ]| mstaltapkc |

Tools Utilities & Frameworks Disassembly Other

Computer

& Home ernulator with prosy jed=gut | | Extract apk content | Qutput Folder

& Desktop AndroidManifest. apktoolyml class amulator | Apkinspector | dexzjar | Checkf Device Cannected

Mercury I backsmali (disassemble) I

| smai(reassemble) |

5 Documents
il Downloads
—_ File System Burp
& Trash

eclipse

iresha |_aphtosltdecode gl _

Network

File e
Exec uting: unzip -0 siculator aphe -d

iisi Browse N...
o

UL foldes: MppUSED UtpUTbaKS AT
[Executing: gnome-open AppliseDugpuy
np -1

P! Y
Execusing: unzip - aculutor.apk’ -d 1Ap

e

Ousput folder: AppUseDuputbaks il

Figure 30 - Clicking the baksmali button — will create the /Output/baksmali folder with all the Dalvik assembly
code of an application.

Once baksmali had been used on an APK, the /Output/baksmali folder will contain all of its
Dalvik assembly code in a human-readable format. The assembly can then be modified and
have added instructions of the pentester (figure 31).
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Main.smali (fAppUse/Output/baksmali/com fealculator) - gedit
File Edit View Search Tools Documents Help

n P-Open v ES:’!'-‘E

.}
L=

| Main.smali %

|.class public Lcomfcalculator/Main;
.super Landrold/app/Activity;
.source "Main.java"

# instance fields

.field Calculate:Landroid/widget/Button;
-field FirstVvalue:Landroid/widget/EditText;
.field Result:Landroid/widget/TextView;
.field SecondValue:Landroid/widget/EditText;
.field numi:F

.field num2:F

# direct methods
.method public constructor <init>()Vv

Plain Text ~ Tab width: 4 = Ln 1, Col1 INS

Figure 31 - baksmali output — human-readable assembly of the application. Editable by any text editor.

Reassembling with smali

baksmali gives the researcher the power to have human-readable dalvik assembly code and
have the chance to edit it with any text editor he wishes. Smali is a tool to complete the
puzzle to reassemble the code again.

With smali, the researcher can perform changes in the application's assembly code and
recompile it to a new .dex file. Once the new .dex file will be applied to an APK, the changed
code will be patched and once the APK will be installed the changes in the code will be
applied in runtime. Using this feature can leverage security researches to a whole new level.

AppUse Dashboard have the smali button which will take an existing code base created by
baksmali, with all modified changes from the /Output/baksmali folder and will recompile it
altogether to a new .dex file with one click of a button (figure 32). The new dex file will be
located at /Output/smali_dex.dex.

Applise Dashboard 1.0

— Floppy Drive -
Bookmerks | Chooseapk | [Chosen APK: alculatorapk | | dnstallapk |
 Spmthe baksmall Ll { Tools utllities & Framewarks Disassembly other
Computer

& Home ;:’:: | smulatorwithprae | | Jd-gu Extract .agk coment OUTpUR Falder

B Beskiop AndroidManirest. agktoolyml class amulstar | | Aeknssectar desZjar | | theckFOwvse Cannested
SE OG- e — ! Mereury Eacksmali {disassemble]l |

D Gonnloads il

= File System Ll Burp: |

& Trash small_dex.dex e | apkool (decods apk) |

Network

& Browse ... urpis flras: ippiise Khupuh aksarsall
{Evecumg: gnome-spen mppusenupuT

e
Executng: unaip -o Ak -

utput foldar: ippilie Guputh ksl

e R
it il A il dmscees

Figure 32 - Smali function — reassembling all smali code under /Output/baksmali folder to a new .dex file at
/Output/smali_dex.dex.
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Signing APK

APK needs to be signed in order to run on a device. Since modifying an APK will make the
original APK signature no longer valid, the researcher needs to sign is APK. This can be done
by using the SignAPK tool located at /AppUse/Pentest/SignAPK. The sign.sh script needs to
parameters: [existing_apk] and [signed_apk], where [signed_apk] indicates where to create
the newly signed APK file (figure 33).

AppUse had preconfigured encryption keys for the sake of simplicity. The signapk.jar file
contains more options if the researcher wants to use his own encryption keys. More details
about the tool can be found at: http://code.google.com/p/signapk/

File Edit View Search Terminal Help
A tual-machine:~/De p/AppUse/Pentest/Signa sign.sh ExampleAPK.apk ExampleAPK-Signed.apk
-virtual-machine:~/Desktop/AppUse/Pentest/Signap

Signapk
File Edit View Go Bookmarks Help
Devices B AppUse Pentest Slgnapk o Q, search
— Floppy Drive
Bookmarks

p e g
ExampleAPk.apk ExampleAPr- safe_sign.apk sign.sh
Computer Signed.apk

st AppUse

= Home

& pesktop b | s
7 Documents signapk jar testkey.pks testkey.x509.pem

Figure 33 - SignApk — Shows how to sign an APK. The ExampleAPK.apk is the unsigned one and the ExampleSPK-
Signed.apk is a newly created and signed APK by the tool

Going through the runtime

AppUse has preinstalled all the tools needed to go through the application runtime. The
following section will guide the basics on how to look up an application runtime via AppUse.

Using ADB anywhere

ADB is the most important tool to observe an application runtime on a live environment. It
lets the pentester look through the application's internal storage, broadcast messages and
more. AppUse acknowledge the significance of ADB, thus it is embedded in the PATH
environment variable and accessible from anywhere on the terminal.

The following figures will show some of the basic operations you can do with ADB.

™

dev@dev-virtual-machine: ~
File Edit View Search Terminal Help

dev@dev-virtual-machine:~$ adb shell
# echo linux shell
1linux shell

Figure 34 - Opening a unix shell on the emulator
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dev@dev-virtual-machine: ~

File Edit View Search Terminal Help
dev@dev-virtual-machine:~$ adb shell
# cd /datajdata/com.dropbox.android/
# s

databases

Figure 35 - Looking at an application internal storage

P

dev@dev-virtual-machine: ~

File Edit View Search Terminal Help

dev@dev-virtual-machine:~$ adb pull /data/data/com.dropbox.android/databases/db.
db

143 KB/s (12288 bytes in 0.083s)

dev@dev-virtual-machine:~$ 1s

Figure 36 - Taking a database from the application's internal storage to the local machine

-

dev@dev-virtual-machine: ~

File Edit View Search Terminal Help

dev@dev-virtual-machine:~% adb push db.db /data/data/com.dropbox.android/databas
es/db.db

204 KB/s (12288 bytes in 0.858s)

dev@dev-virtual-machine:~$ adb shell 1s -al fdata/data/com.dropbox.android/datab
ases/

-frW-rwW-rw- root root 12288 2013-03-28 21:24 db.db

S o — T app_44 © 2012-09-04 19:56 db.db-journal

-FW-TwW---- app_44 app_44 8192 2012-09-04 19:56 prefs.db

-rw-rw---- app_44 app_44 0 2012-09-04 19:56 prefs.db-journal

Figure 37 - Overwriting a file on the application's internal storage with a file from the local machine

& & dev@dev-virtual-machine: ~

File Edit View Search Terminal Help

dev@dev-virtual-machine:~$ adb shell am broadcast -a android.intent.action.BOOT_COMPLETED
Broadcasting: Intent { act=android.intent.action.BOOT_COMPLETED }

Figure 38 - Broadcasting intents

Analyzing Internal Databases

Android allows an application to use an internal SQLite database for its private storage.
Inspecting a database is always part of a penetration test, thus AppUse has SQLite browser
bundled. The following shows how an application database can be extracted from the
runtime local storage and inspected via the SQLite browser.

Pulling the database from the internal storage via adb pull (figure 39):
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[ X dev@dev-virtual-machine: ~

File Edit View Search Terminal Help
dev@dev-virtual-machine:~$ adb pull /data/data/com.dropbox.android/databases/db.
db

143 KB/s (12288 bytes in 0.0835)
dev@dev-virtual-machine:~5$ 1s

Figure 39 — pulling the database file

Browsing the database via SQLite browser (figure 40):

Applications = The Mar 28, 11:39 PM

&

A& Graphics @M@ sgQLite Database Browser - fnome/dev/fdb.db
’ Internet File Edit

M office 0 O Edor? B
Database Structure | Browse Data  Execute SQL
" D Devhelp
Table: |dropbox = | LR New Record | | Delete Record
id modified bytes revision hash icon
1 B ]‘(i?.@f}'—,?’f i o 1dso Fa; der]
& Unive 2 3 Thu, 21 Jun 20/ 7] 10| page !
3 4 Thu, 21 Jun 20/ 0| 2|26fdeTaf1aalgfolder
8 Ubuntu Software Center 4 5| Thu, 21 Jun 20/ 246000| 7| page_!
5 6| 0f 0|84b55dfoasr4)folder
L] 7 Thu, 21 Jun 20/ 0 3 falder
T g Thu, 21 Jun 20 567 A page !
8 9| Thu, 21 Jun 20 675 El page !
9 11|/data/dataco|Tue, 04 Sep 20 8192 34 page_!
1-90f9 Coto: a

Figure 40- using the SQLite browser
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The /Pentest Folder

AppUse is a project that is found under constant development. One of the main goals is to
always be up to date with the latest attack tools, enabling a researcher to achieve full attack
coverage of a given application.

The directory structure of AppUse contains the /Pentest folder, which is where all the tools
are allocated. A brief overview of the folder will give us this (figure 41):

~

Pentest

File Edit view Go Bookmarks Help

Devices + P Home Mpeskiop ApplUse Pentest L Q search
. Floppy Drive

Bookmarks i i i i
il ApplUse androidscreencast Apkanalyzer apkinspector ApkToal

Computer
- sl ] - il
E Desktop Burp dex2jar Dizasm DroidBax
& Decuments
SR ppomopes - - - -
— File System jdGui mallory Mercury Robotium
& Trash

Network d
& Browse M... Signapk sqlitebrowser

Figure 41 — the /Pentest folder

As you may have noticed, not all the tools are currently present in the Dashboard. While the
Dashboard has many functionalities that in a standard research will fully cover all the
researcher needs, some others are still in development and not embedded yet to the
Dashboard.

AppUse won't stop you from using those, as we are aware that for some researchers it is a
need. Those weapons will be found under the /Pentest folder.
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For instance, the following shows the APK Analyser in action (figure 42):

ApkAnalyser

Lookup Madification:

544M0nknown Cade Reference = | % com.whatsapp v2.7.5752 (WhatsApp.apk)

(default) || » & src
&

# [39] android.accounts | =& res
# [564] android.app > [ xml
v @ [a4] Activity a AndroidManifest,xml

v e [12] Activity()
= [1] com.whatsapp.Advanced Advanced()
= [{] comwhatsapp.DeleteAccountConfirmation DeleteAccountConfirmation()
= [1] com.whatsapp.DialogToastActivity DialogToastActivity()
= [1] com.whatsapp.EditStatus EditStatus()
=[1] com.whatsapp.Help.Help()
= [1] com.whatsapp.LocationPickerPopup. LocationPickerPopup()
=[] com.whatsapp.QverlayAlert. OverlayAlert()
=[] com.whatsapp.Popupnotification.PopupMotification()
= [1] com.whatsapp.ResetPhoto.ResetPhotol)
=[1] com.whatsapp.wallpaper.Croplmage.Croplmage()
= [1] com.whatsapp.wallpaper.Resetwallpaper Resetiallpaper()
= [1] com.whatsapp.wallpaper.WallpaperPicker.WallpaperPicker()
» @ [1] finish()
» ® [4] getBaseContext() android. content. Context
» @ [1] getPackageManager() android.content.pm.PackageManager

‘ v

AccountConfirmation

ete,

[} Comstructor method of com.whatsapp.De

2 egistér:;ZV
.prologue

invoke-direct {p@}, android.app.Activity.<init>()void .
Ready

Figure 42 — the ApkAnalyzer tool

Of course more tools are available, such as Robotium, DroidBox and SQLite Browser. This
folder is constantly updated and new weapons are added all the time.

Link to AppUse

AppUse can be downloaded here: https://appsec-labs.com/AppUse
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