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Intended purpose: <All= V]
Trusted Root Certification Authorities | Trusted Publishers | Unirusted Publishers | Aok
By Expiratio...  Friendly Name |«
B Online Root Certification Authority 1 19/11/2037  America Online Root Certific... 1
re CyberTrust Root 13/05/2025  Baltimore CyberTrust Root
ot CA 19/09/2021  <Mone=
cA 11/06/2027  Certum
Public Primary Certification Authority 02/08/2028 VeriSign Class 3 Public Primar...
‘ Public Primary Certification Authority 08/01/2004  VeriSign
n Secured CA 16/03/2029  ComSign Secured CA
iht () 1997 Microsoft Corp. 31/12/1999  Microsoft Timestamp Root i
'l [ [ | »
[ Import... ] [ Export... ] Remove

Certificate intended purposes

Server Authentication, Client Authentication, Secure Email, Code Signing, Time
Stamping, Encrypting File System, IP security tunnel termination, IP security
user, IP security IKE intermediate

Learn more about certificates
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|wamp\bin\apache\apacheZ.4.2\conf\extra\httpd—ssl.conf

DWN N7'NNQ DX .0'NTIRA NIYYIRA DITI9IN DY NNITINN NI9XNN 10 .SSLCipherSuite Miwa
AWONRYT MW7 MM ,nRAN MIYN AIT? .NIDTINN NI9¥NN NIX TWOKT7 X7 MIK 0T IR |N'0 Y'9INn

:MD5-1 NIYNNWNN N19¥NN NIV'Y NN TWONYT X71 Low N'MIA0P NNTAMN NNOXNAN NX

| SsLCipherSuite LOW:!MD5

72w 70 IMIK K'AN X 'YIN'Y K7 71'7) TA7 I9NY7 WON LRegistry-2 700 DTan o1miin

972 7031 wnnwin? IX (http://support.microsoft.com/kb/245030 - 110NN

https://www.nartac.com/Products/I1ISCrypto/Default.aspx
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De facto

:sslscan 701 NN ,7p191 "WORN MWW 0711090 [N PITA7 han v

Linux version - http://sourceforge.net/projects/sslscan/

Windows version - https://code.google.com/p/sslscan-win/

NNWOINAN NN9XNN 71 Naxnl,localhost 7w np07 XnarT

sslscan.exe —--no-failed localhost

10799 NnAIT

Uersion 1.8.2-win
http: /v .titania.co.uk
Copyright Ian Uentura—Whiting 200%
Compiled against QOpenSSL A.92.8m 25 Feb 2818

Testing S8L server localhost.com on port 443

Supported Server
SSL

Accepted
Accepted
Accepted
Accepted
Accepted
Accepted
Accepted
Accepted
Accepted
Accepted

IYWONN NN L(N'on' nvaixkn) SSLv3

Cipher<s):
256 hits
hits
hits
hits
hits
hits
hits
hits
hits
hits

v3

2710192

ADH-AES256—-5HA
DHE-RSA-AES256—5HA
AES256—-SHA
ADH-AES128-5HA
DHE-RSA-AES128-5HA
AES128-8HA
ADH-DES—-CBG3—-SHA
ADH-DES-CBC-SHA
ERP-ADH-DES-CBC-SHA
ADH-RC4-MD5

niwnnwun |'7D naxmn nn'yvnavw npnoxnn

,(NLaIkn X7) CBC-2 NIvNNWnYy NNo¥nN L(NVAIXA X7) 0 128-n DMXP NINNSN DY NIOXN

.(nvaIxkn X7) ADH-2 NIYNNYNY NIoXNI

n97nn ,ADH - DIWUXRIN MWD L,AIT7 .00 NYNANWNA NIOXNNY DNNNIATRD NN It |'m' X2

N' DX D'2'9XN NNSNN DY DN NNy ,|YJ'7D-'D'T no'va (n'rum'7 nm'N |'N) nm1anKR ninnNsn

nymi N7 NIy anmnnl ,AES256 NadNN DNMIAZRN DY NM0A'0 N19¥NA NIAVNN

SHA X'n nhiayna o'win'y

2Thn N7M22 DNWONN DN NN ‘NPTl ,0'MYD 'Myal N7 [IURT DT TR

:MTANN IT Apache-a

SSLCipherSuite HIGH:MEDIUM: !aNULL: !MD5

J19¥NN NINY DY 00'A12 NINNON ['R VIYO [1IS7-2
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:(n"n"v:m D'1mion DI'I'NJ.) NKRXINNI

11S7

APACHE 2.4.2

Supported Server Cipher(s):

Accepted SSLv2 168 bits
Accepted SSLv2 128 bits
Accepted SSLv3 168 bits
Accepted SSLv3 128 bits
Accepted SSLv3 128 bits
Accepted TLSv1l 256 bits
Accepted TLSv1l 128 bits
Accepted TLSvl 168 bits
Accepted TLSv1l 128 bits

Accepted TLSv1l 128 bits

Prefered Server Cipher(s):

DES-CBC3-MD5
RC4-MD5
DES-CBC3-SHA
RC4-SHA
RC4-MD5
AES256-SHA
AES128-SHA
DES-CBC3-SHA
RC4-SHA
RC4-MD5

SSLv2 168 bits DES-CBC3-MD5

SSLv3 128 bits RC4-SHA

TLSv1 128 bits AES128-SHA

Accepted
Accepted
Accepted
Accepted
Accepted
Accepted
Accepted
Accepted
Accepted
Accepted
Accepted
Accepted
Accepted
Accepted
Accepted

Accepted

SSLv3
SSLv3
SSLv3
SSLv3
SSLv3
SSLv3
SSLv3
SSLv3
TLSv1
TLSv1
TLSv1
TLSv1
TLSv1
TLSv1
TLSv1
TLSv1

256 bits
256 bits
128 bits
128 bits
168 bits
168 bits
128 bits
128 bits
256 bits
256 bits
128 bits
128 bits
168 bits
168 bits
128 bits
128 bits

Prefered Server Cipher(s):

Supported Server Cipher(s):

DHE-RSA-AES256-SHA
AES256-SHA
DHE-RSA-AES128-SHA
AES128-SHA
EDH-RSA-DES-CBC3-SHA
DES-CBC3-SHA
IDEA-CBC-SHA

RC4-SHA
DHE-RSA-AES256-SHA
AES256-SHA
DHE-RSA-AES128-SHA
AES128-SHA
EDH-RSA-DES-CBC3-SHA
DES-CBC3-SHA
IDEA-CBC-SHA

RC4-SHA

SSLv3 256 bits DHE-RSA-AES256-SHA
TLSv1 256 bits DHE-RSA-AES256-SHA

177 MIX IT? QWOXR AN .SSLv2-2 nin

72 ,0MW 4 9% XXY'W MY DT NIdT

NN X7 XN L01L.NI0a wnn 0"N0 LLLDINT

.CBCa

...020 N7 NI YINa axn? non'
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N2 0'MY?7 1IRXND 0ONN NT'R XN ,117 NNDIMN NI'van NN'w NIVXANA 7"10 0ImMan DX NN

raila

11S7-2 7TNn N1"M2A

Apache 2.4.2-2 7Tnn N2

nw7in

VAo VYo N7 SSLv2-2 no'mn
VYo N7 VYo N7 ADH-1 no>'nn
VYo N7 VYo N7 0 128-n 0¥ NINNSNA ND'AN
VYo N7 VYo N7 nnoxn 7w (preferred) qrtvn

niwn
yv19 X7 VYo Beast attack
V19 X7 LR ) Null/Clear-text encryption

NYIN 'RINK NND TV ,NIR9YNN 701 Nd'nan 0'Mwa 7'won? u'7nn Inwm DX M7 NN NXN] I'YdY

‘7202 myy7? nn'? 7o

11S7 APACHE 2.4.2
Supported Server Cipher(s): Supported Server Cipher(s):
Accepted SSLv2 168 bits DES-CBC3-MD5 | Accepted SSLv3 256 bits ADH-AES256-SHA
Accepted SSLv2 128 bits RC4-MD5 Accepted SSLv3 256 bits DHE-RSA-AES256-SHA
Accepted SSLv3 168 bits DES-CBC3-SHA | Accepted SSLv3 256 bits AES256-SHA
Accepted SSLv3 128 bits RC4-SHA Accepted SSLv3 128 bits ADH-AES128-SHA
Accepted SSLv3 128 bits RC4-MD5 Accepted SSLv3 128 bits DHE-RSA-AES128-SHA
Accepted TLSvl 256 bits AES256-SHA Accepted SSLv3 128 bits AES128-SHA
Accepted TLSvl 128 bits AES128-SHA Accepted SSLv3 168 bits ADH-DES-CBC3-SHA
Accepted TLSvl 168 bits DES-CBC3-SHA | Accepted SSLv3 56 bits ADH-DES-CBC-SHA
Accepted TLSvl 128 bits RC4-SHA Accepted SSLv3 40 bits EXP-ADH-DES-CBC-SHA
Accepted TLSvl 128 bits RC4-MD5 Accepted SSLv3 128 bits ADH-RC4-MD5
Accepted SSLv3 40 bits EXP-ADH-RC4-MD5
Prefered Server Cipher(s): Accepted SSLv3 168 bits EDH-RSA-DES-CBC3-SHA
SSLv2 168 bits DES-CBC3-MD5 Accepted SSLv3 56 bits EDH-RSA-DES-CBC-SHA
SSLv3 128 bits RC4-SHA Accepted SSLv3 40 bits EXP-EDH-RSA-DES-CBC-SHA
TLSv1 128 bits AES128-SHA Accepted SSLv3 168 bits DES-CBC3-SHA
Accepted SSLv3 56 bits DES-CBC-SHA
-SSLa niwIn
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Accepted
Accepted
Accepted
Accepted
Accepted
Accepted
Accepted
Accepted
Accepted
Accepted
Accepted
Accepted
Accepted
Accepted
Accepted
Accepted
Accepted
Accepted
Accepted
Accepted
Accepted
Accepted
Accepted
Accepted
Accepted
Accepted
Accepted

Accepted

SSLv3
SSLv3
SSLv3
SSLv3
SSLv3
SSLv3
TLSv1
TLSv1
TLSv1
TLSv1
TLSv1
TLSv1
TLSv1
TLSv1
TLSv1
TLSv1
TLSv1
TLSv1
TLSv1
TLSv1
TLSv1
TLSv1
TLSv1
TLSv1
TLSv1
TLSv1
TLSv1
TLSv1

40 bits EXP-DES-CBC-SHA

128 bits IDEA-CBC-SHA

40 bits EXP-RC2-CBC-MD5
128 bits RC4-SHA

128 bits RC4-MD5

40 bits EXP-RC4-MD5

256 bits ADH-AES256-SHA

256 bits DHE-RSA-AES256-SHA
256 bits AES256-SHA

128 bits ADH-AES128-SHA

128 bits DHE-RSA-AES128-SHA
128 bits AES128-SHA

168 bits ADH-DES-CBC3-SHA
56 bits ADH-DES-CBC-SHA

40 bits EXP-ADH-DES-CBC-SHA
128 bits ADH-RC4-MD5

40 bits EXP-ADH-RC4-MD5
168 bits EDH-RSA-DES-CBC3-SHA
56 bits EDH-RSA-DES-CBC-SHA
40 bits EXP-EDH-RSA-DES-CBC-SHA
168 bits DES-CBC3-SHA

56 bits DES-CBC-SHA

40 bits EXP-DES-CBC-SHA

128 bits IDEA-CBC-SHA

40 bits EXP-RC2-CBC-MD5
128 bits RC4-SHA

128 bits RC4-MD5

40 bits EXP-RC4-MD5

Prefered Server Cipher(s):
SSLv3 256 bits ADH-AES256-SHA
TLSv1 256 bits ADH-AES256-SHA
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[ro17n? ANt It an'wnn
25 1IS7-2 77NN 1YMaa nnTIiEn NNty

...NI7Y9IN NIDNNIN NI'NYONN

,DN'YO X7 | X7 DT NXT DNNY7 .0%7nman 0f1pionsy 17 nv

MIAYN1 2ynn qpinn oxX ,ADH-2 ' 2N mwn
121D OTTXN = TN ANIRN AT MIYNN N7'NNNY NNX
197 NIAYN2 2NN XN OXIE .INNSA 19700

NNTAN DX qQIpY? 70" NI MIYpnn n?7'NNnv

7W7 111N 1D Mwav noTvNn

IXXN DN NT'R DX L,1R7 DNDMN Nvan 'y NIVYNXK 710 0iman DX NN Qv

A1770 DNV DMYONRY

[1S7-2 MwONr Apache 2.4.2-2 "WONX nw7in

] N7 SSLv2-2 no'n
X7 12 ADH-2 n>'mn
N7 ) 02 128-n DMXP NINNOSNA ND'AN
N7 ) NNoXN v (preferred) qriyn

niwn
x4 12 Beast attack
x4 N7 Null/Clear-text encryption

XD nIox" [N QNI NRY' NIRONA IX/l DINX D'NYA NIDNNIY NIROXNN NN'YIa

http://www?9.atwiki.jp/kurushima/pub/pkimisc/SSLTLS CipherSuite Support Table .html
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SSL vulnerabilities analyzer tool

..NT DX 'M'YY TN NN NRYIN 2'¥N1AYNAI0IR 730 Niman 72% yxanw 75 namd XN Xan A7wn

‘0N nIN XINY SSL-N NII9¥N NX N1N2 N1ixa nnant 1P / Al '71|7YJU ,NIN] '972 7> 'MaNdD

-
@ 551 Vulnerabilities Analyzer

@ AppSe

Appiication security (] =)

Advanced Application Security

551 Vulnerahilities

Details:

Analyzer Domain:  sro.col l Scan l
l Updates ] [ Feedback ] l About l l Exit l
| |

Results for: [Scanned site]

Support 55Lv2 Pass \ Vulnerable eta
Support weak ciphers Pass \ Vulnerable eta
Allows anorymous authentication Pass \ Vulnerable eta
Allows cleartext / Mull encryption Pass \ Vulnerable eta
Vulnerable to BEAST attack Pass \ Vulnerable eta
Prefered low encryption Pass \ Vulnerable eta
Short cerificate signature Pass \ Vulnerable eta
MD5 certificate signature Pass \ Vulnerable eta

How to hardening S5L in APACHE

How to hardening SSLin 1S

https://appsec-labs.com/SSL Analyzer

N> NTINY [N Y70
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?nnd1on NIY7INN DNIX ANd TY

IR L'PINLRIN) Y70 NATD - W A7wWn  NIY7INN T - IWRIN Q700 DR 'Mnrow NRY

J11210N PR NIYZINN NNd TV 217 'N119 ,(h0ovIS

n7yoni ,TLS-1 SSL3 7w nn'on "y ' N7 11S-2 ,NIy'as Nnoyna 77 DNN'Y D'MMYN DX 'MAYTaN

:httpd-ssl.conf yaIpa 'n1Tan APACHE-2 .00'"a12a 750 ,SSL2-2 nd'n

SSLCipherSuite ADH-AES256-SHA:ADH-AES128-SHA:ADH-DES-CBC3-SHA:ADH-DES-
CBC-SHA:EXP-ADH-DES-CBC-SHA:ADH-RC4-MD5 : EXP-ADH-RC4-MD5 : EDH-RSA-DES-CBC-
SHA:EXP-EDH-RSA-DES-CBC-SHA:DES-CBC-SHA:EXP-DES-CBC-SHA: IDEA-CBC-

SHA :EXP-RC2-CBC-MD5: EXP-RC4-MD5 : ADH-AES256-SHA: ADH-AES128-SHA: ADH-DES-
CBC3-SHA:ADH-DES-CBC-SHA:EXP-ADH-DES-CBC-SHA:ADH-RC4-MD5 : EXP-ADH-RC4 -
MD5 : EDH-RSA-DES-CBC-SHA: EXP-EDH-RSA-DES-CBC-SHA : DES-CBC-SHA: EXP-DES-CBC-
SHA: IDEA-CBC-SHA:EXP-RC2-CBC-MD5: EXP-RC4-MD5:DES-CBC3-MD5:RC4-MD5

75 ,n7un%? n7a0a N7 N 9O Lhttps-a o'nwh Mwai Chrome, FF IE, Opera 'MNNS
NNAY 12'¥N Oj7191'91 0IND .0'Y'A9N 07171090 70 NX 1N0NI AT'AN N'TN 1A'¥N 17 T2IY D19 TOTN

title-a P nyoin Axawnl nruIoT qT 12'¥n Opera-1 IE ,N1AIN

D"19TOT -1 Nnnl Jnnl
?0'v1a9 | ?Apache2.4.2 ?11S7-2 el
X Vv X Accepted SSLv3 256 bits ADH-AES256-SHA
X \Y, X Accepted SSLv3 128 bits ADH-AES128-SHA
X Vv X Accepted SSLv3 168 bits ADH-DES-CBC3-SHA
X Vv X Accepted SSLv3 56 bits ADH-DES-CBC-SHA
X \Y, X Accepted SSLv3 40 bits EXP-ADH-DES-CBC-SHA
X \Y, X Accepted SSLv3 128 bits ADH-RC4-MD5
X \Y, X Accepted SSLv3 40 bits EXP-ADH-RC4-MD5
X \Y X Accepted SSLv3 56 bits EDH-RSA-DES-CBC-SHA
X \Y, X Accepted SSLv3 40 bits EXP-EDH-RSA-DES-CBC-
SHA
X Vv X Accepted SSLv3 56 bits DES-CBC-SHA
X \Y X Accepted SSLv3 40 bits EXP-DES-CBC-SHA
X \Y X Accepted SSLv3 128 bits IDEA-CBC-SHA
X \Y X Accepted SSLv3 40 bits EXP-RC2-CBC-MD5
X \Y X Accepted SSLv3 40 bits EXP-RC4-MD5
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X Vv X Accepted TLSvl 256 bits ADH-AES256-SHA

X Vv X Accepted TLSvl 128 bits ADH-AES128-SHA

X Vv X Accepted TLSvl 168 bits ADH-DES-CBC3-SHA

X Vv X Accepted TLSvl 56 bits ADH-DES-CBC-SHA

X Vv X Accepted TLSvl 40 bits EXP-ADH-DES-CBC-SHA

X Vv X Accepted TLSvl 128 bits ADH-RC4-MD5

X Vv X Accepted TLSvl 40 bits EXP-ADH-RC4-MD5

X Vv X Accepted TLSvl 56 bits EDH-RSA-DES-CBC-SHA

X Vv X Accepted TLSvl 40 bits EXP-EDH-RSA-DES-
CBC-SHA

X \Y X Accepted TLSvl 56 bits DES-CBC-SHA

X Vv X Accepted TLSvl 40 bits EXP-DES-CBC-SHA

X \Y X Accepted TLSvl 128 bits IDEA-CBC-SHA

X Vv X Accepted TLSvl 40 bits EXP-RC2-CBC-MD5

X Vv X Accepted TLSvl 40 bits EXP-RC4-MD5

X X Y Accepted SSLv2 168 bits DES-CBC3-MD5

X X \Y Accepted SSLv2 128 bits RC4-MD5

NYI 701N 012 DNX ,[2TIVN Do7v |9TOTN DXY 7D .NI'1DTY NIXRONA D712 VYND I'N DOTOTN

.D"NKINKR N7
INQAIT? .7'20 10T NRT Y¥a7 N1 ,0'WYN 07171092 INN' 7Y |9TOTNY NXIN wNnw M7 1.

http://www.techbug.com/en/knowledge-base/firefox-cant-connect-securely-to-url-because-the-

site-uses-a-security-protocol-which-isnt-enabled/
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no0on Ax"P7 07y

SSL Protocol: http://en.wikipedia.org/wiki/Transport Layer Security

SSL Protocol: http://technet.microsoft.com/en-us/library/cc767139.aspx

OWASP Testing Guide: https://www.owasp.org/index.php/Testing for SSL-TLS (OWASP-CM-001)

Beast attack: https://isc.sans.edu/diary.html?storyid=11722

nid'oY

NI9¥NN NIV'YW 72y DNao0NNn 7NN L,SSL 7w AYWEna NNVAX MINN [N DIXPA MNP0 DT 1NKN]
niM4l sslscan *7220n Mo ,SSL-7 nNIwpn NIy NIY2IN N1'RPOod |wnNn  NINNSAN No7nal
NIY2INN DR DXL N 91K NNInY SSL Vulnerabilities Analyzer '"MNN'SW *7200 NAXN LIMINYIN
D'MY 10 1WA DDNANIY D'MNNIATRD NP'TA DI'0 NXIPY 'MATENN .0'MwA SSL-1 NNIvpY
noNn M (IPT2AW N7RN) PTIVA TR 99T W72w M 017 101w MRIN DI'071 D'M71919

.N'7R D'WIAD D'NNNINTR

IN/l SSL-2 D'w7n D'anmMinX oy NITTinnn [N DXAL 'R ,N1DINN NIDSY NIK AIZOX XN TNKRNA

NN 7707 1'MRD TV 2 L ?mron AN noaIRn VBS PR DRN 0NN X7 omnin

PAT'9 I'RWN7 'woIN /Unann DTN NN 0'RYN) DY D70 Dann? na 7" o

MNNNY Dlpnt NPt NN DX DNNY NNY IR UKD DTN | (israel@appsec-labs.com)

ANNND NYRYN NTNRT DR

[Sro.co.il] 'zoa'TiIn x W
AppSec Labs-2 Penetration Testing nilY W)
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http://en.wikipedia.org/wiki/Transport_Layer_Security
http://technet.microsoft.com/en-us/library/cc767139.aspx
https://www.owasp.org/index.php/Testing_for_SSL-TLS_(OWASP-CM-001)
https://isc.sans.edu/diary.html?storyid=11722
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