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192.168.10.1 — 192.168.10.254 n121n277 AL NRXAI NN DO 2D 101 .07 P

N°27 2N WK ,Nwan axnn UDP nian 22ava?) TCP 1wy X032 212 nwna 2wnn 93,11 77xna
NPA7I9 MINDT 121 (NPRITVIRIT N2INIT) N22RIDT NAINDT 1°2 N12IND 21N YA

1°2 217N NOHM NOVVD AR PTAT? WHRN W Port Forwarding 5w mw 0°27 0°2n1 5y 2 ,no12
NWAY 777 NI 70,00 MW 2DOXDD 2w DR 19w AMxa a7p? v wR UDP w\ TCP svn
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:RX27 TIP-17IRDDT "D

(buffer, ipudp_header) = recvfrom udp_packet(UPNP_PORT);
if buffer[0:5] == "PUPNP":

it buffer[5:13] == "ACTIVATE":
(internal_ip, internal_port, external_port) =
get_ports_and_ips_from_buffer(buffer[13:]);
turn_on_port_forwarding_for(internal_ip, internal_port,
external_port)

elif buffer[5:13] == "DEACTIVA™":
(external_port) = get_externl_ports_from_buffer(buffer[13:])
turn_off _port _forwarding_ for(external port)

MW NwaY (COITVIRT TNNT WA TR) NWIR YITD RXAIT AP0 91 7800 2" Tpn inrma [Pa 8] X
W2 I
— 9T TIPA XM W AwTn X0 ['Pa6] .2

(buffer, ipudp_header) = recvfrom_udp_packet(UPNP_PORT);
if get udp packet_source_ip_from(ipudp_header) AND get local LAN netmask() !=
get _udp_packet_source_ip_from(ipudp_header):

return
if buffer[0:5] == "PUPNP":
if buffer[5:13] == "ACTIVATE":

(internal _ip, internal_port, external _port) =
get _ports_and_ips_from buffer(buffer[13:])
turn_on_port_forwarding_for(internal _ip, internal_port, external_port)
elif buffer[5:13] == "DEACTIVA":
(external_port) = get_externl_ports_from_buffer(buffer[13:])
turn_off_port_forwarding_for(external_port)
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08048434
08048434

08048434
08048434

08048434
08048434

08048434
08048434
08048434

08048434
08048434

08048434
08048435
08048437
08048438
0804843B

08048441
08048443
08048446
08048447
0804844C
08048450
08048453
08048454
08048455
0804845A
0804845D

0804845F
0804845F

0804845F
0804845F

08048462
08048467

08048467
08048467
0804846C
0804846F

08048473

08048473
08048473

08048473

55
89
53
83
8B
80
75
8D
52
68
OF
8D
50
53
E8
89
EB

83
68

E8
83
8B
C9
C3

E5

EC
45
38
1C
50

50
BE
5D

F6
1C
08

EC
62

B4
c4
5D

74
08
61

02

85
40
94

FE
24

oc
85

FE
10
FC

04 08
01

FF FF

04 08

FF FF
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; Attributes: bp-based frame

sub_8048434

var_88
var_6C
var_4
arg_0

loc_804845F:

loc_8048467:

sub_8048434

proc near ; CODE XREF: .text:08048376p

dword ptr -88h
byte ptr -6Ch
dword ptr -4
dword ptr 8

ebp

ebp, esp

ebx

esp, 74h ; Integer Subtraction
eax, [ebp+arg_0]

byte ptr [eax], 61h ; Compare Two Operands
short loc_804845F ; Jump if Not Zero (ZF=0)
edx, [eax+2] ; Load Effective Address
edx

offset aHandledDataS ; "Handled data: %s\n"
eax, byte ptr [eax+1] ; Move with Signh-Extend
ebx, [ebp+var_6C] ; Load Effective Address

eax ; size_t
ebx ; char *
_snprintf ; Call Procedure

[esp+88h+var_88], ebx
short loc_8048467 ; Jump

; CODE XREF: sub_8048434+Dj
esp, OCh ; Integer Subtraction
offset aUnknownType ; "Unknown type\n"

; CODE XREF: sub_8048434+29j
_puts ; Call Procedure
esp, 10h ; Add
ebx, [ebp+var_4]
; High Level Procedure Exit
; Return Near from Procedure
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seg000:
seg000:
seg000:
seg000:
seg000:
seg000:

00000000
00000005
00000006
0000000B
0000000D
00000012

B8

B8
FF
B8
FF

18 FF F7 B7

30 E4 E5 B7
DO
BO 1F E5 B7
DO

mov
push
mov
call
mov
call

eax,

eax

eax,

eax

eax,

eax

OB7F7FF18h ;

OB7E5E430h

OB7E51FBOh

"/bin/sh"

; system

; Indirect Call Near Procedure
; exit

; Indirect Call Near Procedure
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Question 4 (15%)

A given Linux computer serves multiple users. Unfortunately, all files on the system
must be world-readable (so that some badly-designed backup software can read them;
we can’t change that). Each user, however, wishes his files to remain secret from other
users.

1. (7) The system supports Systrace. How can the system administrator configure
Systrace it to enforce the above requirement?

2. (8) Systrace is unavailable, but the system has a TPM. Propose a way for users
to use the TPM to protect their files (without users having to remember
passwords).

You can ask the system administrator to make some small, local change to the
system if needed. You may assume that only one user is logged in any any given
time, and that the system can be rebooted every time a different user wishes to
log in. Assume that the TPM functionality is exposed to user-space via suitable
system calls.




ANnswers:

1. The system administrator can set a policy which, effectively, neutralizes the “world-readable” bit
on user files:
e Deny all file reads by default
e Allows reads by each user from files that he, owns or files belonging to a group of which
he is a member
e Allow reads to needed globals, e.g., shared libraries and data under /usr
e Allow the backup system (i.e., a specific user) read access to all files
2. Apossible solution:
Change the system so that, after a successful login of a user and before granting user access to
the system, the login process calls TPM_extend, extending the PCRs with the user’s (unique)
user-name. A user could now use TPM_seal/unseal to seal/unseal a key.
After the sealing of a key with a non-tampered system by a user, it is guaranteed that only he,
using the same system, can unseal the resultant blob.



Question 5 (10%)

In the following TPM question, please (unrealistically) assume there are no covert
channels or implementation bugs in the system.
a. (5) Achilles is using the Amazon EC2 cloud service to run Windows 7 in a virtual

machine. He is concerned about his VM’s vulnerability to hackers from faraway
Troy who may have remotely broken into Amazon’s infrastructure. While
installing Windows, Achilles noticed the option to enable BitLocker, Microsoft’s
implementation of disk encryption using TPM sealing. After enabling the option,
Windows reported that BitLocker with TPM sealing has been successfully
activated.
Can Achilles rest on his laurels, knowing that his data can be accessed only as
permitted by the Windows access control mechanism?

b. (5) Achilles decided to use a physical machine instead. He bought a trustworthy
computer, carefully configured it with BitLocker TPM functionality, and then
shipped it to a high-bandwidth data center operated by hosting service Crackspace.
Late at night, a Trojan spy infiltrated the Crackspace data center carrying a
screwdriver and a piece of wire of just the right size to short out the TPM *“reset”
pin. What can the spy do?

10



Answers:

a. Amazon’s VMM can read the memory of Achilles, including his decrypted data.
The TPM offers no protection since it is (or could be) virtualized by Amazon’s
VMM. (TPM measurements are only meaningful if the full real boot sequence is
protected). Another consideration is architectural side channels.

b. The spy can reboot the machine into malicious code of its choosing, reset the
TPM by shorting its reset pin (now the PCRs are zero), extend the PCRs to the
“correct” values of the Windows version Achilles installed, and then unseal the
disk decryption key.
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Question X3 (10%)

A user downloaded from the Internet a program that is supposed to add bunnies to photos.
He doesn’t trust the program, so he would like to try running it on one of his image files
without letting the program access any other file on the computer.

a. (5) Can the user do this in a system based on capabilities? Explain.

b. (5) Can the user do this in a system based on access control lists? Explain.

Answers:

a. Yes. Give the program the capability to access the image file, and nothing else. In
particular, the program must not be able to talk to other processes and obtain
additional capabilities from those; hence, such talking must be controlled by
capabilities as well. (Most answers omitted this last part.)

b. We can try to create a new user account (subject) for running the program, and
give this user access only to the image file. But this is difficult to enforce with
Discretionary Access Control based on ACLs. For example, there could be some
files in the system that are accessible by any user account according to their ACL;
or other human users on the system may change ACLs on files they own to permit
access to the new user. (With Mandatory Access Control, we could enforce the
requisite permissions.)
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