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Amazon S3 REST API Introduction

Welcome to the Amazon Simple Storage Service API Reference. This guide explains the Amazon Simple
Storage Service (Amazon S3) application programming interface (API). It describes various API operations,
related request and response structures, and error codes. The current version of the Amazon S3 APl is
2006-03-01.

Amazon S3 supports the REST API.

Note

Support for SOAP over HTTP is deprecated, but it is still available over HTTPS. However, new
Amazon S3 features will not be supported for SOAP. We recommend that you use either the
REST API or the AWS SDKs.

Read the following about authentication and access control before going to specific API topics.

Requests to Amazon S3 can be authenticated or anonymous. Authenticated access requires credentials
that AWS can use to authenticate your requests. When making REST API calls directly from your code,
you create a signature using valid credentials and include the signature in your request. For information
about various authentication methods and signature calculations, see Authenticating Requests (AWS
Signature Version 4) (p. 15).

Making REST API calls directly from your code can be cumbersome. It requires you to write the necessary
code to calculate a valid signature to authenticate your requests. We recommend the following alternatives
instead:

« Use the AWS SDKs to send your requests (see Sample Code and Libraries). With this option, you don't
need to write code to calculate a signature for request authentication because the SDK clients
authenticate your requests by using access keys that you provide. Unless you have a good reason not
to, you should always use the AWS SDKs.

¢ Use the AWS CLI to make Amazon S3 API calls. For information about setting up the AWS CLI and
example Amazon S3 commands see the following topics:

Set Up the AWS CLI in the Amazon Simple Storage Service Developer Guide.
Using Amazon S3 with the AWS Command Line Interface in the AWS Command Line Interface User

Guide.

You can have valid credentials to authenticate your requests, but unless you have permissions you cannot
create or access Amazon S3 resources. For example, you must have permissions to create an S3 bucket
or get an object from your bucket. If you use root credentials of your AWS account, you have all the

API Version 2006-03-01
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permissions. However, using root credentials is not recommended. Instead, we recommend that you
create IAM users in your account and manage user permissions. For more information, see Managing
Access Permissions to Your Amazon S3 Resources in the Amazon Simple Storage Service Developer
Guide.

API Version 2006-03-01
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Common Request Headers

The following table describes headers that can be used by various types of Amazon S3 REST requests.

Header Name

Aut hori zati on

Cont ent - Lengt h

Cont ent - Type

Cont ent - MD5

Dat e

Expect

Description

The information required for request authentication. For more inform-
ation, go to The Authentication Header in the Amazon Simple Stor-
age Service Developer Guide. For anonymous requests this header
is not required.

Length of the message (without the headers) according to RFC
2616. This header is required for PUTs and operations that load
XML, such as logging and ACLs.

The content type of the resource in case the request content in the
body. Example: t ext / pl ai n

The base64 encoded 128-bit MD5 digest of the message (without
the headers) according to RFC 1864. This header can be used as
a message integrity check to verify that the data is the same data
that was originally sent. Although it is optional, we recommend using
the Content-MD5 mechanism as an end-to-end integrity check. For
more information about REST request authentication, go to REST
Authentication in the Amazon Simple Storage Service Developer
Guide.

The current date and time according to the requester. Example:
Wed, 01 Mar 2006 12: 00: 00 GMI.When you specify the Au-
t hori zat i on header, you must specify either the x- anz- dat e or
the Dat e header

When your application uses 100-continue, it does not send the re-
quest body until it receives an acknowledgment. If the message is
rejected based on the headers, the body of the message is not sent.
This header can be used only if you are sending a body.

Valid Values: 100-continue

API Version 2006-03-01
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Header Name

Host

X-ane-cont ent - sha256

X-ane-dat e

X-ane-security-token

Description

For path-style requests, the value is s3. amazonaws. com For vir-
tual-style requests, the value is Bucket Nane. s3. anazonaws. com
For more information, go to Virtual Hosting in the Amazon Simple

Storage Service Developer Guide.

This header is required for HTTP 1.1 (most toolkits add this header
automatically); optional for HTTP/1.0 requests.

When using signature version 4 to authenticate request, this header
provides a hash of the request payload. For more information see
Signature Calculations for the Authorization Header: Transferring
Payload in a Single Chunk (AWS Signature Version 4) (p. 20). When
uploading object in chunks, you set the value to STREAMING-
AWS4-HMAC-SHA256-PAYLOAD to indicate that the signature
covers only headers and that there is no payload. For more inform-
ation, see Signature Calculations for the Authorization Header:
Transferring Payload in Multiple Chunks (Chunked Upload) (AWS
Signature Version 4) (p. 32).

The current date and time according to the requester. Example:
Wed, 01 Mar 2006 12: 00: 00 GMI.When you specify the Au-
t hori zat i on header, you must specify either the x- anz- dat e or
the Dat e header. If you specify both, the value specified for the x-
anz- dat e header takes precedence.

This header can be used in the following scenarios:

* Provide security tokens for Amazon DevPay operations—Each
request that uses Amazon DevPay requires two x- ane- secur -
i ty-t oken headers: one for the product token and one for the
user token. When Amazon S3 receives an authenticated request,
it compares the computed signature with the provided signature.
Improperly formatted multi-value headers used to calculate a
signature can cause authentication issues

¢ Provide security token when using temporary security cre-
dentials—When making requests using temporary security cre-
dentials you obtained from IAM you must provide a security token
using this header. To learn more about temporary security creden-
tials, go to Making Requests.

This header is required for requests that use Amazon DevPay and
requests that are signed using temporary security credentials.

API Version 2006-03-01
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Common Response Headers

The following table describes response headers that are common to most AWS S3 responses.

Name Description

Cont ent - Lengt h | The length in bytes of the body in the response.
Type: String
Default: None

Cont ent - Type The MIME type of the content. For example, Content-Type: text/html; charset=utf-
8

Type: String
Default: None
Connecti on specifies whether the connection to the server is open or closed.
Type: Enum
Valid Values: open | close
Default: None

Dat e The date and time Amazon S3 responded, for example, Wed, 01 Mar 2006
12:00:00 GMT.

Type: String

Default: None

API Version 2006-03-01
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Name

ETag

Server

x-ane- del et e-
mar ker

X-ane-id-2

X- ane-request -
id

X-aneg-ver si on-
id

Description

The entity tag is a hash of the object. The ETag reflects changes only to the
contents of an object, not its metadata. The ETag may or may not be an MD5
digest of the object data. Whether or not it is depends on how the object was
created and how it is encrypted as described below:

» Objects created by the PUT Object, POST Object, or Copy operation, or through
the AWS Management Console, and are encrypted by SSE-S3 or plaintext,
have ETags that are an MD5 digest of their object data.

» Objects created by the PUT Object, POST Object, or Copy operation, or through
the AWS Management Console, and are encrypted by SSE-C or SSE-KMS,
have ETags that are not an MD5 digest of their object data.

« If an object is created by either the Multipart Upload or Part Copy operation,
the ETag is not an MD5 digest, regardless of the method of encryption.

Type: String

The name of the server that created the response.

Type: String

Default: AmazonS3

Specifies whether the object returned was (true) or was not (false) a delete
marker.

Type: Boolean

Valid Values: true | false

Default: false

A special token that helps AWS troubleshoot problems.
Type: String

Default: None

A value created by Amazon S3 that uniquely identifies the request. In the unlikely
event that you have problems with Amazon S3, AWS can use this value to
troubleshoot the problem.

Type: String
Default: None

The version of the object. When you enable versioning, Amazon S3 generates a
random number for objects added to a bucket. The value is UTF-8 encoded and
URL ready. When you PUT an object in a bucket where versioning has been
suspended, the version ID is always nul | .

Type: String
Valid Values: null | any URL-ready, UTF-8 encoded string

Default: null

API Version 2006-03-01
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REST Error Responses

Error Responses

This section provides reference information about Amazon S3 errors.

Note
SOAP support over HTTP is deprecated, but it is still available over HTTPS. New Amazon S3

features will not be supported for SOAP. We recommend that you use either the REST API or
the AWS SDKs.

Topics
e REST Error Responses (p. 7)
 List of Error Codes (p. 8)

REST Error Responses

When there is an error, the header information contains:

¢ Content-Type: application/xml
« An appropriate 3xx, 4xx, or 5xx HTTP status code

The body or the response also contains information about the error. The following sample error response
shows the structure of response elements common to all REST error responses.

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Error>
<Code>NoSuchKey</ Code>
<Message>The resource you requested does not exist</Mssage>
<Resour ce>/ mybucket / nyf ot 0. j pg</ Resour ce>
<Request | d>4442587FB7D0A2F9</ Request | d>
</Error>

The following table explains the REST error response elements
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Name Description

Code The error code is a string that uniquely identifies an error condition. It is meant to be
read and understood by programs that detect and handle errors by type. For more
information, see List of Error Codes (p. 8).

Type: String
Ancestor: Error

Error Container for all error elements.
Type: Container
Ancestor: None

Message The error message contains a generic description of the error condition in English. It
is intended for a human audience. Simple programs display the message directly to
the end user if they encounter an error condition they don't know how or don't care
to handle. Sophisticated programs with more exhaustive error handling and proper
internationalization are more likely to ignore the error message.

Type: String
Ancestor: Error

Request I d ID of the request associated with the error.
Type: String
Ancestor: Error

Resour ce The bucket or object that is involved in the error.
Type: String

Ancestor: Error

Many error responses contain additional structured data meant to be read and understood by a developer
diagnosing programming errors. For example, if you send a Content-MD5 header with a REST PUT
request that doesn't match the digest calculated on the server, you receive a BadDigest error. The error
response also includes as detail elements the digest we calculated, and the digest you told us to expect.
During development, you can use this information to diagnose the error. In production, a well-behaved
program might include this information in its error log.

For information about general response elements, go to Error Responses.

The following table lists Amazon S3 error codes.

Error Code Description HTTP SOAP
Status Fault
Code Code
Prefix
AccessDeni ed Access Denied 403 Forbid- | Client
den

API Version 2006-03-01
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Error Code

Account Probl em

Anbi guousG ant ByEmai | Addr ess

BadDi gest

Bucket Al r eadyExi sts

Bucket Al r eadyOwnedBy You

Bucket Not Enpt y

Credenti al sNot Supported

CrossLocat i onLoggi ngPr ohi bi ted

EntityTooSnal |

EntityToolLarge

Expi redToken

I'1'1 egal Ver si oni ngConfi gur a-

ti onException

I nconpl et eBody

Description

There is a problem with your AWS
account that prevents the operation
from completing successfully. Please
use Contact Us.

The email address you provided is
associated with more than one ac-
count.

The Content-MD5 you specified did
not match what we received.

The requested bucket name is not
available. The bucket namespace is
shared by all users of the system.
Please select a different name and try
again.

Your previous request to create the
named bucket succeeded and you
already own it. You get this error in all
AWS regions except US East (N. Vir-
ginia) region, us-east-1. In us-east-1
region, you will get 200 OK, but it is
no-op (if bucket exists it Amazon S3
will not do anything).

The bucket you tried to delete is not
empty.

This request does not support creden-
tials.

Cross-location logging not allowed.
Buckets in one geographic location
cannot log information to a bucket in
another location.

Your proposed upload is smaller than
the minimum allowed object size.

Your proposed upload exceeds the
maximum allowed object size.

The provided token has expired.

Indicates that the versioning configur-
ation specified in the request is invalid.

You did not provide the number of
bytes specified by the Content-Length
HTTP header

HTTP
Status
Code

403 Forbid-
den

400 Bad
Request

400 Bad
Request

409 Con-
flict

409 Con-
flict (in all
regions
except US
East (N.
Virginia)
region).

409 Con-
flict

400 Bad
Request

403 Forbid-
den

400 Bad
Request

400 Bad
Request

400 Bad
Request

400 Bad
Request

400 Bad
Request

SOAP
Fault
Code
Prefix

Client

Client

Client

Client

Client

Client

Client

Client

Client

Client

Client

Client

Client

API Version 2006-03-01
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Error Code

I ncorrect Nunber O Fi | esl n-
Post Request
I nl'i neDat aToolLar ge

I nternal Error

I nval i dAccessKeyl d

I nval i dAddr essi ngHeader

I nval i dAr gunent

I nval i dBucket Nane

I nval i dBucket St at e

I nval i dDi gest

I nval i dEncrypti onAl gorithnError

I nval i dLocat i onConstr ai nt

Inval i dObj ect State

I nval i dPart

I nval i dPart Or der

I nval i dPayer

I nval i dPol i cyDocument

Description

POST requires exactly one file upload
per request.

Inline data exceeds the maximum al-
lowed size.

We encountered an internal error.
Please try again.

The AWS access key Id you provided
does not exist in our records.

You must specify the Anonymous role.

Invalid Argument

The specified bucket is not valid.

The request is not valid with the cur-
rent state of the bucket.

The Content-MD5 you specified is not
valid.

The encryption request you specified
is not valid. The valid value is AES256.

The specified location constraint is not
valid. For more information about re-
gions, see How to Select a Region for
Your Buckets.

The operation is not valid for the cur-
rent state of the object.

One or more of the specified parts
could not be found. The part might not
have been uploaded, or the specified
entity tag might not have matched the
part's entity tag.

The list of parts was not in ascending
order.Parts list must specified in order
by part number.

All access to this object has been dis-
abled.

The content of the form does not meet
the conditions specified in the policy
document.

HTTP
Status
Code

400 Bad
Request

400 Bad
Request

500 Intern-
al Server
Error

403 Forbid-
den

N/A

400 Bad
Request

400 Bad
Request

409 Con-
flict

400 Bad
Request

400 Bad
Request

400 Bad
Request

403 Forbid-
den

400 Bad
Request

400 Bad
Request

403 Forbid-
den

400 Bad
Request

SOAP
Fault
Code
Prefix
Client
Client

Server

Client

Client

Client

Client

Client

Client

Client

Client

Client

Client

Client

Client

Client
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Error Code

I nval i dRange

I nval i dRequest

I nval i dRequest

I nval i dRequest

I nval i dRequest

I nval i dRequest

I nval i dRequest

I nval i dRequest

I nval i dRequest

I nval i dSecurity

I nval i dSOAPRequest

I nval i dSt or aged ass

I nval i dTar get Bucket For Loggi ng

I nval i dToken

I nval i dURI

KeyTooLong

Description

The requested range cannot be satis-
fied.

SOAP requests must be made over
an HTTPS connection.

S3 Transfer Acceleration is not suppor-
ted for buckets with non-DNS compli-
ant names.

S3 Transfer Acceleration is not suppor-
ted for buckets with periods (.) in their
names.

S3 Transfer Accelerate endpoint only
supports virtual style requests.

S3 Transfer Accelerate is not con-
figured on this bucket.

S3 Transfer Accelerate is disabled on
this bucket.

S3 Transfer Acceleration is not suppor-
ted on this bucket. Contact AWS Sup-
port for more information.

S3 Transfer Acceleration cannot be
enabled on this bucket. Contact AWS
Support for more information.

The provided security credentials are
not valid.

The SOAP request body is invalid.

The storage class you specified is not
valid.

The target bucket for logging does not
exist, is not owned by you, or does not
have the appropriate grants for the
log-delivery group.

The provided token is malformed or
otherwise invalid.

Couldn't parse the specified URI.

Your key is too long.

HTTP
Status
Code

416 Re-
guested
Range Not
Satisfiable

400 Bad
Request

400 Bad
Request

400 Bad
Request

400 Bad
Request

400 Bad
Request

400 Bad
Request

400 Bad
Request

400 Bad
Request

403 Forbid-
den

400 Bad
Request

400 Bad
Request

400 Bad
Request

400 Bad
Request

400 Bad
Request

400 Bad
Request

SOAP
Fault
Code
Prefix

Client

Client

Client

Client

Client

Client

Client

Client

Client
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Error Code

Mal f or medACLErr or

Mal f or mredPOSTRequest

Mal f or med XM

MaxMessagelLengt hExceeded
MaxPost Pr eDat aLengt hExceededEr -
ror

Met adat aTooLar ge

Met hodNot Al | owed

M ssi ngAt t achment

M ssi ngCont ent Lengt h

M ssi ngRequest BodyEr r or

M ssi ngSecuri t yEl enent

M ssi ngSecuri t yHeader

NoLoggi ngSt at usFor Key

NoSuchBucket

NoSuchKey

Description

The XML you provided was not well-
formed or did not validate against our
published schema.

The body of your POST request is not
well-formed multipart/form-data.

This happens when the user sends
malformed xml (xml that doesn't con-
form to the published xsd) for the
configuration. The error message is,
"The XML you provided was not well-
formed or did not validate against our
published schema."

Your request was too big.

Your POST request fields preceding
the upload file were too large.

Your metadata headers exceed the
maximum allowed metadata size.

The specified method is not allowed
against this resource.

A SOAP attachment was expected,
but none were found.

You must provide the Content-Length
HTTP header.

This happens when the user sends an
empty xml document as a request.
The error message is, "Request body
is empty."

The SOAP 1.1 request is missing a
security element.

Your request is missing a required
header.

There is no such thing as a logging
status subresource for a key.

The specified bucket does not exist.

The specified key does not exist.

HTTP
Status
Code

400 Bad
Request

400 Bad
Request

400 Bad
Request

400 Bad
Request

400 Bad
Request

400 Bad
Request

405 Meth-
od Not Al-
lowed

N/A

411
Length
Required

400 Bad
Request

400 Bad
Request

400 Bad
Request

400 Bad
Request

404 Not
Found

404 Not
Found

SOAP
Fault
Code
Prefix

Client

Client

Client

Client

Client

Client

Client

Client

Client

Client

Client

Client

Client

Client

Client
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Error Code

NoSuchlLi f ecycl eConfi gurati on

NoSuchUpl oad

NoSuchVer si on

Not | npl erment ed

Not Si gnedUp

NoSuchBucket Pol i cy

Oper ati onAbort ed

Per manent Redi r ect

Precondi ti onFail ed

Redi r ect

Rest or eAl r eadyl nProgr ess

Request | sNot Mul ti Part Cont ent

Request Ti neout

Request Ti meTooSkewed

Description

The lifecycle configuration does not
exist.

The specified multipart upload does
not exist. The upload ID might be inval-
id, or the multipart upload might have
been aborted or completed.

Indicates that the version ID specified
in the request does not match an exist-
ing version.

A header you provided implies function-
ality that is not implemented.

Your account is not signed up for the

Amazon S3 service. You must sign up
before you can use Amazon S3. You

can sign up at the following URL.: ht-

tp://aws.amazon.com/s3

The specified bucket does not have a
bucket policy.

A conflicting conditional operation is
currently in progress against this re-
source. Try again.

The bucket you are attempting to ac-
cess must be addressed using the
specified endpoint. Send all future re-
guests to this endpoint.

At least one of the preconditions you
specified did not hold.

Temporary redirect.

Object restore is already in progress.

Bucket POST must be of the enclos-
ure-type multipart/form-data.

Your socket connection to the server
was not read from or written to within
the timeout period.

The difference between the request
time and the server's time is too large.

HTTP
Status
Code

404 Not
Found

404 Not
Found

404 Not
Found

501 Not
Implemen-
ted

403 Forbid-
den

404 Not
Found

409 Con-
flict

301
Moved
Perman-
ently

412 Pre-
condition
Failed

307
Moved
Temporar-

ily
409 Con-
flict

400 Bad
Request

400 Bad
Request

403 Forbid-
den

SOAP
Fault
Code
Prefix

Client

Client

Client

Server

Client

Client

Client

Client

Client

Client

Client

Client

Client

Client
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Error Code Description HTTP SOAP
Status Fault
Code Code
Prefix
Request Tor r ent Of Bucket Err or Requesting the torrent file of a bucket | 400 Bad | Client
is not permitted. Request
Si gnat ur eDoesNot Mat ch The request signature we calculated | 403 Forbid- | Client
does not match the signature you den

provided. Check your AWS secret ac-
cess key and signing method. For

more information, see REST Authen-
tication and SOAP Authentication for

details.
Servi ceUnavai | abl e Reduce your request rate. 503 Ser- | Server
vice Un-
available
Sl owDown Reduce your request rate. 503 Slow | Server
Down
Tenpor ar yRedi r ect You are being redirected to the bucket | 307 Client
while DNS updates. Moved
Temporar-
ily
TokenRef r eshRequi red The provided token must be refreshed. | 400 Bad | Client
Request
TooManyBucket s You have attempted to create more | 400 Bad | Client
buckets than allowed. Request
Unexpect edCont ent This request does not support content. | 400 Bad | Client
Request

Unr esol vabl eG ant ByEnai | Addr ess | The email address you provided does | 400 Bad | Client
not match any account on record. Request

User KeyMust BeSpeci fi ed The bucket POST must contain the 400 Bad | Client
specified field name. If it is specified, | Request
check the order of the fields.
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Authenticating Requests (AWS
Signature Version 4)

Topics

Authentication Methods (p. 16)

Introduction to Signing Requests (p. 16)

Authenticating Requests: Using the Authorization Header (AWS Signature Version 4) (p. 17)
Authenticating Requests: Using Query Parameters (AWS Signature Version 4) (p. 39)

Examples: Signature Calculations in AWS Signature Version 4 (p. 45)

Authenticating Requests: Browser-Based Uploads Using POST (AWS Signature Version 4) (p. 47)
Amazon S3 Signature Version 4 Authentication Specific Policy Keys (p. 50)

Every interaction with Amazon S3 is either authenticated or anonymous. This section explains request
authentication with the AWS Signature Version 4 algorithm.

Note

If you use the AWS SDKs (see Sample Code and Libraries) to send your requests, you don't
need to read this section because the SDK clients authenticate your requests by using access
keys that you provide. Unless you have a good reason not to, you should always use the AWS
SDKs. In regions that support both signature versions, you can request AWS SDKs to use specific
signature version. For more information, see Specifying Signature Version in Request
Authentication in the Amazon Simple Storage Service Developer Guide. You need to read this
section only if you are implementing the AWS Signature Version 4 algorithm in your custom
client.

Authentication with AWS Signature version 4 provides some or all of the following, depending on how
you choose to sign your request:

¢ Verification of the identity of the requester — Authenticated requests require a signature that you
create by using your access keys (access key ID, secret access key). For information about getting
access keys, see How Do | Get Security Credentials? in the AWS General Reference. If you are using
temporary security credentials, the signature calculations also require a security token. For more

information, see Requesting Temporary Security Credentials in the IAM User Guide.
In-transit data protection — In order to prevent tampering with a request while it is in transit, you use

some of the request elements to calculate the request signature. Upon receiving the request, Amazon
S3 calculates the signature by using the same request elements. If any request component received

API Version 2006-03-01
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by Amazon S3 does not match the component that was used to calculate the signature, Amazon S3
will reject the request.

Protect against reuse of the signed portions of the request — The signed portions (using AWS
Signatures) of requests are valid within 15 minutes of the timestamp in the request. An unauthorized
party who has access to a signed request can modify the unsigned portions of the request without
affecting the request's validity in the 15 minute window. Because of this, we recommend that you
maximize protection by signing request headers and body, making HTTPS requests to Amazon S3,
and by using the s3: x- anz- cont ent - sha256 condition key (see Amazon S3 Signature Version 4
Authentication Specific Policy Keys (p. 50)) in AWS policies to require users to sign S3 request bodies.

Note

Amazon S3 supports Signature Version 4, a protocol for authenticating inbound API requests
to AWS services, in all AWS regions. At this time, AWS regions created before January 30, 2014
will continue to support the previous protocol, Signature Version 2. Any new regions after January
30, 2014 will support only Signature Version 4 and therefore all requests to those regions must
be made with Signature Version 4. For more information about AWS Signature Version 2, see
Signing and Authenticating REST Requests in the Amazon Simple Storage Service Developer
Guide.

Authentication Methods

You can express authentication information by using one of the following methods:

HTTP Authorization header — Using the HTTP Aut hor i zat i on header is the most common method
of authenticating an Amazon S3 request. All of the Amazon S3 REST operations (except for
browser-based uploads using POST requests) require this header. For more information about the
Aut hori zat i on header value, and how to calculate signature and related options, see Authenticating
Requests: Using the Authorization Header (AWS Signature Version 4) (p. 17).

Query string parameters — You can use a query string to express a request entirely in a URL. In this
case, you use query parameters to provide request information, including the authentication information.
Because the request signature is part of the URL, this type of URL is often referred to as a presigned
URL. You can use presigned URLs to embed clickable links, which can be valid for up to seven days,
in HTML. For more information, see Authenticating Requests: Using Query Parameters (AWS Signature
Version 4) (p. 39).

Amazon S3 also supports browser-based uploads that use an HTTP POST requests. With an HTTP
POST request, you can upload content to Amazon S3 directly from the browser. For information about
authenticating POST requests, see Browser-Based Uploads Using POST in the Amazon Simple Storage
Service Developer Guide.

Introduction to Signing Requests

Authentication information that you send in a request must include a signature. To calculate a signature,
you first concatenate select request elements to form a string, referred to as the string to sign. You then
use a signing key to calculate the hash-based message authentication code (HMAC) of the string to sign.

In AWS Signature Version 4, you don't use your secret access key to sign the request. Instead, you first
use your secret access key to create a signing key. The signing key is scoped to a specific region and
service. Additionally, the signing key expires seven days after creation. Because the scope and lifetime
of the signing key are limited, your data is less at risk if the signing key is compromised.

The following diagram illustrates the general process of computing a signature.
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1. StringToSign

[A string based on select request elements J

I —
2. Signing Key
DateKey =HMAC-SHAZ256 ("AWS4" + "< A Key>", "<yy cf>")
DateRegionKey = HMAC-SHA256(DateKey, "<aws-region="
DateRegionServiceKey = HMAC-SHAZ56(DateRegionKey, ~<aws-service="
SigningKey = HMAC-SHA256(DateRegionServiceKey, -aws4_request-)

3. Signature

signature = Hex(HMAC-SHAZ56{Signingkey, StringToSign)) ]

The string to sign depends on the request type. For example, when you use the HTTP Authorization
header or the query parameters for authentication, you use a varying combination of request elements
to create the string to sign. For an HTTP POST request, the POST policy in the request is the string you
sign.

Upon receiving an authenticated request, Amazon S3 servers re-create the signature by using the
authentication information that is contained in the request. If the signatures match, Amazon S3 processes
your request; otherwise, the request is rejected.

For more information about authenticating requests, see the following topics:

¢ Authenticating Requests: Using the Authorization Header (AWS Signature Version 4) (p. 17)
¢ Authenticating Requests: Using Query Parameters (AWS Signature Version 4) (p. 39)
¢ Authenticating Requests in Browser-Based Uploads Using POST (AWS Signature Version 4) (p. 54)

Authenticating Requests: Using the
Authorization Header (AWS Signature Version

4)

Topics
e Overview (p. 17)
¢ Signature Calculations for the Authorization Header: Transferring Payload in a Single Chunk (AWS
Signature Version 4) (p. 20)
¢ Signature Calculations for the Authorization Header: Transferring Payload in Multiple Chunks (Chunked
Upload) (AWS Signature Version 4) (p. 32)

Overview

Using the HTTP Aut hori zat i on header is the most common method of providing authentication
information. Except for POST requests (p. 286) and requests that are signed by using query parameters,
all Amazon S3 bucket operations (p. 73) and object operations (p. 244) use the Aut hor i zat i on request
header to provide authentication information.

The following is an example of the Aut hor i zat i on header value. Line breaks are added to this example
for readability:
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Aut hori zati on: AWs4- HVAC- SHA256

Credent i al =AKI Al OSFODNN7EXAMPLE/ 20130524/ us- east - 1/ s3/ aws4_r equest,

Si gnedHeader s=host ; range; x- anz- dat e,

Si gnat ur e=f e5f 80f 77d5f a3beca038a248f f 027d0445342f e2855ddc963176630326f 1024

The following is the properly formatted version of the same Authorization header:
Note the following:

¢ There is space between the first two components, AW54- HVAC- SHA256 and Cr edent i al

¢ The subsequent components, Cr edent i al , SignedHeaders, and Si gnat ur e are separated by a
comma.

The following table describes the various components of the Aut hor i zat i on header value in the
preceding example:

Component Description

AWSB4- HVAC- SHA256 The algorithm that was used to calculate the signature. You must
provide this value when you use AWS Signature Version 4 for authen-
tication.

The string specifies AWS Signature Version 4 (AW54) and the signing
algorithm (HVAC- SHA256).

Credenti al Your access key ID and the scope information, which includes the
date, region, and service that were used to calculate the signature.

This string has the following form:

<your - access- key-i d>/ <dat e>/ <aws- r egi on>/ <aws- ser
vi ce>/ aws4_r equest

Where:

» <dat e> value is specified using YYYYMVDD format.

* <aws- servi ce> value is s3 when sending request to Amazon
S3.

Si gnedHeader s A semicolon-separated list of request headers that you used to
compute Si gnat ur e. The list includes header names only, and the
header names must be in lowercase. For example:

host ; range; x- anz- dat e
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Component Description
Si gnat ure The 256-bit signature expressed as 64 lowercase hexadecimal

characters. For example:

f e5f 80f 77d5f a3be
ca038a248ff 027d0445342f e2855ddc963176630326f 1024

Note that the signature calculations vary depending on the option
you choose to transfer the payload.

The signature calculations vary depending on the method you choose to transfer the request payload.
S3 supports the following options:

» Transfer payload in a single chunk — In this case, you have the following signature calculation options:

» Signed payload option —You can optionally compute the entire payload checksum and include it
in signature calculation. This provides added security but you need to read your payload twice or
buffer it in memory.

For example, in order to upload a file, you need to read the file first to compute a payload hash for
signature calculation and again for transmission when you create the request. For smaller payloads,
this approach might be preferable. However, for large files, reading the file twice can be inefficient,
S0 you might want to upload data in chunks instead.

We recommend you include payload checksum for added security.
» Unsigned payload option — Do not include payload checksum in signature calculation.

For step-by-step instructions to calculate signature and construct the Authorization header value, see
Signature Calculations for the Authorization Header: Transferring Payload in a Single Chunk (AWS
Signature Version 4) (p. 20).

« Transfer payload in multiple chunks (chunked upload) — In this case you transfer payload in chunks.
You can transfer a payload in chunks regardless of the payload size.

You can break up your payload into chunks. These can be fixed or variable-size chunks. By uploading
data in chunks, you avoid reading the entire payload to calculate the signature. Instead, for the first
chunk, you calculate a seed signature that uses only the request headers. The second chunk contains
the signature for the first chunk, and each subsequent chunk contains the signature for the chunk that
precedes it. At the end of the upload, you send a final chunk with 0 bytes of data that contains the
signature of the last chunk of the payload. For more information, see Signature Calculations for the
Authorization Header: Transferring Payload in Multiple Chunks (Chunked Upload) (AWS Signature
Version 4) (p. 32).

When you send a request, you must tell Amazon S3 which of the preceding options you have chosen in
your signature calculation, by adding the x- anz- cont ent - sha256 header with one of the following
values:

« If you choose chunked upload options, set the header value to
STREAM NG AW54- HVAC- SHA256- PAYLOAD.

« If you choose to upload payload in a single chunk, set the header value to the payload checksum
(signed payload option), or set the value to the literal string UNSI GNED- PAYLQAD (unsigned payload
option).
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Upon receiving the request, Amazon S3 re-creates the string to sign using information in the

Aut hori zat i on header and the dat e header. It then verifies with authentication service the signatures
match. The request date can be specified by using either the HTTP Dat e or the x- ane- dat e header. If
both headers are present, x- anz- dat e takes precedence.

If the signatures match, Amazon S3 processes your request; otherwise, your request will fail.
For more information, see the following topics:

Signature Calculations for the Authorization Header: Transferring Payload in a Single Chunk (AWS
Signature Version 4) (p. 20)

Signature Calculations for the Authorization Header: Transferring Payload in Multiple Chunks (Chunked
Upload) (AWS Signature Version 4) (p. 32)

Signature Calculations for the Authorization
Header: Transferring Payload in a Single Chunk
(AWS Signature Version 4)

When using the Aut hor i zat i on header to authenticate requests, the header value includes, among
other things, a signature. The signature calculations vary depending on the choice you make for transferring
the payload (Overview (p. 17)). This section explains signature calculations when you choose to transfer
the payload in a single chunk. The example section (see Examples: Signature Calculations (p. 26)) shows
signature calculations and resulting Aut hor i zat i on headers that you can use as a test suite to verify
your code.

Important

When transferring payload in a single chunk, you can optionally choose to include the payload
hash in the signature calculations, referred as signed payload (if you don't include it, the payload
is considered unsigned). The signing procedure discussed in the following section applies to
both, but note the following differences:

« Signed payload option —You include the payload hash when constructing the canonical
request (that then becomes part of StringToSign, as explained in the signature calculation
section). You also specify the same value as the x- anz- cont ent - sha256 header value
when sending the request to S3.

¢ Unsigned payload option —You include the literal string UNSI GNED- PAYLOAD when
constructing a canonical request, and set the same value as the he x- anz- cont ent - sha256
header value when sending the request to S3.

When you send your request to S3, the x- anz- cont ent - sha256 header value informs S3
whether the payload is signed or not. Amazon S3 can then create signature accordingly for
verification.

Calculating a Signature

To calculate a signature, you first need a string to sign. You then calculate a HVAC- SHA256 hash of the
string to sign by using a signing key. The following diagram illustrates the process, including the various
components of the string that you create for signing

When Amazon S3 receives an authenticated request, it computes the signature and then compares it
with the signature that you provided in the request. For that reason, you must compute the signature by
using the same method that is used by Amazon S3. The process of putting a request in an agreed-upon
form for signing is called canonicalization.
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1. Canonical Request

"GET" | "PUT" | "POST" |
HTTP Verb + "In” + I UrEncode(<resource>)

Canonical URI + " + UriEncode(<QueryParameter1>) + "=" + * UiEncode{<value>) + "&" +
UriEncode(<QueryParameter2>) + "=" + "UriEncode(<value>) + "&" +

Sorted by
CueryParameter

Canonical Query String + " UriEncode(<QueryParameterh>) + *=" + * UrlEncode(<value>)

Canonical Headers +\n" Lowercase(<HeaderName1>) + =" +Trim({<value>) + "n"
Lowercase(<HeaderName2>) + =" + Trim(<value>) + "in" Sorted by
Si Head “n" = HeaderName
” .
Wil Lowercase(<HeaderNamel>) + = + Trim(<value=) + “in"

|
Hashed Payload L HeaderNamet>) + %+ Ly (<HeaderNamez>) | Sored by
+"" + ..+ Lowercase (<HeaderNameN>) eaderame

2. StringToSign ( Hex(SHA256Hash({<payload=) )

LSRR P [ Format 1508601, e 5. *20130524T000000Z" ]

TimeStamp + “in" + { - ]

"eyyyymmdd>/<AWS Region>/s3/awsd_request"

Scope + \n” + e.9.. "20130524/us-east-1/53/aws4_request”

— | Haex(SHA256Hash({Canonical Request)) j

S e |
3. Signature
f—_— \
I |
: DateKey = HMAC-SHA256 (FAWS4" + "<SecretAccessiey=", “<yyyymmdd=") :
I DateRegionKey = HMAC-SHAZ256(DateKey, "<aws-ragion=" |
] DateRegionServiceKey = HMAC-SHA256(DateRegionKey, "<aws-service=" I
: SigningKey = HMAC-SHA256(DaleRegionServiceKey, "aws4_request-) :
[ :
I |
signature = Hex(HMAC-SHAZ56 ( SigningKey, SlnngTDSimJ}j |
1 |
S—

The following table describes the functions that are shown in the diagram. You need to implement code
for these functions.

Function Description

Lower case() Convert the string to lowercase.

Hex() Lowercase base 16 encoding.

SHA256Hash() Secure Hash Algorithm (SHA) cryptographic hash function.

HVAC- SHA256( ) Computes HMAC by using the SHA256 algorithm with the signing
key provided. This is the final signature.

Trim() Remove any leading or trailing whitespace.
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Function Description
Uri Encode() URI encode every byte. UriEncode() must enforce the following rules:

» URI encode every byte except the unreserved characters: 'A'-'Z',
'a-'z','0-'9, L and '~

» The space character is a reserved character and must be encoded
as "%20" (and not as "+").

« Each URI encoded byte is formed by a '%' and the two-digit
hexadecimal value of the byte.

* Letters in the hexadecimal value must be uppercase, for example
"%1A".

» Encode the forward slash character, '/', everywhere except in the
object key name. For example, if the object key name is pho-
t os/ Jan/ sanpl e. j pg, the forward slash in the key name is not
encoded.

Caution

The standard UriEncode functions provided by your devel-
opment platform may not work because of differences in
implementation and related ambiguity in the underlying
RFCs. We recommend that you write your own custom Uri-
Encode function to ensure that your encoding will work.

The following is an example uri-encode() function in Java.

public static String Ui Encode(Char Sequence i nput,
bool ean encodeSl ash) {
StringBuil der result = new StringBuilder();

for (int i =0; i < input.length(); i++)

char ch = input.charAt(i);
if ((ch>"A & ch <="'Z") || (ch
>='a" & ch <="'2z") || (ch>="'0" & ch <="'9") ||
ch=="_"1]] ch="-"]] ch="~ || ch==".")
{
resul t. append(ch);
} elseif (ch=="/") {
resul t. append(encodeSl ash ? "9%2F"

ch);
} else {
resul t. append(toHexUTF8(ch));
}
}
return result.toString();
}

Task 1: Create a Canonical Request
This section provides an overview of creating a canonical request.

The following is the canonical request format that Amazon S3 uses to calculate a signature. For signatures
to match, you must create a canonical request in this format:
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<HTTPMet hod>\n

<Canoni cal URI >\ n

<Canoni cal QueryString>\n
<Canoni cal Header s>\ n

<Si gnedHeader s>\ n
<HashedPayl| oad>

Where:

e HTTPMet hod is one of the HTTP methods, for example GET, PUT, HEAD, and DELETE.

e Canoni cal URl is the URI-encoded version of the absolute path component of the URI—everything
starting with the "/" that follows the domain name and up to the end of the string or to the question mark
character ('?") if you have query string parameters. The URI in the following example,

/ exanpl ebucket / nyphot o. j pg, is the absolute path and you don't encode the "/" in the absolute
path:

http://s3. amazonaws. coni exanpl ebucket / myphot o. j pg

Note

You do not normalize URI paths for requests to Amazon S3. For example, you may have a
bucket with an object named "my-object//example//photo.user”. Normalizing the path changes
the object name in the request to "my-object/example/photo.user”. This is an incorrect path
for that object.

e Canoni cal QueryStri ng specifies the URI-encoded query string parameters. You URI-encode name
and values individually. You must also sort the parameters in the canonical query string alphabetically
by key name. The sorting occurs after encoding. The query string in the following URI example is
pref i x=somePr ef i x&rar ker =sonmeMar ker &rax- keys=20:

http://s3. amazonaws. com exanpl ebucket ?pr ef i x=sonePr ef i x&mar ker =soneMar ker &rax-
keys=20

The canonical query string is as follows (line breaks are added to this example for readability):

URl - encode( " mar ker") +"="+URI - encode( " someMar ker ") +" &" +
URl - encode( " max- keys") +"="+URI - encode("20") + "&" +
URl - encode("prefix")+"="+URl - encode("sonmePrefix")

When a request targets a subresource, the corresponding query parameter value will be an empty
string (""). For example, the following URI identifies the ACL subresource on the exanpl ebucket
bucket:

http://s3. amazonaws. conf exanpl ebucket ?acl

The CanonicalQueryString in this case is as follows:

URI - encode("acl ") + "=" + ""

If the URI does not include a'?', there is no query string in the request, and you set the canonical query
string to an empty string (). You will still need to include the "\n".
e Canoni cal Header s is a list of request headers with their values. Individual header name and value

pairs are separated by the newline character ("\n"). Header names must be in lowercase. You must
sort the header names alphabetically to construct the string, as shown in the following example:
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Lower case( <Header Nanel>) +": " +Tri n(<val ue>) +"\ n"
Lower case( <Header Nane2>) +": " +Tri n( <val ue>) +"\ n"

Lower case( <Header NanmeN>) +": " +Tri n( <val ue>) +"\ n"

The Lower case() and Tri () functions used in this example are described in the preceding section.

The Canoni cal Header s list must include the following:

e HTTP host header.

« If the Cont ent - Type header is present in the request, you must add it to the Canoni cal Header s
list.

* Any x- anz- * headers that you plan to include in your request must also be added. For example, if
you are using temporary security credentials, you need to include x- anz- securi t y-t oken in your
request. You must add this header in the list of Canoni cal Header s.

Note

The x- anz- cont ent - sha256 header is required for all AWS Signature Version 4 requests.
It provides a hash of the request payload. If there is no payload, you must provide the hash
of an empty string.

The following is an example Canoni cal Header s string. The header names are in lowercase and
sorted.

host : s3. anazonaws. com

X-ane-cont ent - sha256: e3b0c44298f c1c149af
bf 4c8996f b92427ae41e4649b934ca495991b785
2b855

X-ane-dat e: 20130708T220855Z

Note

For the purpose of calculating an authorization signature, only the host and any x- ane- *
headers are required; however, in order to prevent data tampering, you should consider
including all the headers in the signature calculation.

« Si gnedHeader s is an alphabetically sorted, semicolon-separated list of lowercase request header
names. The request headers in the list are the same headers that you included in the
Canoni cal Header s string. For example, for the previous example, the value of Si gnedHeader s
would be as follows:

host ; x- ane- cont ent - sha256; x- anz- dat e

¢ HashedPayl oad is the hexadecimal value of the SHA256 hash of the request payload.

Hex( SHA256Hash( <payl oad>)

If there is no payload in the request, you compute a hash of the empty string as follows:

Hex ( SHA256Hash(" "))

The hash returns the following value:

e3b0c44298f clcl49af bf 4c8996f b92427ae41e4649b934ca495991b7852h855
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For example, when you upload an object by using a PUT request, you provide object data in the body.
When you retrieve an object by using a GET request, you compute the empty string hash.
Task 2: Create a String to Sign

This section provides an overview of creating a string to sign. For step-by-step instructions, see Task 2:
Create a String to Sign in the AWS General Reference.

The string to sign is a concatenation of the following strings:

" AWB4- HVAC- SHA256" + "\ n" +

ti meSt anpl S8601For mat + "\n" +
<Scope> + "\n" +

Hex( SHA256Hash( <Canoni cal Request >))

The constant string AWs4- HVAC- SHA256 specifies the hash algorithm that you are using, HMAC-SHA256.
The ti meSt anp is the current UTC time in ISO 8601 format (for example, 20130524T0000002).

Scope binds the resulting signature to a specific date, an AWS region, and a service. Thus, your resulting
signature will work only in the specific region and for a specific service. The signature is valid for seven
days after the specified date.

dat e. For mat (<YYYYMMDD>) + "/" + <region> + "/" + <service> + "/aws4_request”

For Amazon S3, the service string is s3. For a list of r egi on strings, see Regions and Endpoints in the
AWS General Reference. The region column in this table provides the list of valid region strings.

The following scope restricts the resulting signature to the us- east - 1 region and Amazon S3.

20130606/ us- east - 1/ s3/ aws4_r equest

Note
Scope must use the same date that you use to compute the signing key, as discussed in the
following section.

Task 3: Calculate Signature
In AWS Signature Version 4, instead of using your AWS access keys to sign a request, you first create

a signing key that is scoped to a specific region and service. For more information about signing keys,
see Introduction to Signing Requests (p. 16).

Dat eKey

Dat eRegi onKey

Dat eRegi onSer vi ceKey
Si gni ngKey

HMAC- SHA256( " AWB4" +" <Secr et AccessKey>", "<YYYYMVDD>")
HMAC- SHA256( <Dat eKey>, "<aws-regi on>")

HMAC- SHA256( <Dat eRegi onKey>, "<aws-service>")

HMAC- SHA256( <Dat eRegi onSer vi ceKey>, "aws4_request")

Note
This signing key is valid for seven days from the date specified in the Dat eKey hash.

For a list of region strings, see Regions and Endpoints in the AWS General Reference.

Using a signing key enables you to keep your AWS credentials in one safe place. For example, if you
have multiple servers that communicate with Amazon S3, you share the signing key with those servers;
you don't have to keep a copy of your secret access key on each server. Signing key is valid for up to
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seven days. So each time you calculate signing key you will need to share the signing key with your
servers. For more information, see Authenticating Requests (AWS Signature Version 4) (p. 15).

The final signature is the HMAC-SHA256 hash of the string to sign, using the signing key as the key.

HMAC- SHA256( Si gni ngKey, StringToSi gn)

For step-by-step instructions on creating a signature, see Task 3: Create a Signature in the AWS General
Reference.

Examples: Signature Calculations

You can use the examples in this section as a reference to check signature calculations in your code.
For additional references, see Signature Version 4 Test Suite of the AWS General Reference. The
calculations shown in the examples use the following data:

« Example access keys.

Parameter Value
AWBAccessKeyl d AKI Al OSFODNN7 EXAMPLE

AWSSecr et AccessKey | wdal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

¢ Request timestamp of 20130524T000000Z (Fri, 24 May 2013 00: 00: 00 GM).
¢ Bucket name exanpl ebucket .

¢ The bucket is assumed to be in the US East (N. Virginia) region. The credential Scope and the Si gni ng
Key calculations use us- east - 1 as the region specifier. For information about other regions, see
Regions and Endpoints in the AWS General Reference.

¢ You can use either path-style or virtual hosted—style requests. The following examples show how to
sign a virtual hosted—style request, for example:

htt ps: // exampl ebucket . s3. amazonaws. com phot os/ phot 01. j pg

For more information, see Virtual Hosting of Buckets in the Amazon Simple Storage Service Developer
Guide.
Example: GET Object

The following example gets the first 10 bytes of an object (test.txt) from exanpl ebucket . For more
information about the API action, see GET Object (p. 258).

GET /test.txt HITP/ 1.1

Host: exanpl ebucket. s3. amazonaws. com

x-ane- dat e: 20130524T000000Z

Aut hori zation: SignatureToBeCal cul ated

Range: bytes=0-9

X-anz- cont ent - sha256: e3b0c44298f c1c149af

bf 4c8996f h92427ae41e4649b934ca495991b7852h855
x-ane-date: 20130524T000000Z
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Because this GET request does not provide any body content, the x- anz- cont ent - sha256 value is
the hash of the empty request body. The following steps show signature calculations and construction of
the Aut hori zat i on header.

1. StringToSign

a. CanonicalRequest

CGET
/test.txt

host : exanpl ebucket . s3. amazonaws. com

range: byt es=0-9

X-ane-cont ent - sha256: e3b0c44298f c1c149af

bf 4c8996f b92427ae41e4649h934ca495991b7852b855
x- ane- dat e: 20130524T000000Z

host ; range; x- anz- cont ent - sha256; x- ane- dat e
e3b0c44298f c1c149af bf 4c8996f h92427ae41e4649b934ca495991b7852h855

In the canonical request string, the last line is the hash of the empty request body. The third line
is empty because there are no query parameters in the request.

b. StringToSign

AWB4- HVAC- SHA256

20130524T000000Z

20130524/ us- east - 1/ s3/ aws4_r equest

7344ae5b7eebc3e7e6b0f e0640412a37625d1f bf f f 95c48bbb2dc43964946972

2. SigningKey

signi ng key = HVAC- SHA256( HVAC- SHA256 ( HVAC- SHA256 ( HVAC- SHA256( " AWB4"  +
"<Your Secr et AccessKey>", "20130524"), "us-east-1"),"s3"), "aws4_request")

3. Signature

f 0e8bdb87c964420e857bd35b5d6ed310bd44f 0170aba48dd91039c6036bdb41

4. Authorization header

The resulting Aut hor i zat i on header is as follows:

AWB4- HVAC- SHA256 Cr edent i al =AKI Al OSFODNN7EXAMPLE/ 20130524/ us- east -

1/ s3/ aws4_request, Si gnedHeader s=host ; r ange; x- anz- cont ent - sha256; x- ane-
dat e, Si gna

t ur e=f 0e8bdb87c964420e857bd35b5d6ed310bd44f 0170aba48dd91039c6036bdb41
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Example: PUT Object

This example PUT request creates an object (t est $fi | e. t ext) in exanpl ebucket . The example

assumes the following:

¢ You are requesting REDUCED REDUNDANCY as the storage class by adding the x- anz- st or age- cl ass
request header. For information about storage classes, see Storage Classes in the Amazon Simple
Storage Service Developer Guide.

¢ The content of the uploaded file is a string, "Wel cone t o Amazon S3." The value of
X-ane- cont ent - sha256 in the request is based on this string.

For information about the API action, see PUT Object (p. 299).

PUT test$file.text HTTP/1.1

Host :
Dat e:

Aut hori zati on:
X-ane- dat e:
X-ane- st or age- cl ass:

exanpl ebucket . s3. anazonaws. com
24 NMay 2013 00: 00: 00 GvVIr

Si gnat ur eToBeCal cul at ed
20130524T000000Z
REDUCED_REDUNDANCY

X-ane-cont ent - sha256: 44ce7dd67c959e0d3524f f ac1771df
bba87d2b6b4b4e99e42034a8b803f 8b072

<Payl oad>

The following steps show signature calculations.

1. StringToSign

a.

CanonicalRequest

/testR4fil e.text

24 May 2013 00: 00: 00 GMVr

host : exanpl ebucket . s3. amazonaws. com

X-anz- cont ent - sha256: 44ce7dd67c959e0d3524f f ac1771df
bba87d2b6b4b4e99e42034a8b803f 8b072

X-anz- dat e: 20130524T000000Z

X-ane- st or age- cl ass: REDUCED REDUNDANCY

dat e; host ; x- anez- cont ent - sha256; x- anz- dat e; x- anz- st or age- cl ass
44ce7dd67c959e0d3524f f ac1771df bba87d2b6b4b4e99e42034a8b803f 8b072

In the canonical request, the third line is empty because there are no query parameters in the
request. The last line is the hash of the body, which should be same as the
X- ane- cont ent - sha256 header value.

StringToSign

AVWB4- HVAC- SHA256

20130524T000000Z

20130524/ us- east - 1/ s3/ aws4_r equest

9e0e90d9c76de8f a5b200d8c849cd5hb8dc7a3be3951ddb7f 6a76b4158342019d
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2. SigningKey

signi ng key = HVAC- SHA256( HVAC- SHA256( HVAC- SHA256 ( HVAC- SHA256( " AWB4"  +
"<Your Secr et AccessKey>", "20130524"), "us-east-1"),"s3"), "aws4_request")

3. Signature

98ad721746da40c64f 1a55b78f 14c238d841eal380cd77alb5971af Oecel08bd

4. Authorization header

The resulting Aut hor i zat i on header is as follows:

AWB4- HVAC- SHA256 Cr edent i al =AKI Al OSFODNN7EXAMPLE/ 20130524/ us- east -

1/ s3/ aws4_r equest, Si gnedHeader s=dat e; host ; x- anz- cont ent - sha256; x- anz- dat e; x-
anz- st or age- cl ass, Si gna

ture=98ad721746da40c64f 1a55b78f 14c238d841eal380cd77alb5971af Oecel08bd

Example: GET Bucket Lifecycle

The following GET request retrieves the lifecycle configuration of exanpl ebucket . For information about
the API action, see GET Bucket lifecycle (p. 117).

GET ?lifecycle HITP/1.1

Host: exanpl ebucket . s3. amazonaws. com

Aut hori zati on: SignatureToBeCal cul at ed
x-ane-date: 20130524T000000Z

X-anz- cont ent - sha256: e3b0c44298f c1c149af

bf 4c8996f b92427ae41e4649b934ca495991b7852b855

Because the request does not provide any body content, the x- anz- cont ent - sha256 header value is
the hash of the empty request body. The following steps show signature calculations.

1. StringToSign

a. CanonicalRequest

GET
/
lifecycle=

host : exanpl ebucket . s3. amazonaws. com

X-anz- cont ent - sha256: e3b0c44298f c1c149af

bf 4c8996f b92427ae41e4649b934ca495991b7852b855
x-ane- dat e: 20130524T000000Z

host ; x- anz- cont ent - sha256; x- anz- dat e
e3b0c44298f c1cl49af bf 4c8996f h92427ae41e4649b934ca495991b7852b855

In the canonical request, the last line is the hash of the empty request body.
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b. StringToSign

AVWB4- HVAC- SHA256

20130524T000000Z

20130524/ us- east - 1/ s3/ aws4_r equest

9766c798316f f 2757b517bc739a67f 6213b4ab36dd5da2f 94eaebhf 79c77395ca

2. SigningKey

signi ng key = HVAC- SHA256( HVAC- SHA256( HVAC- SHA256 ( HVAC- SHA256( " AWB4"  +
"<Your Secr et AccessKey>", "20130524"), "us-east-1"),"s3"), "aws4_request")

3. Signature

f ea454ca298b7dalc68078a5d1bdbf bbe0d65¢c699e0f 91ac7a200a0136783543

4. Authorization header

The resulting Aut hor i zat i on header is as follows:

AWB4- HVAC- SHA256 Cr edent i al =AKI Al OSFODNN7EXAMPLE/ 20130524/ us- east -
1/ s3/ aws4_r equest, Si gnedHeader s=host ; x- anz- cont ent - sha256; x- anz- dat e, Si gna
t ur e=f ea454ca298b7dalc68078a5d1bdbf bbe0d65¢c699e0f 91ac7a200a0136783543

Example: Get Bucket (List Objects)

The following example retrieves a list of objects from exanpl ebucket bucket. For information about the
API action, see GET Bucket (List Objects) Version 1 (p. 100).

GET ?max- keys=2&prefix=J HITP/ 1.1

Host: exanpl ebucket . s3. amazonaws. com

Aut hori zation: SignatureToBeCal cul ated
x-ane-date: 20130524T000000Z

X-ane-cont ent - sha256: e3b0c44298f c1c149af

bf 4c8996f h92427ae41e4649b934ca495991b7852h855

Because the request does not provide a body, the value of x- anz- cont ent - sha256 is the hash of the
empty request body. The following steps show signature calculations.

1. StringToSign

a. CanonicalRequest

GET
/
max- keys=2&pr efi x=J

host : exanpl ebucket . s3. amazonaws. com
X-ane-cont ent - sha256: e3b0c44298f c1c149af

bf 4c8996f b92427ae41e4649b934ca495991b7852b855
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x-ane- dat e: 20130524T000000Z

host ; x- anz- cont ent - sha256; x- ane- dat e
e3b0c44298f clc149af bf 4c8996f b92427ae41e4649b934ca495991b7852b855

In the canonical string, the last line is the hash of the empty request body.
b. StringToSign

AVWB4- HVAC- SHA256

20130524T000000Z

20130524/ us- east - 1/ s3/ aws4_r equest

df 57d21db20da04d7f a30298dd4488ha3a2b47ca3a489c74750e0f 1le7df 1b9b7

2. SigningKey

signi ng key = HVAC- SHA256( HVAC- SHA256( HVAC- SHA256 ( HVAC- SHA256( " AWB4"  +
"<Your Secr et AccessKey>", "20130524"), "us-east-1"),"s3"), "aws4_request")

3. Signature

34b48302e7b5f a45bde8084f 4b7868a86f 0a534bc59db6670ed5711ef 69dc6f 7

4. Authorization header

The resulting Aut hor i zat i on header is as follows:

AWB4- HVAC- SHA256 Cr edent i al =AKI Al OSFODNN7EXAMPLE/ 20130524/ us- east -
1/ s3/ aws4_r equest, Si gnedHeader s=host ; x- anz- cont ent - sha256; x- anz- dat e, Si gna
t ur e=34b48302e7b5f a45bde8084f 4b7868a86f 0a534bc59db6670ed5711ef 69dc6f 7
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Signature Calculations for the Authorization
Header: Transferring Payload in Multiple Chunks
(Chunked Upload) (AWS Signature Version 4)

As described in the Overview (p. 17), when authenticating requests using the Aut hori zat i on header,
you have an option of uploading the payload in chunks. You can send data in fixed size or variable size
chunks. This section describes the signature calculation process in chunked upload, how you create the
chunk body, and how the delayed signing works where you first upload the chunk, and send its signature
in the subsequent chunk. The example section (see Example: PUT Object (p. 36)) shows signature
calculations and resulting Aut hor i zat i on headers that you can use as test suite to verify your code.

Note

When transferring data in a series of chunks, you must use the Cont ent - Lengt h HTTP header
to explicitly specify the total content length (object length in bytes plus metadata in each chunk).
This will require you to pre-compute the total length of the payload including the metadata you

will send in each chunk before starting your request. The x- anz- decoded- cont ent - | engt h
header will contain the size of the object length in bytes.

Each chunk signature calculation includes the signature of the previous chunk. To begin with, you create
a seed signature using only the headers. You use the seed signature in the signature calculation of the
first chunk. For each subsequent chunk, you create a chunk signature that includes signature of the
previous chunk. Thus, the chunk signatures are chained together; that is, signature of chunk n is a function
F(chunk n, signature(chunk n-1)). The chaining ensures you send the chunks in correct order.

To perform a chunked upload, do the following:
1. Decide payload chunk size. You need this when you write the code.

Chunk size must be at least 8 KB. We recommend a chunk size of a least 64 KB for better performance.
This chunk size applies to all chunk except the last one. The last chunk you send can be smaller than
8 KB. If your payload is small and can fit in one chunk, then it can be smaller than the 8 KB.

2. Create the seed signature for inclusion in the first chunk. For more information, see Calculating the
Seed Signature (p. 32).

3. Create the first chunk and stream it. For more information, see Defining the Chunk Body (p. 35).

4. For each subsequent chunk, calculate the chunk signature that includes the previous signature in the
string you sign, construct the chunk and send it. For more information, see Defining the Chunk
Body (p. 35).

5. Send the final additional chunk, same as other chunks in construction, but it has zero data bytes. For
more information, see Defining the Chunk Body (p. 35).

Calculating the Seed Signature

The following diagram illustrates the process of calculating the seed signature.
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1. Canonical Request “GET* | "PUT"| "POST" | ..
HTTP Verb +“\n" + UriEncode(<resource>)

Canonical URI +"\n" + UriEncode(<QueryParameteri>) + "=" + "UEncode{<value>) + "&" +
UriEncode(<QueryParameter2>) + "=" + "UriEncode(<value>) + "&" + |Sorted by
QueryPararmeler

Canonical Query String + in"+ UI:'I.E.HGDdB[(QUEFyFEFaﬂTefeI"N’] +"=" + "UriEncode(<value>)

Sorted by
HeaderName

Lowercase(<HeaderNameZ=) + "" + Trim(<value=) + "n"

Canonical Headers +\n” + Lowearcase(<HeaderNamea1>) + ™" +Trim(<value>) + "~
Signed Headers + “in" +

Lowercase(<HeaderNameN=) + " + Trim{<value>) + "\n"

“UNSIGNED-

' Sorted by
PAYLOAD" Le -Head 1)+ "+ L (<t 2>)
"—[ +"" 4 ..+ Lowercase (<HeaderNameN=) HeaderName

2. StringToSign

( )
“AWS4-HMAC-SHA256" + “in”
* [ Fomat 1508601, e.g. 20130524T0000002" |

TimeStamp + “In” + I
[ "<yyyymmdd=l<AWS Region=Is3lawsd_request” ]

Scope + " + e.9., "20130524/us-east-1/s3/awsd_request”

|| Hex(SHAZ56Hash(Canonical Request)) J

SigningKey = HMAC-5HAZ256(DateRegionServiceKey, -awsd_request)

—J
3. Signature
st —— )
|
: Datekey = HMAC-SHAZ56 ("AWSA4" + "<SecretAccessKey>", "<yyyymmdd>")
| DateRegionKey = HMAC-SHAZ256(DateKey, "<aws-region="
: DateRegionServiceKey = HMAC-SHA256(DateRegionKey, "<aws-service>"
|
|

———

The following table describes the functions that are shown in the diagram. You need to implement code
for these functions.

Function Description

Lower case() Convert the string to lowercase.

Hex() Lowercase base 16 encoding.

SHA256Hash() Secure Hash Algorithm (SHA) cryptographic hash function.

HVAC- SHA256( ) Computes HMAC by using the SHA256 algorithm with the signing
key provided. This is the final signature.

Trim() Remove any leading or trailing whitespace.
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Function Description
Uri Encode() URI encode every byte. UriEncode() must enforce the following rules:

» URI encode every byte except the unreserved characters: 'A'-'Z',
'a-'z','0-'9, L and '~

» The space character is a reserved character and must be encoded
as "%20" (and not as "+").

« Each URI encoded byte is formed by a '%' and the two-digit
hexadecimal value of the byte.

* Letters in the hexadecimal value must be uppercase, for example
"%1A".

» Encode the forward slash character, '/', everywhere except in the
object key name. For example, if the object key name is pho-
t os/ Jan/ sanpl e. j pg, the forward slash in the key name is not
encoded.

Caution

The standard UriEncode functions provided by your devel-
opment platform may not work because of differences in
implementation and related ambiguity in the underlying
RFCs. We recommend that you write your own custom Uri-
Encode function to ensure that your encoding will work.

The following is an example uri-encode() function in Java.

public static String Ui Encode(Char Sequence i nput,
bool ean encodeSl ash) {
StringBuil der result = new StringBuilder();

for (int i =0; i < input.length(); i++)

char ch = input.charAt(i);
if ((ch>"A & ch <="'Z") || (ch
>='a" & ch <="'2z") || (ch>="'0" & ch <="'9") ||
ch=="_"1]] ch="-"]] ch="~ || ch==".")
{
resul t. append(ch);
} elseif (ch=="/") {
resul t. append(encodeSl ash ? "9%2F"

ch);
} else {
resul t. append(toHexUTF8(ch));
}
}
return result.toString();
}

For information about the signing process, see Signature Calculations for the Authorization Header:
Transferring Payload in a Single Chunk (AWS Signature Version 4) (p. 20). The process is the same
except that the creation of Canoni cal Request differs as follows:

< In addition to the request headers you plan to add, you must include the following headers:
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Header
X-ane-cont ent -
sha256

Cont ent - Encodi ng

X- ane- decoded- con-
tent-length

Content - Length

Description

This header is required for all AWS Signature Version 4 requests. Set the
value to STREAM NG- AWs4- HVAC- SHA256- PAYLOAD to indicate that the
signature covers only headers and that there is no payload.

Set the value to aws- chunked.

Amazon S3 supports multiple content encodings. For example:

Cont ent - Encodi ng : aws- chunked, gzi p

That is, you can specify your custom content-encoding when using Signature
Version 4 streaming API.

Note

S3 will store the resulting object without the aws- chunked encod-
ing. Therefore, when you retrieve the object it will not be aws-
chunked encoded.

Set the value to the length, in bytes, of the data to be chunked, without
counting any metadata. For example, if you are uploading a 4 GB file, set
the value to 4294967296.

Set the value to the length of your data, including the metadata. Each chunk
will have metadata, such as the signature of the previous chunk. Chunk
calculations are discussed in the following section.

You send the first chunk with the seed signature. You will need to construct the chunk as described in

the following section.

Defining the Chunk Body

All chunks include some metadata. Each chunk must conform to the following structure:

string(l nt HexBase(chunk-size)) + "; chunk-signature=" + signature + \r\n + chunk-

data + \r\n

Where:

* | nt HexBase() is a function that you will write to convert an integer chunk-size to hexadecimal. For
example, if chunk-size is 65536, hexadecimal string is "1000".

¢ chunk- si ze is the size, in bytes, of the chunk-data, without metadata. For example, if you are uploading
a 65 KB object and using a chunk size of 64 KB, you upload the data in three chunks: the first would
be 64 KB, the second 1 KB, and the final chunk with 0 bytes.

¢ si gnat ur e For each chunk, you calculate signature using the following string to sign. For the first
chunk, you use the seed-signature as the previous signature.
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StringToSign
"AWS-HMAC-SHA}.‘:S—PAYLQAD’ +in"
DateTime + “in" +
Scope + I’
PreviousSignature + "n”
Hex(SHA256Hash{™)) + "
Hex(SHA256Hashicurrent-chunk-data))
Signature
____________________________________________ )
|
DateKey = HMAC-SHA256 ("AWS4" + "<SecretAccessiey=", "<yyyymmdd=") :
DateRegionKey = HMAC-SHA256(DateKey, < . H
DateRegionServiceKey = HMAC-SHA256(DateRegionkey, services" |
Signingkey = HMAC-SHA256(DateRegionServicekey, “awsd-request) :
|
|
|
1
|
|

The size of the final chunk data that you send is 0, although the chunk body will still contain metadata,
including the signature of the previous chunk.

Example: PUT Object

You can use the examples in this section as a reference to check signature calculations in your code.
Before you review the examples, note the following:

¢ The signature calculations in these examples use the following example security credentials.

Parameter Value
AWBAccessKeyl d AKI Al OSFODNN7EXAMPLE
AWSSecr et AccessKey | wdal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

¢ All examples use the request timestamp 20130524T000000Z (Fri, 24 May 2013 00: 00: 00 GM).
¢ All examples use exanpl ebucket as the bucket name.

« The bucket is assumed to be in the US East (N. Virginia) region, and the credential Scope and the
Si gni ng Key calculations use us- east - 1 as the region specifier. For more information, see Regions
and Endpoints in the Amazon Web Services General Reference.

¢ You can use either path style or virtual-hosted style requests. The examples below show use
virtual-hosted style requests, for example:

htt ps://exanpl ebucket . s3. amazonaws. coni phot os/ phot ol. j pg

For more information, see Virtual Hosting of Buckets in the Amazon Simple Storage Service Developer
Guide.

Example: PUT Object

The following example sends a PUT request to upload an object. The signature calculations assume the
following:

* You are uploading a 65 KB text file, and the file content is a one-character string made up of the letter

a.

¢ The chunk size is 64 KB. As a result, the payload will be uploaded in three chunks, 64 KB, 1 KB, and
the final chunk with 0 bytes of chunk data.

¢ The resulting object has the key name chunkObj ect . t xt .
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« You are requesting REDUCED REDUNDANCY as the storage class by adding the x- anz- st or age- cl ass
request header.

For information about the API action, see PUT Object (p. 299). The general request syntax is as follows:

PUT / exanpl ebucket/chunkCbj ect.txt HITP/ 1.1

Host: s3. amazonaws. com

x-anz-date: 20130524T000000Z

X-ane- st orage- cl ass: REDUCED_ REDUNDANCY

Aut hori zation: SignatureToBeCal cul ated

X-anz-cont ent - sha256: STREAM NG AW54- HVAC- SHA256- PAYLQAD
Cont ent - Encodi ng: aws- chunked

x-ane-decoded- content -1 engt h: 66560

Cont ent - Lengt h: 66824

<Payl| oad>

The following steps show signature calculations.
1. Seed signature — Create String to Sign

1. CanonicalRequest

PUT
| exanpl ebucket / chunkCbj ect . t xt

cont ent - encodi ng: aws- chunked

content -1 engt h: 66824

host : s3. amazonaws. com

X-ane- cont ent - sha256: STREAM NG AWs4- HVAC- SHA256- PAYLQAD
x-ane- dat e: 20130524T000000Z

x-ane- decoded- cont ent - | engt h: 66560

X-ane- st or age- cl ass: REDUCED REDUNDANCY

cont ent - encodi ng; cont ent - | engt h; host ; x- ane- cont ent - sha256; x- anz- dat e; x-
anz- decoded- cont ent - | engt h; x- anz- st or age- cl ass
STREAM NG AWS4- HVAC- SHA256- PAYLQAD

In the canonical request, the third line is empty because there are no query parameters in the
request. The last line is the constant string provided as the value of the hashed Payload which
should be same as the value of x- anz- cont ent - sha256 header.

2. StringToSign

AVWB4- HVAC- SHA256

20130524T000000Z

20130524/ us- east - 1/ s3/ aws4_r equest

cee3f ed04b70f 867d036f 722359b0b1f 2f 0e5dcOef adbc082b76c4c60e316455

Note
For information about each of line in the string to sign, see the diagram that explains
seed signature calculation.
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SignhingKey

signi ng key = HVAC- SHA256( HVAC- SHA256( HVAC- SHA256 ( HVAC- SHA256( " AWB4"  +
"<Your Secr et AccessKey>", "20130524"), "us-east-1"),"s3"), "aws4_request")

Seed Signature

4f 232c4386841ef 735655705268965c44a0e4690baadadeal53f 7db9f a80ala9

Authorization header

The resulting Authorization header is as follows:

AWB4- HVAC- SHA256 Cr edent i al =AKI Al OSFODNN7EXAMPLE/ 20130524/ us- east -

1/ s3/ aws4_r equest, Si gnedHeader s=cont ent - encodi ng; cont ent - | engt h; host ; x- ane-
cont ent - sha256; x- ane- dat e; x- ane- decoded- cont ent - | engt h; x- anz- st or age-

cl ass, Si gnat ur e=4f 232c4386841ef 735655705268965c44a0e4690baadad

eal53f 7db9f a80a0a9

Chunk 1: (65536 bytes, with value 97 for letter 'a’)

1. Chunk string to sign:

AWB4- HVAC- SHA256- PAYLOAD

20130524T000000Z

20130524/ us- east - 1/ s3/ aws4_r equest

4f 232c4386841ef 735655705268965c44a0e4690baadadeal53f 7db9f a80a0a9
e3b0c44298f c1cl149af bf 4c8996f h92427ae41e4649b934ca495991b7852b855
bf 718b6f 653bebc184e1479f 1935b8da974d701b893af cf 49e701f 3e2f 9f 9c5a

Note

To information about each line in the string to sign, see the preceding diagram that
show various components of the string to sign (for example, the last three lines are,
previ ous-si gnat ur e, hash(""), and hash(current - chunk- dat a) ).

2. Chunk signature:

ad80c730a21e5b8d04586a2213dd63b9a0e99e0e2307h0ade35a65485a288648

3. Chunk data sent:

10000; chunk- si gna
t ur e=ad80c730a21e5b8d04586a2213dd63b9a0e99e0e2307b0ade35a65485a288648
<65536- byt es>

Chunk 2: (1024 bytes, with value 97 for letter 'a")

1. Chunk string to sign:
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AWB4- HVAC- SHA256- PAYLOAD

20130524T000000Z

20130524/ us- east - 1/ s3/ aws4_r equest
ad80c730a21e5b8d04586a2213dd63b9a0e99e0e2307h0ade35a65485a288648
e3b0c44298f clcl149af bf 4c8996f b92427ae41e4649b934ca495991b7852h855
2edc986847e209b4016e141a6dc8716d3207350f 416969382d431539bf 292e4a

2. Chunk signature:

0055627c9e194ch4542bae2aa5492e3c1575bbb81b612b7d234b86a503ef 5497

3. Chunk data sent:

400; chunk- si gna
t ur e=0055627c9e194cb4542bae2aa5492e3¢c1575bbb81b612b7d234b86a503ef 5497
<1024 bytes>

7. Chunk 3: (0 byte data)

1. Chunk string to sign:

AWB4- HVAC- SHA256- PAYLOAD

20130524T000000Z

20130524/ us- east - 1/ s3/ aws4_r equest
0055627c9e194ch4542bae2aa5492e3¢c1575bbb81b612b7d234b86a503ef 5497
e3b0c44298f clcl149af bf 4c8996f b92427ae41e4649b934ca495991b7852h855
e3b0c44298f clcl149af bf 4c8996f b92427ae41e4649b934ca495991b7852h855

2. Chunk signature:

b6c6eaBab5354eaf 15b3ch7646744f 4275b71ea724f ed81lceb9323e279d449df 9

3. Chunk data sent:

0; chunk- si gna
t ur e=b6c6ea8ab354eaf 15b3ch7646744f 4275b71ea724f ed81ceb9323e279d449df 9

Authenticating Requests: Using Query
Parameters (AWS Signature Version 4)

As described in the authentication overview (see Authentication Methods (p. 16)), you can provide
authentication information using query string parameters. Using query parameters to authenticate requests
is useful when you want to express a request entirely in a URL. This method is also referred as presigning
a URL.
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A use case scenario for presigned URLSs is that you can grant temporary access to your Amazon S3
resources. For example, you can embed a presigned URL on your website or alternatively use it in
command line client (such as Curl) to download objects.

The following is an example presigned URL.

https://s3. amazonaws. conf exanpl ebucket/test.txt

?X- Anz- Al gori t hm=AWS4- HVAC- SHA256

&X- Anz- Credent i al =<your - access- key-i d>/ 20130721/ us- east - 1/ s3/ aws4_r equest
&X- Anez- Dat e=20130721T201207Z

&X- Anz - Expi r es=86400
&X- Anz- Si gnedHeader s=host

&X- Anz- Si gnat ur e=<si gnat ur e- val ue>

In the example URL, note the following:

¢ The line feeds are added for readability.

e The X- Anz- Credenti al value in the URL shows the "/" character only for readability. In practice, it
should be encoded as ¥2F. For example:

&X- Anez- Credent i al =<your - access- key-i d>%2F20130721%2Fus- east - 1%2Fs3%Faws4_re

quest

The following table describes the query parameters in the URL that provide authentication information.

Query String Parameter Name | Example Value

X- Anz- Al gorithm

X- Anz- Credent i al

Identifies the version of AWS Signature and the algorithm that you
used to calculate the signature.

For AWS Signature Version 4, you set this parameter value to AW54-
HMAC- SHA256. This string identifies AWS Signature Version 4
(AWS4) and the HMAC-SHA256 algorithm (HMAC-SHA256).

In addition to your access key ID, this parameter also provides scope
(AWS region and service) for which the signature is valid. This value
must match the scope you use in signature calculations, discussed
in the following section. The general form for this parameter value is
as follows:

<your - access- key- i d>/ <dat e>/ <AW5- r egi on>/ <AWE- ser
vi ce>/ aws4_r equest

For example:

AKI Al OSFODNN7EXAMPLE/ 20130721/ us-east -1/ s3/ aws4_re
quest

For Amazon S3, the AWS- ser vi ce string is s3. For a list of S3 AWG-
r egi on strings, see Regions and Endpoints in the AWS General
Reference.
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Query String Parameter Name | Example Value

X- Anz- Dat e The date in ISO 8601 format, for example, 20130721T201207Z.
This value must match the date value used to calculate the signature.

X- Anz- Expi res Provides the time period, in seconds, for which the generated
presigned URL is valid. For example, 86400 (24 hours). This value
is an integer. The minimum value you can set is 1, and the maximum
is 604800 (seven days).

A presigned URL can be valid for a maximum of seven days because
the signing key you use in signature calculation is valid for up to
seven days.

X- Anz- Si gnedHeader s Lists the headers that you used to calculate the signature. The follow-
ing headers are required in the signature calculations:

e The HTTP host header.
* Any x- anz-* headers that you plan to add to the request.

Note
For added security, you should sign all the request headers
that you plan to include in your request.

X- Anz- Si gnat ur e Provides the signature to authenticate your request. This signature
must match the signature Amazon S3 calculates; otherwise, Amazon

S3 denies the request. For example,
733255ef 022bec3f 2a8701cd61d4b371f 3f 28¢9f 193alf 02279211d48d5193d7

Signature calculations are described in the following section.

Calculating a Signature

The following diagram illustrates the signature calculation process.
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1. Canonical Request “GET" | "PUT" | "POST"| ..
HTTP Verb +“\n" + UriEncode(<resource>)

Canonical URI +"\n" + UriEncode(<QueryParameteri>) + "=" + "UEncode{<value>) + "&" +
UriEncode(<QueryParameter2>) + "=" + "UriEncode(<value>) + "&" + |Sorted by
QueryPararmeler

Canonical Query String + in"+ Ul:i.léncode[‘OUsFyParam!erN’J +"=" + "UriEncode(<value>)

Canonical Headers +\n” Lowercase(<HeaderName1>) + "" +Trim(<value>) + "\n"
Lowercase(<HeaderNameZ=) + "" + Trim(<value=) + "n" Sorted by

Headerh,
Signed Headers + “in" + erName

Lowercase(<HeaderNameN=) + " + Trim{<value>) + "\n"

“UNSIGNED-

" Sorted by
PAYLOAD" Le -Head 1)+ "+ L (<t 2>)
"—[ +"" 4 ..+ Lowercase (<HeaderNameN=) HeaderName

2. StringToSign

( )
“AWS4-HMAC-SHA256" + “in”
* [ Fomat 1508601, e.g. 20130524T0000002" |

TimeStamp +“\In” + I
[ "<yyyymmdd=/<AWS Region=Is3/aws4_request” ]

Scope +n" + e.9., “20130524/us-east-1/s3/aws4_request”

| Hex{SHA256Hash({Canonical Request)) J

P —
3. Signature
- - - - T A
|
: Datekey = HMAC-SHAZ56 ("AWSA4" + "<SecretAccessKey>", "<yyyymmdd>")
| DateRegionKey = HMAC-SHAZ256(DateKey, "<aws-region="
| DateRegionServiceKey = HMAC-SHA256(DateRegionKey, "<aws-service>"
: SigningKey = HMAC-5HAZ256(DateRegionServiceKey, -awsd_request)
l

&
g
:
g
z
8
z
5
£
g
H
%

The following table describes the functions that are shown in the diagram. You need to implement code
for these functions.

Function Description

Lower case() Convert the string to lowercase.

Hex() Lowercase base 16 encoding.

SHA256Hash() Secure Hash Algorithm (SHA) cryptographic hash function.

HVAC- SHA256( ) Computes HMAC by using the SHA256 algorithm with the signing
key provided. This is the final signature.

Trim() Remove any leading or trailing whitespace.
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Function Description

Uri Encode() URI encode every byte. UriEncode() must enforce the following rules:

» URI encode every byte except the unreserved characters: 'A'-'Z',
'a-'z','0-'9, L and '~

» The space character is a reserved character and must be encoded
as "%20" (and not as "+").

« Each URI encoded byte is formed by a '%' and the two-digit
hexadecimal value of the byte.

* Letters in the hexadecimal value must be uppercase, for example
"%1A".

» Encode the forward slash character, '/', everywhere except in the
object key name. For example, if the object key name is pho-
t os/ Jan/ sanpl e. j pg, the forward slash in the key name is not
encoded.

Caution

The standard UriEncode functions provided by your devel-
opment platform may not work because of differences in
implementation and related ambiguity in the underlying
RFCs. We recommend that you write your own custom Uri-
Encode function to ensure that your encoding will work.

The following is an example uri-encode() function in Java.

public static String Ui Encode(Char Sequence i nput,
bool ean encodeSl ash) {
StringBuil der result = new StringBuilder();

for (int i =0; i < input.length(); i++)

char ch = input.charAt(i);
if ((ch>"A & ch <="'Z") || (ch
>='a" & ch <="'2z") || (ch>="'0" & ch <="'9") ||
ch=="_"1]] ch="-"]] ch="~ || ch==".")
{
resul t. append(ch);
} elseif (ch=="/") {
resul t. append(encodeSl ash ? "9%2F"

ch);
} else {
resul t. append(toHexUTF8(ch));
}
}
return result.toString();
}

For more information about the signing process (details of creating a canonical request, string to sign,
and signature calculations), see Signature Calculations for the Authorization Header: Transferring Payload
in a Single Chunk (AWS Signature Version 4) (p. 20). The process is generally the same except that the
creation of CanonicalRequest in a presigned URL differs as follows:
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* You don't include a payload hash in the Canonical Request, because when you create a presigned
URL, you don't know the payload content because the URL is used to upload an arbitrary payload.
Instead, you use a constant string UNSI GNED- PAYL QAD.

» The Canonical Query String must include all the query parameters from the preceding table except
for X- Anz- Si gnat ur e.

» Canonical Headers must include the HTTP host header. If you plan to include any of the x- anz- *
headers, these headers must also be added for signature calculation. You can optionally add all other
headers that you plan to include in your request. For added security, you should sign as many headers
as possible.

An Example

Suppose you have an object t est . t xt in your exanpl ebucket bucket. You want to share this object
with others for a period of 24 hours (86400 seconds) by creating a presigned URL.

https://s3. amazonaws. conf exanpl ebucket/test.txt

?X- Anez- Al gori t hmrAWB4- HVAC- SHA256

&X- Anz- Or edent i al =AKI Al CSFODNN7 EXAMPLEY2F201305249%2Fus- east - 19%2Fs3%2Faws4_r equest
&X- Anz- Dat €=20130524T000000Z&X- Az - Expi r es=864008&X- Ane- Si gnedHeader s=host

&X- Anz- Si gnat ur e=<si gnat ur e- val ue>

The following steps illustrate first the signature calculations and then construction of the presigned URL.
The example makes the following additional assumptions:

* Requesttimestampis Fri, 24 May 2013 00: 00: 00 GMI.

» The bucket is in the US East (N. Virginia) region, and the credential Scope and the Si gni ng Key
calculations use us- east - 1 as the region specifier. For more information, see Regions and Endpoints
in the AWS General Reference.

You can use this example as a test case to verify the signature that your code calculates; however, you
must use the same bucket name, object key, time stamp, and the following example credentials:

Parameter Value
AWBAccessKeyl d AKI Al OSFODNN7EXANMPLE

AWSSecr et AccessKey | wdal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

1. StringToSign

a. CanonicalRequest

GET

/test.txt

X- Ane- Al gor i t hmeFAWB4- HVAC- SHA2568&X- Anz- Cr edent i al =AKI Al OSFODNN7EX
AMPLEY2F20130524%2Fus- east - 19%2Fs3%2Faws4_r equest &X- Ane-

Dat e=20130524T000000Z&X- Ane- Expi r es=864008&X- Anz- Si gnedHeader s=host
host : exanpl ebucket . s3. amazonaws. com

host
UNSI GNED- PAYLOAD
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b. StringToSign

AVWB4- HVAC- SHA256

20130524T000000Z

20130524/ us- east - 1/ s3/ aws4_r equest

3bf a292879f 6447bbcda7001decf 97f 4a54dc650c8942174ae0a9121cf 58ad04

SigningKey

signi ng key = HVAC- SHA256( HVAC- SHA256( HVAC- SHA256 ( HVAC- SHA256( " AWB4"  +
"<Your Secr et AccessKey>", "20130524"), "us-east-1"),"s3"), "aws4_request")

Signature

aeeed9bbccd4d02ee5c0109b86d86835f 995330da4c265957d157751f 604d404

Now you have all information to construct a presigned URL. The resulting URL for this example is
shown as follows (you can use this to compare your presigned URL):

htt ps://exanpl ebucket. s3. amazonaws. com t est . t xt 2X- Anez- Al gori t hmrAWB4- HVAC-
SHA256&X- Anz- Cr edent i al =AKI Al OSFODNN7 EXAMPLEY2F20130524%2Fus- east -
192Fs3%2Faws4_r equest &X- Anz- Dat e=20130524T0O00000Z&X- Anz- Expi r es=86400&X- Anz-
Si gnedHeader s=host &X- Anz- Si gna

t ur ezaeeed9bbccd4d02ee5c0109b86d86835f 995330dad4c265957d157751f 604d404

Examples: Signature Calculations in AWS
Signature Version 4

Topics

¢ Signature Calculation Examples Using Java (AWS Signature Version 4) (p. 46)
« Examples of Signature Calculations Using C# (AWS Signature Version 4) (p. 47)

For authenticated requests, unless you are using the AWS SDKs, you have to write code to calculate
signatures that provide authentication information in your requests. Signature calculation in AWS Signature
Version 4 (see Authenticating Requests (AWS Signature Version 4) (p. 15)) can be a complex undertaking,
and we recommend that you use the AWS SDKs whenever possible.

This section provides examples of signature calculations written in Java and C#. The code samples send
the following requests and use the HTTP Authorization header to provide authentication information:

PUT object — Separate examples illustrate both uploading the full payload at once and uploading the
payload in chunks. For information about using the Authorization header for authentication, see
Authenticating Requests: Using the Authorization Header (AWS Signature Version 4) (p. 17).

GET object — This example generates a presigned URL to get an object. Query parameters provide
the signature and other authentication information. Users can paste a presigned URL in their browser
to retrieve the object, or you can use the URL to create a clickable link. For information about using
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guery parameters for authentication, see Authenticating Requests: Using Query Parameters (AWS
Signature Version 4) (p. 39).

The rest of this section describes the examples in Java and C#. The topics include instructions for
downloading the samples and for executing them.

Signature Calculation Examples Using Java (AWS
Signature Version 4)

The Java sample that shows signature calculation can be downloaded at https://s3.amazonaws.com/
aws-java-sdk/samples/AWSS3SigV4JavaSamples.jar. In RunAl | Sanpl es. j ava, the mai n() function
executes sample requests to create an object, retrieve an object, and create a presigned URL for the
object. The sample creates an object from the text string provided in the code:

Put S3hj ect Sanpl e. put S30bj ect (bucket Nanme, regi onNane, awsAccessKey,

aws Secr et Key) ;

Get S3(Mhj ect Sanpl e. get S3Mhj ect (bucket Nane, regi onNane, awsAccessKey,

aws Secr et Key) ;

Presi gnedUr | Sanpl e. get Presi gnedUr | ToS3(hj ect (bucket Narme, regi onNanme, awsAccess

Key, awsSecr et Key);

Put S3hj ect ChunkedSanpl e. put S3(hj ect Chunked( bucket Nanme, regi onNanme, awsAccessKey,
aws Secr et Key) ;

To test the examples on a Linux-based computer
The following instructions are for the Linux operating system.

1. At a command prompt, change the directory to the directory that contains
AWBS3Si gV4JavaSanpl es. j ar.

2. Extract the source files from AWSS3Si gvV4JavaSanpl es. j ar.

jar xvf AWSS3Si gv4JavaSanpl es.j ar

3. In a text editor, open the file . / com amazonaws/ servi ces/ s3/ sanpl es/ RunAl | Sanpl es. j ava.
Update code with the following information:

¢ The name of a bucket where the new object can be created.

Note

The examples use a virtual-hosted style request to access the bucket. To avoid potential
errors, ensure that your bucket name conforms to the bucket naming rules as explained in
Bucket Restrictions and Limitations in the Amazon Simple Storage Service Developer
Guide.

* AWS region where the bucket resides.

If bucket is in the US East (N. Virginia) region, use us-east-1 to specify the region. For a list of other
AWS regions, go to Amazon Simple Storage Service (S3) in the AWS General Reference.

4. Compile the source code and store the compiled classes into the bi n/ directory.

javac -d bin -source 6 -verbose com

5. Change the directory to bi n/ , and then execute RunAl | Sanpl es.
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java com anmazonaws. servi ces. s3. sanpl e. RunAl | Sanpl es

The code runs all the methods in mai n() . For each request, the output will show the canonical request,
the string to sign, and the signature.

Examples of Signature Calculations Using C#
(AWS Signature Version 4)

The C# sample that shows signature calculation can be downloaded at
http://docs.aws.amazon.com/AmazonS3/latest/APl/samples/AmazonS3SigV4_Samples_CSharp.zip. In
Program cs, the nai n() function executes sample requests to create an object, retrieve an object, and
create a presigned URL for the object. The code for signature calculation is in the \ Si gner s folder.

Put S3Chj ect Sanpl e. Run( awsRegi on, bucket Name, "M/SanpleFile.txt");

Consol e WI teLI ne("\n\ n************************************************") .

Put S3(bj ect ChunkedSanpl e. Run( awsRegi on, bucket Nane, " M/Sanpl eFi | eChunked. t xt");

Consol e WI teLI ne("\n\ n************************************************") .

Get S3(bj ect Sanpl e. Run(awsRegi on, bucket Name, "MSanmpleFile.txt");

Consol e WI teLI ne("\n\ n************************************************") .

Presi gnedUr | Sanpl e. Run(awsRegi on bucket Nanme, "M/Sanpl eFile.txt");

To test the examples with Microsoft Visual Studio 2010 or later

. Extract the .zip file.

. Start Visual Studio, and then open the .sIn file.

. Update the App.config file with valid security credentials.
. Update the code as follows:

A WN R

e InProgram cs, provide the bucket name and the AWS region where the bucket resides. The sample
creates an object in this bucket.

5. Execute the code.

6. To verify that the object was created, copy the presigned URL that the program creates, and then
paste it in a browser window.

Authenticating Requests: Browser-Based
Uploads Using POST (AWS Signature Version

4)

Amazon S3 supports HTTP POST requests so that users can upload content directly to Amazon S3.
Using HTTP POST to upload content simplifies uploads and reduces upload latency where users upload
data to store in Amazon S3. This section describes how you authenticate HTTP POST requests. For
more information about HTTP POST requests, how to create a form, create a POST policy, and an
example, see Authenticating Requests in Browser-Based Uploads Using POST (AWS Signature Version
4) (p. 54).
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To authenticate an HTTP POST request you do the following:

1. The form must include the following fields to provide signature and relevant information that Amazon
S3 can use to re-calculate the signature upon receiving the request:

Element Name Description

policy The Base64-encoded security policy that describes what
is permitted in the request. For signature calculation this
policy is the string you sign. Amazon S3 must get this policy
so it can re-calculate the signature.

x-anz-al gorithm The signing algorithm used. For AWS Signature Version
4, the value is AW54- HVAC- SHA256.

X-ane-credenti al In addition to your access key ID, this provides scope in-
formation you used in calculating the signing key for signa-
ture calculation.

It is a string of the following form:

<your - access- key-i d>/ <dat e>/ <aws-r e-

gi on>/ <aws- servi ce>/ aws4_r equest

For example:

AKI Al OSFCDNN7EXAMPLE/ 20130728/ us- east -

1/ s3/ aws4_r equest ..

For Amazon S3, the aws-service string is s3. For a list of
Amazon S3 aws- r egi on strings, see Regions and End-
points in the AWS General Reference.

x-ane-dat e It is the date value in ISO8601 format. For example,
20130728T000000Z.

It is the same date you used in creating the signing key.
This must also be the same value you provide in the policy
(x- anz- dat e) that you signed.

X-ane- si gnature (AWS Signature Version 4) The HMAC-SHA256 hash of
the security policy.

2. The POST policy must include the following elements:

Element Name Description

x-ane-al gorithm The signing algorithm that you used to calculation the sig-
nature. For AWS Signature Version 4, the value is AWS4-
HMAC-SHA256.
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Element Name Description

x-ane-credenti al In addition to your access key ID, this provides scope in-
formation you used in calculating the signing key for signa-
ture calculation.

It is a string of the following form:

<your - access- key-i d>/ <dat e>/ <aws-r e-

gi on>/ <aws- servi ce>/ aws4_r equest

For example,

AKI Al OSFODNN7EXAMPLE/ 20130728/ us- east -
1/ s3/ aws4_r equest ..

x-ane- date The date value specified in the ISO8601 formatted string.
For example, "20130728T000000Z". The date must be

same that you used in creating the signing key for signature
calculation.

3. For signature calculation the POST policy is the string to sign.

Calculating a Signature

The following diagram illustrates the signature calculation process.
1. StringToSign

[3353-64 encoded security policy W

— T
2. Signing Key
DateKey = HMAC-SHAZ256 ("AWS4" + "<SecrelAccessKey=", "=yyyymmdd>")
DateRegionKey = HMAC-SHA256(<Hash1>, "<aws-region="
DateRegionServiceKey = HMAC-SHA256(<Hash2>, "<aws-service>"
SigningKey = HMAC-SHA256(<Hash3>, -awsd_request-)

3. Signature

HMAC-SHA256 [ SigningKey, StringToSign) ]

To Calculate a signature

1. Create a policy using UTF-8 encoding.
2. Convert the UTF-8-encoded policy to Base64. The result is the string to sign.

3. Create the signature as an HMAC-SHA256 hash of the string to sign. You will provide the signing
key as key to the hash function.

4. Encode the signature by using hex encoding.

For more information about creating HTML forms, security policies, and an example, see the following
subtopics:

¢ Creating an HTML Form (Using AWS Signature Version 4) (p. 56)

e Creating a POST Policy (p. 60)

¢ Examples: Browser-Based Upload using HTTP POST (Using AWS Signature Version 4) (p. 66)
¢ Additional Considerations for Browser-Based Uploads (p. 68)
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Amazon S3 Signature Version 4 Authentication
Specific Policy Keys

The following table shows the policy keys related Amazon S3 Signature Version 4 authentication that
can be in Amazon S3 policies. In a bucket policy, you can add these conditions to enforce specific behavior
when requests are authenticated by using Signature Version 4. For example policies, see Bucket Policy
Examples Using Signature Version 4 Related Condition Keys (p. 51).

Applicable Keys for s3: * Actions or any of the Amazon S3 Actions

Applicable Keys Description

s3: signatureversion Identifies the version of AWS Signature that you
want to support for authenticated requests. For au-
thenticated requests, Amazon S3 supports both
Signature Version 4 and Signature Version 2. You
can add this condition in your bucket policy to require
a specific signature version.

Valid values:
" AWS" identifies Signature Version 2

" AWB4- HVAC- SHA256" identifies Signature Version
4

s3: aut hType Amazon S3 supports various methods of authentic-
ation (see Authenticating Requests (AWS Signature
Version 4) (p. 15). You can optionally use this con-
dition key to restrict incoming requests to use a
specific authentication method. For example, you
can allow only the HTTP Aut hori zat i on header
to be used in request authentication.

Valid values:
REST- HEADER
REST- QUERY- STRI NG
POST
s3: si gnat ur eAge The length of time, in milliseconds, that a signature
is valid in an authenticated request.

In Signature Version 4, the signing key is valid for
up to seven days (see Introduction to Signing Re-
quests (p. 16). Therefore, the signatures are also

valid for up to seven days. You can use this condi-
tion to further limit the signature age.

Example value: 100
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Applicable Keys Description

s3: x-ane- cont ent - sha256 You can use this condition key to disallow unsigned
content in your bucket.

When you use Signature Version 4, for requests that
use the Aut hori zat i on header, you add the x-
ane- cont ent - sha256 header in the signature
calculation and then set its value to the hash pay-
load.

You can use this condition key in your bucket policy
to deny any uploads where payloads are not signed.
For example:

» Deny uploads that use presigned URLs. For more
information, see Authenticating Requests: Using
Query Parameters (AWS Signature Version
4) (p. 39).

» Deny uploads that use Authorization header to
authenticate requests but don't sign the payload.
For more information, see Signature Calculations
for the Authorization Header: Transferring Payload
in a Single Chunk (AWS Signature Version
4) (p. 20).

Valid value: UNSI GNED- PAYLOAD

Bucket Policy Examples Using Signature Version
4 Related Condition Keys

Deny any Amazon S3 action on the exanpl ebucket to anyone if request is authenticated using Signature
Version 4.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid"': "Test",
"Effect": "Deny",
"Principal": "*",
"Action": "s3:*",
"Resource": "arn:aws:s3:::exanpl ebucket/*",
"Condition": {
"StringEqual s": {
"s3:signatureversion": "AW4- HVAC- SHA256"
}
}
}
]
}

The following bucket policy denies any Amazon S3 action on objects in exanpl ebucket if the signature
is more than ten minutes old.
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Deny request if signature is nore than 10 nmin old",
"Effect": "Deny",
"Principal": "*",
"Action": "s3:*",
"Resource": "arn:aws:s3:::exanpl ebucket 3/ *",
"Condition": {
"Numer i cGr eat er Than":
"s3: si gnat ureAge": 600000
}
}
}
]
}

The following bucket policy allows only requests that use the Aut hori zat i on header for request
authentication. Any POST or presigned URL requests will be denied.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid': "Allow only requests that use Authorization header for
request authentication. Deny POST or presigned URL requests.",
"Effect": "Deny",
"Principal": "*",
"Action": "s3:*",
"Resource": "arn:aws:s3:::exanpl ebucket 3/ *",
"Condition": {
" St ringNot Equal s": {
"s3: aut hType": "REST- HEADER'
}
}
}
]
}

The following bucket policy denies any uploads that use presigned URLSs.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid': "Allow only requests that use Authorization header for
request authentication. Deny POST or presigned URL requests.",
"Effect": "Deny",
"Principal": "*",
"Action": "s3:*",
"Resource": "arn:aws:s3:::exanpl ebucket 3/ *",

"Condition": {
" St ringNot Equal s": {
"s3: x-ane-cont ent - sha256": " UNSI GNED- PAYLOAD'
}
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Authenticating Requests In
Browser-Based Uploads Using
POST (AWS Signature Version 4)

Topics
¢ Calculating a Signature (p. 55)
¢ Creating an HTML Form (Using AWS Signature Version 4) (p. 56)
¢ Creating a POST Policy (p. 60)
¢ Examples: Browser-Based Upload using HTTP POST (Using AWS Signature Version 4) (p. 66)
¢ Additional Considerations for Browser-Based Uploads (p. 68)

Amazon S3 supports HTTP POST requests so that users can upload content directly to Amazon S3. By
using POST, end users can authenticate requests without having to pass data through a secure
intermediary node that protects your credentials. Thus, HTTP POST has the potential to reduce latency.

The following figure shows an Amazon S3 upload using a POST request.
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Proxying Amazon S3 PUTs Using Amazon 53 POST

File: Transfor

Your Web Server Your Web Server

? Fie Trarster Web RN&

Your Customer Your Customer

Uploading Using POST
1 The user accesses your page from a web browser.

2 Your web page contains an HTTP form that contains all the information necessary for the user
to upload content to Amazon S3.

3 The user uploads content to Amazon S3 through the web browser.

The process for sending browser-based POST requests is as follows:

1. Create a security policy specifying conditions restricting what you want to allow in the request, such
as bucket name where objects can be uploaded, key name prefixes that you want to allow for the
object being created.

2. Create signature that is based on the policy. For authenticated requests, the form must include a valid
signature and the policy.

3. Create an HTML form that your users can access in order to upload objects to your Amazon S3 bucket.

The following section describes how to create a signature to authenticate a request. For information about
creating forms and security policies, see Creating an HTML Form (Using AWS Signature Version 4) (p. 56).

Calculating a Signature

For authenticated requests, the HTML form must include fields for a security policy and a signature.

« A security policy (see Creating a POST Policy (p. 60)) controls what is allowed in the request.

¢ The security policy is the StringToSign (see Introduction to Signing Requests (p. 16)) in your signature
calculation.
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1. StringToSign

[Base-m encoded security policy J

R —
2. Signing Key
DateKey = HMAC-SHA256 ("AWS4" + "< AccessKey>", "<yy ")
DateRegionKey = HMAC-SHA256(<Hash 1>, "<aws-region="
DateRegionServiceKey = HMAC-SHA256(<Hashz2=>, "<aws-service>"
SigningKey = HMAC-SHAZ56(<Hash3=, -aws4_request-)

3. Signature

HMAC-5HAZ56 ( SigningKey, StingToSign) ]

To Calculate a signature

Create a policy using UTF-8 encoding.

Convert the UTF-8-encoded policy bytes to Base64. The result is the StringToSign.
Create a signing key.

Use the signing key to sign the StringToSign using HMAC-SHA256 signing algorithm.

P onNPE

For more information about creating HTML forms, security policies, and an example, see the following:

¢ Creating an HTML Form (Using AWS Signature Version 4) (p. 56)

¢ Creating a POST Policy (p. 60)

« Examples: Browser-Based Upload using HTTP POST (Using AWS Signature Version 4) (p. 66)
¢ Additional Considerations for Browser-Based Uploads (p. 68)

Creating an HTML Form (Using AWS Signature
Version 4)

Topics
¢ HTML Form Declaration (p. 57)
¢ HTML Form Fields (p. 57)

To allow users to upload content to Amazon S3 by using their browsers (HTTP POST requests), you use
HTML forms. HTML forms consist of a form declaration and form fields. The form declaration contains
high-level information about the request. The form fields contain detailed request information.

This section describes how to create HTML forms. For a working example of browser-based upload using
HTTP POST and related signature calculations for request authentication, see Examples: Browser-Based
Upload using HTTP POST (Using AWS Signature Version 4) (p. 66).

The form and policy must be UTF-8 encoded. You can apply UTF-8 encoding to the form by specifying
char set =UTF- 8 in the cont ent attribute. The following is an example of UTF-8 encoding in the HTML
heading.

<htm >
<head>

<meta http-equi v="Content-Type" content="text/htm ; charset=UTF-8" />
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</ head>
<body>

Following is an example of UTF-8 encoding in a request header.

Content - Type: text/htm; charset=UTF-8

Note
The form data and boundaries (excluding the contents of the file) cannot exceed 20K.

HTML Form Declaration

The HTML form declaration has the following three attributes:

e acti on —The URL that processes the request, which must be set to the URL of the bucket. For
example, if the name of your bucket is exanpl ebucket , the URL is
http://exanpl ebucket. s3. amazonaws. coni .

Note
The key name is specified in a form field.

* nmet hod — The method must be POST.

¢ enct ype — The enclosure type (enct ype) must be set to multipart/form-data for both file uploads and
text area uploads. For more information about enct ype, see RFC 1867.

This is a form declaration for the bucket exanpl ebucket .

<form action="http://exanpl ebucket.s3. amazonaws. conl " net hod="post"

enctype="nul ti part/formdata">

HTML Form Fields

The following table describes a list of fields that you can use within a form. Among other fields, there is
a signature field that you can use to authenticate requests. There are fields for you to specify the signature
calculation algorithm (x- ane- al gori t hn, the credential scope (x- anz- cr edent i al ) that you used
to generate the signing key, and the date (x- anz- dat e) used to calculate signature. Amazon S3 uses
this information to re-create the signature. If the signatures match, Amazon S3 processes the request.

Note

The variable ${f i | enane} is automatically replaced with the name of the file provided by the
user and is recognized by all form fields. If the browser or client provides a full or partial path to
the file, only the text following the last slash (/) or backslash (\) will be used (e.g., C: \ Progr am
Files\directoryl\file.txt wil beinterpretedasfil e. txt).If nofile or file name is
provided, the variable is replaced with an empty string.

If you don't provide elements required for authenticated requests, such as the pol i cy element, the
request is assumed to be anonymous and will succeed only if you have configured the bucket for public
read and write.
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Element Name

acl

Cache- Control
Cont ent - Type

Cont ent - Di sposi tion
Cont ent - Encodi ng
Expires

key

policy

success_action_redirect

Description

An Amazon S3 access control list. If an invalid
access control list is specified, Amazon S3 denies
the request. For more information about ACLs,
see Using Amazon S3 ACLs.

Type: String
Default: private

Valid Values: private | public-read |
public-read-wite | aws-exec-read |
aut henti cat ed-read | bucket - owner-read
| bucket-owner-full-control

REST-specific headers. For more information, see
PUT Object (p. 299).

The key name of the uploaded object.

To use the file name provided by the user, use
the ${filename} variable. For example, if you up-
load a file phot 01. j pg and you specify
/user/user1/ ${fil enane} as key name, the
file is stored as / user/ user 1/ phot o1. j pg.

For more information, see Object Key and
Metadata in the Amazon Simple Storage Service
Developer Guide.

The Base64-encoded security policy that de-
scribes what is permitted in the request. For au-
thenticated requests a policy is required.

Requests without a security policy are considered
anonymous and will succeed only on a publicly
writable bucket.

The URL to which the client is redirected upon
successful upload.

If success_acti on_redirect is not specified,
or Amazon S3 cannot interpret the URL, Amazon
S3 returns the empty document type that is spe-
cified in the success_acti on_st at us field.

If the upload fails, Amazon S3 returns an error
and does not redirect the user to another URL.

Required
No

No

Yes

Required for au-
thenticated re-
quests

No
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Element Name

success_action_status

x-anz-al gorithm

X-ane-credenti al

X-ane-date

Description

The status code returned to the client upon suc-
cessful upload if success_acti on_redirect
is not specified.

Valid values are 200, 201, or 204 (default).

If the value is set to 200 or 204, Amazon S3 re-
turns an empty document with the specified status
code.

If the value is set to 201, Amazon S3 returns an
XML document with a 201 status code. For inform-
ation about the content of the XML document, see
POST Object (p. 286).

If the value is not set or is invalid, Amazon S3 re-
turns an empty document with a 204 status code.

Note

Some versions of the Adobe Flash player
do not properly handle HTTP responses
with an empty body. To support uploads
through Adobe Flash, we recommend
setting success_acti on_st at us to
201.

The signing algorithm used to authenticate the
request. For AWS Signature Version 4, the value
is AWS4- HVAC- SHA256.

This field is required if a policy document is in-
cluded with the request.

In addition to your access key ID, this field also
provides scope information identifying region and
service for which the signature is valid. This should
be the same scope you used in calculating the
signing key for signature calculation.

It is a string of the following form:

<your - access- key- i d>/ <dat e>/ <aws-r e-
gi on>/ <aws- servi ce>/ aws4_r equest
For example:

AKI Al CSFODNN7EXAMPLE/ 20130728/ us- east -
1/ s3/ aws4_r equest

For Amazon S3, the aws-service string is s3. For
a list of Amazon S3 aws- r egi on strings, see
Regions and Endpoints in the AWS General Ref-
erence. This is required if a policy document is
included with the request.

It is the date value in ISO8601 format. For ex-
ample, 20130728T000000Z.

It is the same date you used in creating the signing
key. This must also be the same value you provide
in the policy (x- ane- dat e) that you signed.
This is required if a policy document is included
with the request.

Required
No

Required for au-
thenticated re-
quests

Required for au-
thenticated re-
quests

Required for au-
thenticated re-
quests
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Element Name Description Required

X-ane-security-token A security token used by Amazon DevPay and No
session credentials

If the request is using Amazon DevPay, it requires
two x- ane- securi ty-t oken form fields: one
for the product token and one for the user token.
For more information, see Using DevPay in the
Amazon Simple Storage Service Developer Guide.

If the request is using session credentials, it re-
quires one x- anez- securi ty-token form . For
more information, see Requesting Temporary
Security Credentials in the IAM User Guide.

X-ane- si gnat ure (AWS Signature Version 4) The HMAC-SHA256 | Required for au-
hash of the security policy. thenticated re-
This field is required if a policy document is in- quests

cluded with the request.

X-ane- net a- * Field names starting with this prefix are user- No
defined metadata. Each one is stored and returned
as a set of key-value pairs. Amazon S3 doesn't
validate or interpret user-defined metadata. For
more information, see PUT Object (p. 299).

X-aneg-* See POST Object (POST Object (p. 286) for other | No
X-ane-* headers.

file File or text content. Yes
The file or content must be the last field in the
form.

You cannot upload more than one file at a time.

Conditional items are required for authenticated requests and are optional for anonymous requests.

Now that you know how to create forms, next you can create security policy that you can sign. For more
information, see Creating a POST Policy (p. 60).

Creating a POST Policy

Topics
¢ Expiration (p. 61)
¢ Condition Matching (p. 61)
¢ Conditions (p. 62)
¢ Character Escaping (p. 64)

The policy required for making authenticated requests using HTTP POST is a UTF-8 and Base64 encoded
document written in JavaScript Object Notation (JSON) that specifies conditions that the request must
meet. Depending on how you design your policy document, you can control the access granularity
per-upload, per-user, for all uploads, or according to other designs that meet your needs.
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This section describes the POST policy. For example signature calculations using POST policy, see
Examples: Browser-Based Upload using HTTP POST (Using AWS Signature Version 4) (p. 66).

Note

Although the policy document is optional, we highly recommend that you use one in order to
control what is allowed in the request. If you make the bucket publicly writable, you have no
control at all over which users can write to your bucket.

The following is an example of a POST policy document.

{ "expiration": "2007-12-01T12: 00: 00. 000Z",
"conditions": [
{"acl": "public-read" },
{"bucket": "johnsmth" },
["starts-with", "$key", "user/ericl/"],
]
}

The POST policy always contains the expi r ati on and condi ti ons elements. The example policy uses
two condition matching types (exact matching and starts-with matching). The following sections describe
these elements.

Expiration

The expi r at i on element specifies the expiration date and time of the POST policy in ISO8601 GMT
date format. For example, 2013- 08- 01T12: 00: 00. 000Z specifies that the POST policy is not valid
after midnight GMT on August 1, 2013.

Condition Matching

Following is a table that describes condition matching types that you can use to specify POST policy
conditions (described in the next section). Although you must specify one condition for each form field
that you specify in the form, you can create more complex matching criteria by specifying multiple conditions
for a form field.

Condition Description
Match Type

Exact Matches | The form field value must match the value specified. This example indicates that the
ACL must be set to public-read:

{"acl": "public-read" }

This example is an alternate way to indicate that the ACL must be set to public-read:

[ "eq", "$acl", "public-read" ]

Starts With The value must start with the specified value. This example indicates that the object
key must start with user/userl:

["starts-with", "$key", "user/userl/"]
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Condition Description
Match Type

Matching Any | To configure the POST policy to allow any content within a form field, use st art s-
Content wi t h with an empty value (""). This example allows any value for success_ac-
tion_redirect:

["starts-with", "$success_action_redirect", ""]
Specifying For form fields that accept a range, separate the upper and lower limit with a comma.
Ranges This example allows a file size from 1 to 10 MiB:

["content-I|ength-range", 1048579, 10485760]

The specific conditions supported in a POST policy are described in Conditions (p. 62).

Conditions

The condi ti ons in a POST policy is an array of objects, each of which is used to validate the request.
You can use these conditions to restrict what is allowed in the request. For example, the preceding policy
conditions requires the following:

» Request must specify j ohnsni t h bucket name.
» Object key name must have the user/ eri c prefix.
¢ Object ACL must be set to publ i c-r ead.

Each form field that you specify in a form (except x- anz- si gnature, fil e, policy, and field names
that have an x- i gnor e- prefix) must appear in the list of conditions.

Note

All variables within the form are expanded prior to validating the POST policy. Therefore, all
condition matching should be against the expanded form fields. Suppose you want to restrict
your object key name to a specific prefix (user / user 1). In this case, you set the key form field
touser/user1/ ${fil enane}.Your POST policy should be [ "starts-w th", "$key",
"user/user1l/" ] (donotenter[ "starts-with", "$key", "user/userl/ ${fil enane}"
]1). For more information, see Condition Matching (p. 61).

Policy document conditions are described in the following table.

Element Name Description
acl Specifies the ACL value that must be used in the form submis-
sion.

This condition supports exact matching and st art s- wi t h con-
dition match type discussed in the following section.

bucket Specifies the acceptable bucket name.
This condition supports exact matching condition match type.
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Conditions

Element Name

cont ent - | engt h-range

Cache- Contr ol
Cont ent - Type

Cont ent - Di sposi tion
Cont ent - Encodi ng
Expi res

key

success_action_redirect

redirect

success_action_status

x-anz-al gorithm

Xx-ane-credenti al

Description

The minimum and maximum allowable size for the uploaded
content.

This condition supports cont ent - | engt h-r ange condition
match type.

REST-specific headers. For more information, see POST Ob-
ject (p. 286).

This condition supports exact matching and st art s- wi t h con-
dition match type.

The acceptable key name or a prefix of the uploaded object.

This condition supports exact matching and st art s- wi t h con-
dition match type.

The URL to which the client is redirected upon successful upload.

This condition supports exact matching and st art s- wi t h con-
dition match type.

The status code returned to the client upon successful upload if
success_action_redirect is not specified.

This condition supports exact matching.

The signing algorithm that must be used during signature calcu-
lation. For AWS Signature Version 4, the value is AWs4- HVAC-
SHA256.

This condition supports exact matching.

The credentials that you used to calculate the signature. It
provides access key ID and scope information identifying region
and service for which the signature is valid. This should be the
same scope you used in calculating the signing key for signature
calculation.

It is a string of the following form:

<your - access- key- i d>/ <dat e>/ <aws- r egi on>/ <aws-
servi ce>/ aws4_r equest

For example:

AKI Al OSFODNN7EXAMPLE/ 20130728/ us- east -

1/ s3/ aws4_r equest

For Amazon S3, the aws-service string is s3. For a list of Amazon
S3 aws- r egi on strings, see Regions and Endpoints in the AWS
General Reference. This is required if a POST policy document
is included with the request.

This condition supports exact matching.
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Element Name Description

x-ane-date The date value specified in the ISO8601 formatted string. For

example, 20130728T000000Z. The date must be same that you
used in creating the signing key for signature calculation.

This is required if a POST policy document is included with the
request.

This condition supports exact matching.

X-ane-security-token Amazon DevPay security token.

Each request that uses Amazon DevPay requires two x- ane-
security-token form fields: one for the product token and one
for the user token. As a result, the values must be separated by
commas. For example, if the user token is eW91dHVi ZQ== and
the product token is bOhnNVNKW/J | QTA=, you set the POST
policy entry to: { "x-anz-security-token": "eW1ldHv-

i ZQ==, bOhNnNVNKW/J | QTA=" }.

For more information about Amazon DevPay, see Using DevPay
in the Amazon Simple Storage Service Developer Guide.

X-ane- met a- * User-specified metadata.

This condition supports exact matching and st art s- wi t h con-
dition match type.

X-aneg-* See POST Object (POST Object (p. 286) for other x- ane- *

headers.
This condition supports exact matching.

Note

If your toolkit adds additional form fields (e.g., Flash adds filename), you must add them to the
POST policy document. If you can control this functionality, prefix x- i gnor e- to the field so
Amazon S3 ignores the feature and it won't affect future versions of this feature.

Character Escaping

Characters that must be escaped within a POST policy document are described in the following table.

Escape Se- | Description

quence
\\ Backslash

\$ Dollar symbol
\b Backspace

\f Form feed

\n New line

\r Carriage return

\t

Horizontal tab
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Escape Se- | Description

guence
\v Vertical tab
\UX XXX All Unicode characters

Now that you are acquainted with forms and policies, and understand how signing works, you can try a
POST upload example. You need to write the code to calculate the signature. The example provides a
sample form, and a POST policy that you can use to test your signature calculations. For more information,
see Examples: Browser-Based Upload using HTTP POST (Using AWS Signature Version 4) (p. 66).
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Examples: Browser-Based Upload using HTTP
POST (Using AWS Signature Version 4)

Topics
¢ File Upload (p. 66)

File Upload

This example provides a sample POST policy and a form that you can use to upload a file. The topic uses
the example policy and fictitious credentials to show you the workflow and resulting signature and policy
hash. You can use this data as test suite to verify your signature calculation code.

The example uses the following example credentials the signature calculations.

Parameter Value
AWSAccessKeyl d AKI Al OSFODNN7 EXAMPLE

AWSSecr et AccessKey | wdal r XUt nFEM / K7MDENG bPxRf i CYEXAMPLEKEY

Sample Policy and Form

The following POST policy supports uploads to Amazon S3 with specific conditions.

{ "expiration": "2015-12-30T12: 00: 00. 000Z",
"conditions": [
{"bucket": "sigvdexanpl ebucket"},

["starts-with", "$key", "user/userl/"],

{"acl": "public-read"},

{"success_action_redirect": "http://sigvd4exanpl ebucket. s3. anazonaws. coni suc
cessful _upload. htm "},

["starts-with", "$Content-Type", "inmage/"],

{"x-anez-neta-uui d': "14365123651274"},

{"x-ane-server-side-encryption": "AES256"},

["starts-with", "$x-anz-neta-tag", ""],

{"x-ane-credential": "AKI Al OSFODNN7EXAMPLE/ 20151229/ us-east-1/s3/aws4_re
quest"},

{"x-ane-al gorithni: "AWS4- HVAC- SHA256"},
{"x-anez-date": "20151229T000000Z" }

This POST policy sets the following conditions on the request:

¢ The upload must occur before midnight UTC on December 30, 2015.

¢ The content can be uploaded only to the si gv4exanpl ebucket . The bucket must be in the region
that you specified in the credential scope (x- ane- cr edent i al form parameter), because the signature
you provided is valid only within this scope.

¢ You can provide any key name that starts with user / user 1. For example, user / user 1/ MyPhot o. j pg.

¢ The ACL must be set to publ i c- r ead.
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* If the upload succeeds, the user's browser is redirected to
http://sigvdexanpl ebucket . s3. amazonaws. com successful _upl oad. ht m .

¢ The object must be an image file.
e The x- anz- net a- uui d tag must be setto 14365123651274.

¢ The x- anz- net a- t ag can contain any value.

The following is a Base64-encoded version of this POST policy. You use this value as your StringToSign
in signature calculation.

eyAi ZxhwaxJhdd vbi | 61 Cl yMDELILTEy LTMWDEY G AwG AwLj AWVFoi LAOKI

CAi Y29uZG 0aVucyl 61 FsNG Agl CB7I mi1Y2t | dCl 61 CJzaWi2NGVAYWLwoGVi dWRF ZXQ f SuN

G Agl CBbI nNNOYXJOcy13aXRol i wgl i R ZXki LCAi dXN ci 91c2VyMB8i XSWNG Agl CB71 nFj bl 61 Clwd
WsaWvt cnvhZCI9LAOKI CAgl Hsi ¢3Vj Y2Vzc19hY3Rpb25f cnvkaxJl Y3Q G Al aHROCDovL3NpZ3Y0ZX
hhbXBsZW1Y2t | dC5zMy5hbWE6b25hd3MiY29t L3NLY2N c3NndVif dXBsb2FkLhObWii f SWNG Agl CB
bl NNOYXJOcy13aXRol i wyl i RDb250ZW50LVREcGUI LCAi aWLhZ2Uvl | 0sDQogl CAgeyJALW

Ft ei 1t ZXRLXV1aWQ O A MTQzN UxM MeNTEyNz Qi f SWNGI Agl CB71 ngt YWLBLXN cnZl ci 1zaWRl L
WUY3J5cHRpb24i O Ai QUVTM U21 n0sDQugl CAgWJzdGRydHM d2I 0adl s| O keCLhbXot bW/OYS10YW
ci LCAi | | 0sDQONG Agl CB71 ngt YWL6LWAyZWR bnRpYWAi O Ai QUt J QU PUDZPRES ONOVYQULQTEUVM
j AXNTEYM kvdXM ZWFzdQOxL3MzL2F3czRf cmxdWzdCI9ILAOKI CAgl Hsi eClhbXot YWnb3Jpdant |
j 0gl KFXUzQt SE1BQy1TSEEYNTYi f SWNG Agl CB7I ngt YWL6LWRhdGUi O Al M AXNTEyM | UVDAWMM
DAWW | gf QOKI CBADQ9

Using example credentials to create a signature, the signature value is as follows:

8af dbf 4008c03f 22c2cd3cdb72e4af bblf 6a588f 3255ac628749a66d7f 09699e

The following example form specifies the preceding POST policy and supports a POST request to the
si gvdexanpl ebucket . Copy/paste the content in a text editor and save it as exampleform.html. You
can then upload image files to the specific bucket using the exampleform.html. You request will succeed
if you signature you provide matches the signature Amazon S3 calculates.

Note
You must update the bucket name, dates, credential, policy, and signature with valid values for
this to successfully upload to S3.

<htm >
<head>

<meta http-equi v="Content-Type" content="text/htm ; charset=UTF-8" />

</ head>
<body>

<formaction="http://sigvdexanpl ebucket. s3. anazonaws. conl" met hod="post" enc

type="mul tipart/formdata">

Key to upl oad:

<i nput type="input" nane="key" val ue="user/userl/ ${fil enane}" /><br />

<i nput type="hi dden" name="acl" val ue="public-read" />

<i nput type="hi dden" name="success_action_redirect" value="http://sigvdex
ampl ebucket . s3. amazonaws. conf successful _upload. htm " />

Cont ent - Type:

<i nput type="input" nane="Content-Type" val ue="inage/jpeg" /><br />

<i nput type="hi dden" nane="x-anz-neta-uuid" val ue="14365123651274" />
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<i nput type="hi dden" name="x-ane-server-side-encryption" val ue="AES256" />

<input type="text" name="X- Anz- Credenti al " val ue=" AKI Al CSFODNN7EX
AMPLE/ 20151229/ us- east - 1/ s3/ aws4_request" />

<input type="text" name="X- Anz- Al gorithn' val ue=" AWs4- HVAC- SHA256" />

<input type="text" name="X- Anez- Dat e" val ue="20151229T000000Z2" />

Tags for File:
<input type="input" name="x-ane-neta-tag" value="" /><br />
<i nput type="hidden" nanme="Policy" val ue=' <Base64-encoded policy string>'

/>
<i nput type="hi dden" nanme="X-Ane- Signature" val ue="<si gnature-val ue>" />
File:
<input type="file" name="file" /> <br />
<!-- The elenents after this will be ignored -->
<input type="submit" name="submt" val ue="Upl oad to Amazon S3" />
</forne
</htm >

Additional Considerations for Browser-Based
Uploads

This section discusses additional considerations for uploading objects with an HTTP POST request.

POST with Adobe Flash

This section describes how to use POST with Adobe Flash.

Adobe Flash Player Security

By default, the Adobe Flash Player security model prohibits making network connections to servers outside
the domain that serves the Adobe Flash (.swf) file.

To override the default, you must upload a publicly readable cr ossdonmai n. xnl file to the bucket that
will accept POST uploads. Here is a sample cr ossdonai n. xm file:

<?xm version="1.0"7?>
<! DOCTYPE cr oss-domai n- pol i cy SYSTEM
"http://ww. macr onedi a. conf xml / dt ds/ cr oss- domai n- pol i cy. dt d">
<cr oss-domai n-pol i cy>
<al | ow access-from domai n="*" secure="fal se" />
</ cr oss-donmi n- pol i cy>

For more information about the Adobe Flash security model, go to the Adobe web site.

When you add the cr ossdomai n. xml file to your bucket, any Adobe Flash Player can connect to the
crossdomai n. xm file within your bucket. However, cr ossdomai n. xml does not grant access to the
Amazon S3 bucket.

API Version 2006-03-01
68


http://www.adobe.com

Amazon Simple Storage Service AP| Reference
POST with Adobe Flash

Other Adobe Flash Considerations

The FileReference class in the Adobe Flash API adds the Fi | enane form field to the POST request.
When you build an Adobe Flash application that uploads files to Amazon S3 by using the Fi | eRef er ence
class, include the following condition in your policy:

["starts-with', '$Filename', '']

Some versions of the Adobe Flash Player do not properly handle HTTP responses that have an empty
body. To configure POST to return a response that does not have an empty body, set

success_act i on_st at us to 201. Then, Amazon S3 will return an XML document with a 201 status
code. For information about using this as an optional element (currently the only allowed value is the
content of the XML document), see POST Object (p. 286). For information about form fields, see HTML
Form Fields (p. 57).
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Operations on the Service

GET

This section describes operations you can perform on the Amazon S3 service.

Topics
e GET Service (p. 70)

Service

Description

This implementation of the GET operation returns a list of all buckets owned by the authenticated sender
of the request.

To authenticate a request, you must use a valid AWS Access Key ID that is registered with Amazon S3.
Anonymous requests cannot list buckets, and you cannot list buckets that you did not create.

Requests
Syntax

GET / HITP/ 1.1

Host: s3. anmazonaws.com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AWS Signature
Ver si on

4) (p. 19))

Request Parameters

This implementation of the operation does not use request parameters.
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Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 3).

Request Elements

This implementation of the operation does not use request elements.

Responses
Response Elements

Name Description

Bucket Container for bucket information.
Type: Container
Children: Name, CreationDate
Ancestor: ListAllIMyBucketsResult.Buckets

Bucket s Container for one or more buckets.
Type: Container
Children: Bucket
Ancestor: ListAllMyBucketsResult

CreationDate Date the bucket was created.

Type: date ( of the form yyyy-mm-ddThh:mm:ss.timezone, e.g., 2009-
02-03T16:45:09.0002)

Ancestor: ListAllIMyBucketsResult.Buckets.Bucket

Di spl ayNanme Bucket owner's display name.
Type: String
Ancestor: ListAllMyBucketsResult.Owner

I D Bucket owner's user ID.
Type: String
Ancestor: ListAllMyBucketsResult.Owner

Li st Al | M/Bucket sResul t | Container for response.
Type: Container
Children: Owner, Buckets
Ancestor: None

Nane Bucket's name.
Type: String
Ancestor: ListAllMyBucketsResult.Buckets.Bucket

Owner Container for bucket owner information.
Type: Container
Ancestor: ListAllMyBucketsResult
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Special Errors

This implementation of the operation does not return special errors. For general information about Amazon
S3 errors and a list of error codes, see Error Responses (p. 7).

Examples

Sample Request

The GET operation on the Service endpoint (s3.amazonaws.com) returns a list of all of the buckets owned
by the authenticated sender of the request.

GET /| HTTP/ 1.1

Host: s3. anazonaws.com

Date: Wed, 01 Mar 2006 12:00: 00 GMI
Aut hori zation: authorization string

Sample Response

<?xm version="1.0" encodi ng="UTF-8"?>
<Li st Al | MyBucket sResult xm ns="http://s3.amazonaws. conf doc/ 2006- 03- 01" >
<Owner >
<| D>bcaf 1f f d86f 461ca5f b16f d081034f </ | D>
<Di spl ayNane>webfi | e</ Di spl ayNane>
</ Oaner >
<Bucket s>
<Bucket >
<Nanme>quot es</ Nanme>
<Creat i onDat e>2006- 02- 03T16: 45: 09. 000Z</ Cr eat i onDat e>
</ Bucket >
<Bucket >
<Name>sanpl es</ Nane>
<Creat i onDat e>2006- 02- 03T16: 41: 58. 000Z</ Cr eat i onDat e>
</ Bucket >
</ Bucket s>
</ Li st Al | MyBucket sResul t >

Related Resources

¢ GET Bucket (List Objects) Version 1 (p. 100)
¢ GET Object (p. 258)
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This section describes operations you can perform on Amazon S3 buckets.

Topics

DELETE Bucket (p. 75)

DELETE Bucket cors (p. 77)
DELETE Bucket lifecycle (p. 79)
DELETE Bucket policy (p. 81)
DELETE Bucket replication (p. 83)
DELETE Bucket tagging (p. 85)
DELETE Bucket website (p. 87)
GET Bucket (List Objects) Version 2 (p. 89)
GET Bucket accelerate (p. 108)
GET Bucket acl (p. 111)

GET Bucket cors (p. 114)

GET Bucket lifecycle (p. 117)

GET Bucket policy (p. 124)

GET Bucket location (p. 126)

GET Bucket logging (p. 128)

GET Bucket notification (p. 131)
GET Bucket replication (p. 136)
GET Bucket tagging (p. 140)

GET Bucket Object versions (p. 143)
GET Bucket requestPayment (p. 155)
GET Bucket versioning (p. 157)
GET Bucket website (p. 160)

HEAD Bucket (p. 162)

List Multipart Uploads (p. 164)

PUT Bucket (p. 173)

PUT Bucket accelerate (p. 179)

PUT Bucket acl (p. 182)

PUT Bucket cors (p. 189)

PUT Bucket lifecycle (p. 195)
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PUT Bucket policy (p. 205)

PUT Bucket logging (p. 207)

PUT Bucket notification (p. 212)

PUT Bucket replication (p. 221)

PUT Bucket tagging (p. 227)

PUT Bucket requestPayment (p. 230)
PUT Bucket versioning (p. 232)

PUT Bucket website (p. 236)
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DELETE Bucket

Description

This implementation of the DELETE operation deletes the bucket named in the URI. All objects (including
all object versions and delete markers) in the bucket must be deleted before the bucket itself can be
deleted.

Requests
Syntax

DELETE / HTTP/ 1.1

Host: Bucket Nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AWS Signature
Ver si on

4) (p. 19))

Request Parameters

This implementation of the operation does not use request parameters.

Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 3).

Request Elements

This implementation of the operation does not use request elements.

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 5).

Response Elements

This implementation of the operation does not return response elements.

Special Errors

This implementation of the operation does not return special errors. For general information about Amazon
S3 errors and a list of error codes, see Error Responses (p. 7).

API Version 2006-03-01
75



Amazon Simple Storage Service AP| Reference
Examples

Examples

Sample Request

This request deletes the bucket named "quotes".

DELETE / HTTP/ 1.1

Host: quotes. s3. amazonaws. com

Date: Wed, 01 Mar 2006 12:00: 00 GMI
Aut hori zation: authorization string

Sample Response

HTTP/ 1.1 204 No Content

x-ane-id-2: JuKZgmXui wreDQxhD7MBKt sKobSzWALQEj LbTMragkKdBX2z71 | / j GhDeJ3j 6s80

X-ane-request-id: 32FE2CEB32F5EE25
Date: Wed, 01 Mar 2006 12:00: 00 GMI
Connection: close

Server: AmazonS3

Related Resources

¢ PUT Bucket (p. 173)
« DELETE Object (p. 245)
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DELETE Bucket cors

Description

Deletes the cor s configuration information set for the bucket.

To use this operation, you must have permission to perform the s3: Put CORSConf i gur at i on action.
The bucket owner has this permission by default and can grant this permission to others.

For information more about cor s, go to Enabling Cross-Origin Resource Sharing in the Amazon Simple
Storage Service Developer Guide.

Requests
Syntax

DELETE /?cors HTTP/ 1.1

Host: bucket nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AW Signature
Ver si on

4) (p. 19))

Request Parameters

This implementation of the operation does not use request parameters.

Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 3).

Request Elements

This implementation of the operation does not use request elements.

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 5).

Examples

Example 1: Retrieve cors subresource

The following DELETE request deletes the cor s subresource from the specified bucket. This action
removes cor s configuration that is stored in the subresource.
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Sample Request

DELETE /?cors HITP/ 1.1

Host: exanpl ebucket. s3. amazonaws. com
Date: Tue, 13 Dec 2011 19:14:42 GVI
Aut hori zation: signatureVal ue

Sample Response

HTTP/ 1.1 204 No Content

x-ane-id-2: OFnFl Wsh/ PpBuzZ0JFRC55ZGVn QM SHI 7xVDgKwhEdJInf 3q63Rt r vH3ZuxWLBol 5
X-ane-request-id: OCFO38E9BCF63097

Date: Tue, 13 Dec 2011 19:14:42 GVI

Server: AmazonS3

Content-Length: O

Related Resources

e PUT Bucket cors (p. 189)
¢ DELETE Bucket cors (p. 77)
¢ OPTIONS object (p. 283)
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DELETE Bucket lifecycle

Description

Deletes the lifecycle configuration from the specified bucket. Amazon S3 removes all the lifecycle
configuration rules in the lifecycle subresource associated with the bucket. Your objects never expire,
and Amazon S3 no longer automatically deletes any objects on the basis of rules contained in the deleted
lifecycle configuration.

To use this operation, you must have permission to perform the s3: Put Li f ecycl eConfi gurati on
action. By default, the bucket owner has this permission and the bucket owner can grant this permission
to others.

There is usually some time lag before lifecycle configuration deletion is fully propagated to all the Amazon
S3 systems.

For more information about the object expiration, go to Elements to Describe Lifecycle Actions in the
Amazon Simple Storage Service Developer Guide.

Requests
Syntax

DELETE /?lifecycle HITP/ 1.1

Host: bucket nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AWS Signature
Ver si on

4) (p. 19))

Request Parameters

This implementation of the operation does not use request parameters.

Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 3).

Request Elements

This implementation of the operation does not use request elements.

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 5).
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Sample Request

The following DELETE request deletes the | i f ecycl e subresource from the specified bucket. This
removes lifecycle configuration stored in the subresource.

DELETE /?lifecycle HITP/ 1.1

Host: exanpl ebucket. s3. amazonaws. com
Date: Wed, 14 Dec 2011 05:37:16 GMI
Aut hori zation: signatureVal ue

Sample Response

The following successful response shows Amazon S3 returning a 204 No Cont ent response. Objects
in your bucket no longer expire.

HTTP/ 1.1 204 No Content

X-ane-id-2: UuaglLuByRx9e6j 50ni nt SAMPLEL RPf Ta ==
X-ane-request-id: 656c76696e672SAMPLES5657374

Date: Wed, 14 Dec 2011 05:37:16 GMVI

Connecti on: keep-alive

Server: AmazonS3

Related Resources

¢ PUT Bucket lifecycle (p. 195)
¢ GET Bucket lifecycle (p. 117)
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DELETE Bucket policy

Description

This implementation of the DELETE operation uses the pol i cy subresource to delete the policy on a
specified bucket. To use the operation, you must have Del et ePol i cy permissions on the specified
bucket and be the bucket owner.

If you do not have Del et ePol i cy permissions, Amazon S3 returns a 403 Access Deni ed error. If
you have the correct permissions, but are not the bucket owner , Amazon S3 returns a 405 Met hod
Not Al | owed error. If the bucket doesn't have a policy, Amazon S3 returns a 204 No Cont ent error.
There are restrictions about who can create bucket policies and which objects in a bucket they can apply
to. For more information, go to Using Bucket Policies.

Requests
Syntax

DELETE /?policy HTTP/ 1.1

Host: Bucket Nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AWS Si gnature
Ver si on

4) (p. 195))

Request Parameters

This implementation of the operation does not use request parameters.

Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 3).

Request Elements

This implementation of the operation does not use request elements.

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 5).

Response Elements

The response elements contain the status of the DELETE operation including the error code if the request
failed.
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Special Errors

This implementation of the operation does not return special errors. For general information about Amazon
S3 errors and a list of error codes, see Error Responses (p. 7).

Examples

Sample Request

This request deletes the bucket named Bucket Narre.

DELETE /?policy HTTP/ 1.1

Host: Bucket Nane. s3. anazonaws. com
Date: Tue, 04 Apr 2010 20:34:56 GMVI
Aut hori zation: signatureVal ue

Sample Response

HTTP/ 1.1 204 No Content

x-anz-id-2: UuaglLuByRx9e6j 50ni nt SAMPLEt RPf TaOFg==
X-anz-request-id: 656c76696e672SAMPLES657374

Date: Tue, 04 Apr 2010 20:34:56 GMVI

Connection: keep-alive

Server: AmazonS3

Related Resources

¢ PUT Bucket (p. 173)
« DELETE Object (p. 245)
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DELETE Bucket replication

Description

Deletes the r epl i cat i on subresource associated with the specified bucket.

This operation requires permission for the s3: Del et eRepl i cati onConf i gur ati on action. For more
information about permissions, go to Using Bucket Policies and User Policies in the Amazon Simple
Storage Service Developer Guide.

Note
There is usually some time lag before replication configuration deletion is fully propagated to all
the Amazon S3 systems.

For more information about the replication, go to Cross-Region Replication in the Amazon Simple Storage
Service Developer Guide.

Requests
Syntax

DELETE /?replication HITP/ 1.1

Host: bucket nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AWS Si gnature
Ver si on

4) (p. 19))

Request Parameters
This implementation of the operation does not use request parameters.

Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 3).

Request Elements

This implementation of the operation does not use request elements.

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 5).

Examples

The following DELETE request deletes the r epl i cat i on subresource from the specified bucket. This
removes the replication configuration set for the bucket.
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DELETE /?replication HTTP/ 1.1

Host: exanpl ebucket. s3. amazonaws. com
Date: Wed, 11 Feb 2015 05:37:16 GMI
20150211T171320z

Aut hori zation: signatureVal ue

Amazon S3 returns a 204 No Cont ent response upon successfully deleting the r epl i cati on
subresource. Amazon S3 will no longer replicate any new objects you create in the exanpl ebucket
bucket.

HTTP/ 1.1 204 No Content

x-ane-id-2: UuaglLuByRx9e6j 5(ni nt SAMPLEt RPf TaOAa==
X-anz-request-id: 656c76696e672exanpl e

Date: Wed, 11 Feb 2015 05:37:16 GMI

Connection: keep-alive

Server: AmazonS3

Related Resources

¢ PUT Bucket replication (p. 221)
¢ GET Bucket replication (p. 136)
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DELETE Bucket tagging

Description

This implementation of the DELETE operation uses the t aggi ng subresource to remove a tag set from
the specified bucket.

To use this operation, you must have permission to perform the s3: Put Bucket Taggi ng action. By
default, the bucket owner has this permission and can grant this permission to others.

Requests
Syntax

DELETE /?tagging HTTP/ 1.1

Host: bucket nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AWS Signature
Ver si on

4) (p. 19))

Request Parameters

This implementation of the operation does not use request parameters.

Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 3).

Request Elements

This implementation of the operation does not use request elements.

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 5).

Examples

Sample Request

The following DELETE request deletes the tag set from the specified bucket.

DELETE /?tagging HTTP/ 1.1
Host: exanpl ebucket . s3. amazonaws. com
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Date: Wed, 14 Dec 2011 05:37:16 GVI
Aut hori zation: signatureVal ue

Sample Response

The following successful response shows Amazon S3 returning a 204 No Cont ent response. The tag
set for the bucket has been removed.

HTTP/ 1.1 204 No Cont ent
Date: Wed, 25 Nov 2009 12:00: 00 GVIr
Connection: close
Server: AmazonS3

Related Resources

« GET Bucket tagging (p. 140)
¢ PUT Bucket tagging (p. 227)

API Version 2006-03-01
86



Amazon Simple Storage Service AP| Reference
DELETE Bucket website

DELETE Bucket website

Description

This operation removes the website configuration for a bucket. Amazon S3 returns a 200 OK response
upon successfully deleting a website configuration on the specified bucket. You will geta 200 OKresponse
if the website configuration you are trying to delete does not exist on the bucket. Amazon S3 returns a
404 response if the bucket specified in the request does not exist.

This DELETE operation requires the S3: Del et eBucket Websi t e permission. By default, only the bucket
owner can delete the websi t e configuration attached to a bucket. However, bucket owners can grant
other users permission to delete the websi t e configuration by writing a bucket policy granting them the
S3: Del et eBucket Websi t e permission.

For more information about hosting websites, go to Hosting Websites on Amazon S3 in the Amazon
Simple Storage Service Developer Guide .

Requests
Syntax

DELETE /?website HTTP/ 1.1

Host: bucket nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AWS Signature
Ver si on

4) (p. 19))

Request Parameters

This implementation of the operation does not use request parameters.

Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 3).

Request Elements

This operation does not use request elements.

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 5).

Response Elements

This implementation of the operation does not return response elements.
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Sample Request

This request deletes the website configuration on the specified bucket.

DELETE ?website HTTP/ 1.1

Host: exanpl e- bucket. s3. anazonaws. com
Date: Thu, 27 Jan 2011 12:00: 00 GvVIr
Aut hori zation: signatureVal ue

Sample Response

HTTP/ 1.1 204 No Content

x-ane-id-2: aws-s3integ-s3ws-31008. sea3l. anazon. com
X-ane-request-id: AF1DD829D3B49707

Date: Thu, 03 Feb 2011 22:10:26 GMVI

Server: AmazonS3

Related Resources

¢ GET Bucket website (p. 160)
« PUT Bucket website (p. 236)
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GET Bucket (List Objects) Version 2

Description

This implementation of the GET operation returns some or all (up to 1,000) of the objects in a bucket. You
can use the request parameters as selection criteria to return a subset of the objects in a bucket. A 200
OK response can contain valid or invalid XML. Make sure to design your application to parse the contents
of the response and handle it appropriately.

To use this implementation of the operation, you must have READ access to the bucket.

Important

This section describe the latest revision of the API. We recommend that you use this revised
API, GET Bucket (List Objects) version 2, for application development. For backward compatibility,
Amazon S3 continues to support the prior version of this API, GET Bucket (List Objects) version
1. For more information about the previous version, see GET Bucket (List Objects) Version

1 (p. 100).

Note
To get a list of your buckets, see GET Service (p. 70).

Requests
Syntax

GET /?list-type=2 HITP/ 1.1

Host: Bucket Nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AWS Signature
Ver si on

4) (p. 195))

Request Parameters

This implementation of GET uses the parameters in the following table.

Paramet- | Description Required
er

delim A delimiter is a character you use to group keys. No

iter If you specify a pr ef i x, all keys that contain the same string between the

pr ef i x and the first occurrence of the delimiter after the prefix are grouped
under a single result element called CormonPr ef i xes. If you don't specify
the pr ef i x parameter, the substring starts at the beginning of the key. The
keys that are grouped under the ConmronPr ef i xes result element are not re-
turned elsewhere in the response.

Type: String
Default: None
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Paramet-
er

encod-
i ng-type

max- keys

prefix

list-
type

conti nu-
ation-
t oken

fetch-
owner

Description Required

Requests Amazon S3 to encode the response and specifies the encoding No
method to use.

An object key can contain any Unicode character. However, XML 1.0 parsers
cannot parse some characters, such as characters with an ASCII value from
0 to 10. For characters that are not supported in XML 1.0, you can add this
parameter to request that Amazon S3 encode the keys in the response.
Type: String

Default: None

Valid value: ur |

Sets the maximum number of keys returned in the response body. If you want | No
to retrieve fewer than the default 1,000 keys, you can add this to your request.

The response might contain fewer keys, but it will never contain more. If there
are additional keys that satisfy the search criteria, but these keys were not
returned because max- keys was exceeded, the response contains <I sTr un-
cat ed>t rue</ | sTruncat ed>. To return the additional keys, see

Next Cont i nuati onToken.

Type: String

Default: 1000

Limits the response to keys that begin with the specified prefix. You can use | No
prefixes to separate a bucket into different groupings of keys. (You can think

of using pr ef i x to make groups in the same way you'd use a folder in a file
system.)

Type: String

Default: None

Version 2 of the API requires this parameter and you must set its value to 2. | Yes
Type: String
Default: The value is always 2.

When the Amazon S3 response to this API call is truncated (that is, | sTrun- | No
cat ed response element value is true), the response also includes the

Next Cont i nuat i onToken element, the value of which you can use in the

next request as the cont i nuat i on-t oken to list the next set of objects.

e The continuation token is an opaque value that Amazon S3 understands.
* Amazon S3 lists objects in UTF-8 character encoding in lexicographical order.

Type: String
Default: None

By default, the API does not return the Oaner information in the response. If | No
you want the owner information in the response, you can specify this parameter

with the value set to true.

Type: String

Default: false
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Paramet- | Description Required
er
start- If you want the API to return key names after a specific object key in your key | No
after space, you can add this parameter. Amazon S3 lists objects in UTF-8 character

encoding in lexicographical order.

This parameter is valid only in your first request. In case the response is trun-
cated, you can specify this parameter along with the cont i nuat i on-t oken
parameter, and then Amazon S3 will ignore this parameter.

Type: String

Default: None

Request Elements

This implementation of the operation does not use request elements.

Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 3).

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 5).

Response Elements

Name Description

Contents Metadata about each object returned.
Type: XML metadata
Ancestor: ListBucketResult
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Name

ComonPr ef i xes

Delimter

Di spl ayNane

Encodi ng- Type

ETag

Description

All of the keys rolled up into a common prefix count as a single return
when calculating the number of returns. See MaxKeys.

» Aresponse can contain ConmonPr ef i xes only if you specify a delim-
iter.

* CommonPr ef i xes contains all (if there are any) keys between Pr ef i x
and the next occurrence of the string specified by a delimiter.

* CommonPr ef i xes lists keys that act like subdirectories in the directory
specified by Pr ef i x.

For example, if the prefix is not es/ and the delimiter is a slash (/) as in
not es/ sunmer/ j ul y, the common prefix is not es/ sunmer / . All of the
keys that roll up into a common prefix count as a single return when cal-
culating the number of returns. See MaxKeys.

Type: String
Ancestor: ListBucketResult

Causes keys that contain the same string between the prefix and the first
occurrence of the delimiter to be rolled up into a single result element in
the CommonPr ef i xes collection. These rolled-up keys are not returned
elsewhere in the response. Each rolled-up result counts as only one return
against the MaxKeys value.

Type: String
Ancestor: ListBucketResult

Object owner's name.

Note

This value is not included in the response in the EU (Frankfurt),
Asia Pacific (Seoul), China (Beijing), or AWS GovCloud (US)
regions.

Type: String
Ancestor: ListBucketResult.Contents.Owner

Encoding type used by Amazon S3 to encode object key nhames in the
XML response.

If you specify encodi ng-t ype request parameter, Amazon S3 includes
this element in the response, and returns encoded key name values in
the following response elements:

Delimter,Prefix, Continuati onToken, Key,and StartAfter.
Type: String
Ancestor: ListBucketResult

The entity tag is an MD5 hash of the object. The ETag only reflects
changes to the contents of an object, not its metadata.

Type: String
Ancestor: ListBucketResult.Contents

Object owner's ID.
Type: String
Ancestor: ListBucketResult.Contents.Owner
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Name

| sTruncat ed

Key

Last Modi fi ed

MaxKeys

Onner

Prefix

Si ze

St or ageCl ass

Cont i nuati onToken

KeyCount

Description

Specifies whether (t r ue) or not (f al se) all of the results were returned.
If the number of results exceeds that specified by MaxKeys, all of the
results might not be returned.

Type: Boolean
Ancestor: ListBucketResult

The object's key.
Type: String
Ancestor: ListBucketResult.Contents

Date and time the object was last modified.
Type: Date
Ancestor: ListBucketResult.Contents

The maximum number of keys returned in the response body.
Type: String
Ancestor: ListBucketResult

Name of the bucket.
Type: String
Ancestor: ListBucketResult

Bucket owner.

Type: String

Children: DisplayName, 1D

Ancestor: ListBucketResult.Contents | CommonPrefixes

Keys that begin with the indicated prefix.
Type: String
Ancestor: ListBucketResult

Size in bytes of the object.
Type: String
Ancestor: ListBucketResult.Contents

STANDARD | STANDARD_| A | REDUCED _REDUNDANCY | GLACI ER
Type: String
Ancestor: ListBucketResult.Contents

Cont i nuat i onToken is included in the response if it was sent with the
request.

Type: String
Ancestor: ListBucketResult

Returns the number of keys included in the response. The value is always
less than or equal to the MaxKeys value.

Type: String

Ancestor: ListBucketResult
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Name Description

Next Cont i nuati onToken | If the response is truncated, Amazon S3 returns this parameter with a
continuation token that you can specify as the cont i nuat i on-t oken
in your next request to retrieve the next set of keys.

Type: String
Ancestor: ListBucketResult

StartAfter Start After isincluded in the response if it was sent with the request.
Type: String
Ancestor: ListBucketResult

Special Errors

This implementation of the operation does not return special errors. For general information about Amazon
S3 errors and a list of error codes, see Error Responses (p. 7).

Examples
Example 1: Listing Keys

This request returns the objects in Bucket Nane. The request specifies the | i st - t ype parameter, which
indicates version 2 of the API.

Sample Request

GET /?list-type=2 HITP/ 1.1

Host: bucket.s3. amazonaws. com
x-anz-date: 20160430T233541Z

Aut hori zation: authorization string
Content - Type: text/plain

Sample Response

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Li st Bucket Resul t xml ns="http://s3. anazonaws. com doc/ 2006- 03- 01/ ">
<Name>bucket </ Nane>
<Prefix/>
<KeyCount >205</ KeyCount >
<MaxKeys>1000</ MaxKeys>
<l sTruncat ed>f al se</ | sTruncat ed>
<Cont ent s>
<Key>ny-i mage. j pg</ Key>
<Last Modi fi ed>2009- 10- 12T17: 50: 30. 000Z</ Last Modi fi ed>
<ETag>&quot ; f ba9dede5f 27731¢c9771645a39863328&quot ; </ ETag>
<Si ze>434234</ Si ze>
<St or ageC ass>STANDARD</ St or aged ass>
</ Cont ent s>
<Cont ent s>

</ Cont ent s>
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</ Li st Bucket Resul t >

Example 2: Listing Keys Using the max-keys, prefix, and
start-after Parameters

In addition to the | i st - t ype parameter indicating the version 2 of the API, the request also specifies
additional parameters to retrieve up to 3 keys in the quot es bucket that start with E and occur
lexicographically after Exanpl eGui de. pdf .

Sample Request

GET /?list-type=2&max- keys=3&pr ef i x=E&st art - af t er =Exanpl eGui de. pdf HTTP/ 1.1
Host: quotes. s3. amazonaws. com

x-anz-date: 20160430T232933Z

Aut hori zation: authorization string

Sample Response

HTTP/ 1.1 200 K

x-ane-id-2: gyB+3j RPnrkN98Zaj xHXr 3u7EFM67bNgSAxexeEHNdCX/ 7GRnf TXx ReKUQF28I f P
x-ane-request-id: 3B3C7C725673C630

Date: Sat, 30 Apr 2016 23:29:37 GMI

Cont ent - Type: application/xm

Content-Length: |ength

Connecti on: cl ose

Server: AmazonS3

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Li st Bucket Resul t xm ns="http://s3. amazonaws. com doc/ 2006- 03-01/" >
<Name>quot es</ Nane>
<Prefi x>E</ Prefix>
<Start Aft er >Exanpl eCui de. pdf </ Start After >
<KeyCount >1</ KeyCount >
<MaxKeys>3</ MaxKeys>
<l sTruncat ed>f al se</| sTruncat ed>
<Cont ent s>
<Key>Exanpl ebj ect . t xt </ Key>
<Last Mbdi fi ed>2013-09- 17T18: 07: 53. 000Z</ Last Modi fi ed>
<ETag>&quot ; 599bab3ed2c697f 1d26842727561f d94&quot ; </ ETag>
<Si ze>857</ Si ze>
<St or aged ass>REDUCED REDUNDANCY</ St or ageC ass>
</ Cont ent s>
</ Li st Bucket Resul t >

Example 3: Listing Keys Using the prefix and delimiter
Parameters

This example illustrate the use of the prefi x and the del i mi t er parameters in the request. For this
example, we assume that you have the following keys in your bucket:

sanpl e. j pg
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phot os/ 2006/ Januar y/ sanpl e. j pg

phot os/ 2006/ Febr uar y/ sanpl e2. j pg
phot os/ 2006/ Febr uary/ sanpl €3. j pg
phot os/ 2006/ Febr uary/ sanpl e4. j pg

The following GET request specifies the del i mi t er parameter with value / .

GET /?list-type=2&delimter=/ HITP/ 1.1
Host: exanpl e- bucket. s3. anazonaws. com
x-anz-date: 20160430T235931Z

Aut hori zation: authorization string

The key sanpl e. j pg does not contain the delimiter character, and Amazon S3 returns it in the Cont ent s
element in the response. However, all other keys contain the delimiter character. Amazon S3 groups
these keys and returns a single ConmonPr ef i xes element with prefix value phot os/ that is a substring
from the beginning of these keys to the first occurrence of the specified delimiter.

<Li st Bucket Resul t xm ns="http://s3. amazonaws. com doc/ 2006- 03-01/" >
<Name>exanpl e- bucket </ Name>
<Prefix></Prefix>
<KeyCount >2</ KeyCount >
<MaxKeys>1000</ MaxKeys>
<Delimter>/</Delimter>
<l sTruncat ed>f al se</| sTruncat ed>
<Cont ent s>
<Key>sanpl e. j pg</ Key>
<Last Mbdi fi ed>2011- 02- 26T01: 56: 20. 000Z</ Last Modi fi ed>
<ETag>&quot ; bf 1d737a4d46a19f 3bced6905cc8b902&quot ; </ ETag>
<Si ze>142863</ Si ze>
<St or aged ass>STANDARD</ St or aged ass>
</ Cont ent s>
<CommonPr ef i xes>
<Pr ef i x>phot os/ </ Pref i x>
</ CommonPr ef i xes>
</ Li st Bucket Resul t >

The following GET request specifies the del i m t er parameter with value / , and the pr ef i x parameter
with value phot os/ 2006/ .

GET /?list-type=2&prefix=phot os/ 2006/ &delinmter=/ HITP/ 1.1
Host: exanpl e- bucket. s3. amazonaws. com

x-ane-date: 20160501T000433Z

Aut hori zation: authorization string

In response, Amazon S3 returns only the keys that start with the specified prefix. Further, it uses the
del i m t er character to group keys that contain the same substring until the first occurrence of the

del i mi t er character after the specified prefix. For each such key group Amazon S3 returns one
<CommonPr ef i xes> element in the response. The keys grouped under this ConmonPr ef i xes element
are not returned elsewhere in the response. The value returned in the CormonPr ef i xes element is a
substring from the beginning of the key to the first occurrence of the specified delimiter after the prefix.
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<Li st Bucket Resul t xm ns="http://s3. amazonaws. com doc/ 2006- 03-01/" >

<Name>exanpl e- bucket </ Name>

<Pr ef i x>phot 0os/ 2006/ </ Prefi x>

<KeyCount >3</ KeyCount >

<MaxKeys>1000</ MaxKeys>

<Delimter>/</Delimter>

<l sTruncat ed>f al se</| sTruncat ed>

<Cont ent s>
<Key>phot os/ 2006/ </ Key>
<Last Mbdi fi ed>2016- 04- 30T23: 51: 29. 000Z</ Last Modi fi ed>
<ETag>&quot ; d41d8cd98f 00b204e9800998ecf 8427e&quot ; </ ETag>
<Si ze>0</ Si ze>
<St or aged ass>STANDARD</ St or aged ass>

</ Cont ent s>

<CommonPr ef | xes>
<Pr ef i x>phot os/ 2006/ Febr uary/ </ Prefi x>
</ ConmonPr ef i xes>
<CommonPr ef | xes>
<Pr ef i x>phot 0s/ 2006/ January/ </ Prefi x>
</ ConmonPr ef i xes>
</ Li st Bucket Resul t >

Example 4: Using a Continuation Token

In addition to the | i st - t ype parameter indicating the version 2 of the API, the request also specifies
additional parameters to retrieve up to 3 keys in the quot es bucket that start with E and occur
lexicographically after Exanpl eCui de. pdf .

In response to this request, Amazon S3 returns <Next Cont i nuat i onToken>.

GET /?list-type=2 HITP/ 1.1

Host: bucket. s3. anazonaws. com

Date: Mon, 02 May 2016 23:17:07 GV
Aut hori zation: authorization string

The following is sample response:

HTTP/ 1.1 200 K

x-ane-id-2: gyB+3j RPnrkN98Zaj xHXr 3u7EFM57bNgSAxexeEHNdCX/ 7GRnf TXxReKUQF28I f P
X-ane-request-id: 3B3C7C725673C630

Date: Sat, 30 Apr 2016 23:29:37 GJI

Cont ent - Type: application/xm

Content -Length: |ength

Connection: close

Server: AmazonS3

<Li st Bucket Resul t xm ns="http://s3. amazonaws. com doc/ 2006- 03- 01/ " >

<Name>bucket </ Nanme>

<Prefix></Prefix>

<Next Cont i nuat i onToken>1ueGcxLPRx1Tr / XYExHnhbYLgveDs2J/ wnB6Hy 4vbOmEE</ Next Con
ti nuati onToken>

<KeyCount >1000</ KeyCount >

<MaxKeys>1000</ MaxKeys>

<l sTruncat ed>t rue</1sTruncat ed>
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<Cont ent s>
<Key>happyf ace. j pg</ Key>
<Last Mbdi fi ed>2014- 11- 21T19: 40: 05. 000Z</ Last Modi fi ed>
<ETag>&quot ; 70eel738b6b21e2c8a43f 3a5ab0eee71&quot ; </ ETag>
<Si ze>11</ Si ze>
<St or aged ass>STANDARD</ St or aged ass>

</ Cont ent s>

</ Li st Bucket Resul t >

In the following subsequent request, we include a cont i nuat i on-t oken query parameter in the request
with value of the <Next Cont i nuat i onToken> from the preceding response.

GET /?list-type=2 HITP/ 1.1
GET /?list-type=2&conti nuation-token=1ueGcxLPRx1Tr/ XYExHnhbYL
gveDs2J/ wiB6Hy4vbOMVE HTTP/ 1.1

Host: bucket.s3. amazonaws. com
Date: Mon, 02 May 2016 23:17: 07 GMr
Aut hori zation: authorization string

Amazon S3 returns a list of the next set of keys starting where the previous request ended.

HTTP/ 1.1 200 K

x-ane-id-2: gyB+3j RPnrkN98Zaj xHXr 3u7EFM57bNgSAxexeEHNdCX/ 7GRnf TXxReKUQF28I f P
X-ane-request-id: 3B3C7C725673C630

Date: Sat, 30 Apr 2016 23:29: 37 GMJI

Cont ent - Type: application/xm

Content -Length: |ength

Connection: close

Server: AmazonS3

<Li st Bucket Resul t xm ns="http://s3. amazonaws. com doc/ 2006- 03-01/" >
<Name>bucket </ Nanme>
<Prefix></Prefix>
<Cont i nuat i onToken>1ueGcxLPRX1Tr/ XYExHhhbYLgveDs2J/ wnB6Hy4vbOMVi=</ Cont i nuat i on
Token>
<KeyCount >112</ KeyCount >
<MaxKeys>1000</ MaxKeys>
<l sTruncat ed>f al se</| sTruncat ed>
<Cont ent s>
<Key>happyf acex. j pg</ Key>
<Last Mbdi fi ed>2014- 11- 21T19: 40: 05. 000Z</ Last Modi fi ed>
<ETag>&quot ; 70eel738b6b21e2c8a43f 3abab0eee71&quot ; </ ETag>
<Si ze>1111</ Si ze>
<St or ageC ass>STANDARD</ St or ageC ass>
</ Cont ent s>

</ Li st Bucket Resul t >

Related Resources

e GET Object (p. 258)
¢ PUT Object (p. 299)
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» PUT Bucket (p. 173)
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GET Bucket (List Objects) Version 1

Description

Important

This API has been revised. We recommend that you use the newer version, GET Bucket (List
Objects) version 2, when developing applications. For more information, see GET Bucket (List
Objects) Version 2 (p. 89). For backward compatibility, Amazon S3 continues to support GET
Bucket (List Objects) version 1.

This implementation of the GET operation returns some or all (up to 1,000) of the objects in a bucket. You
can use the request parameters as selection criteria to return a subset of the objects in a bucket. A 200
OK response can contain valid or invalid XML. Make sure to design your application to parse the contents
of the response and handle it appropriately.

To use this implementation of the operation, you must have READ access to the bucket.

Note
To get a list of your buckets, see GET Service (p. 70).

Requests

Syntax

GET / HITP/ 1.1

Host: Bucket Nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AWS Signature
Ver si on

4) (p. 19))

Request Parameters

This implementation of GET uses the parameters in the following table to return a subset of the objects
in a bucket.

Paramet- | Description Required
er

del im A delimiter is a character you use to group keys. No

iter If you specify a pr ef i x, all keys that contain the same string between the

pr ef i x and the first occurrence of the delimiter after the prefix are grouped
under a single result element called CommonPr ef i xes. If you don't specify
the pr ef i x parameter, the substring starts at the beginning of the key. The
keys that are grouped under the ConmonPr ef i xes result element are not re-
turned elsewhere in the response.

Type: String
Default: None
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Paramet-
er

encod-
i ng-type

mar ker

max- keys

prefix

Description

Requests Amazon S3 to encode the response and specifies the encoding
method to use.

An object key can contain any Unicode character. However, XML 1.0 parsers
cannot parse some characters, such as characters with an ASCII value from
0 to 10. For characters that are not supported in XML 1.0, you can add this
parameter to request that Amazon S3 encode the keys in the response.
Type: String

Default: None

Valid value: ur |

Specifies the key to start with when listing objects in a bucket. Amazon S3
returns object keys in UTF-8 binary order, starting with key after the marker
in order.

Type: String

Default: None

Sets the maximum number of keys returned in the response body. If you want
to retrieve fewer than the default 1,000 keys, you can add this to your request.

The response might contain fewer keys, but it will never contain more. If there
are additional keys that satisfy the search criteria, but these keys were not
returned because max- keys was exceeded, the response contains <I sTr un-
cat ed>t rue</ | sTruncat ed>. To return the additional keys, see mar ker .
Type: String

Default: 1000

Limits the response to keys that begin with the specified prefix. You can use
prefixes to separate a bucket into different groupings of keys. (You can think
of using pr ef i x to make groups in the same way you'd use a folder in a file
system.)

Type: String

Default: None

Request Elements

This implementation of the operation does not use request elements.

Request Headers

Required

No

No

No

No

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 3).

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 5).
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Response Elements

Name

Contents

ComonPr ef i xes

Delimter

Di spl ayNane

Encodi ng- Type

Description

Metadata about each object returned.
Type: XML metadata
Ancestor: ListBucketResult

All of the keys rolled up in a common prefix count as a single return when
calculating the number of returns. See MaxKeys.

» Aresponse can contain ConmonPr ef i xes only if you specify a delim-
iter.

» ConmonPr ef i xes contains all (if there are any) keys between Pr ef i x
and the next occurrence of the string specified by delimiter.

» CommonPr ef i xes lists keys that act like subdirectories in the directory
specified by Pr ef i x.

For example, if the prefix is not es/ and the delimiter is a slash (/) as in
not es/ sunmer/ j ul y, the common prefix is not es/ sunmer / . All of the
keys that roll up into a common prefix count as a single return when cal-
culating the number of returns. See MaxKeys.

Type: String
Ancestor: ListBucketResult

Causes keys that contain the same string between the prefix and the first
occurrence of the delimiter to be rolled up into a single result element in
the CommonPr ef i xes collection. These rolled-up keys are not returned
elsewhere in the response. Each rolled-up result counts as only one return
against the MaxKeys value.

Type: String
Ancestor: ListBucketResult

Object owner's name.

Note
This value is not included in the response in the EU (Frankfurt),
Asia Pacific (Seoul), China (Beijing), or AWS GovCloud (US)
regions.

Type: String

Ancestor: ListBucketResult.Contents.Owner

Encoding type used by Amazon S3 to encode object key names in the
XML response.

If you specify encodi ng- t ype request parameter, Amazon S3 includes
this element in the response, and returns encoded key name values in
the following response elements:

Del i m ter, Marker, Prefi x, Next Mar ker , Key.
Type: String
Ancestor: ListBucketResult
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Name

ETag

| sTruncat ed

Key

Last Mbdi fi ed

Mar ker

MaxKeys

Next Mar ker

Description

The entity tag is an MD5 hash of the object. The ETag only reflects
changes to the contents of an object, not its metadata.

Type: String
Ancestor: ListBucketResult.Contents

Object owner's ID.
Type: String
Ancestor: ListBucketResult.Contents.Owner

Specifies whether (t r ue) or not (f al se) all of the results were returned.
If the number of results exceeds that specified by MaxKeys, all of the
results might not be returned.

Type: Boolean
Ancestor: ListBucketResult

The object's key.
Type: String
Ancestor: ListBucketResult.Contents

Date and time the object was last modified.
Type: Date
Ancestor: ListBucketResult.Contents

Indicates where in the bucket listing begins. Mar ker is included in the
response if it was sent with the request.

Type: String
Ancestor: ListBucketResult

The maximum number of keys returned in the response body.
Type: String
Ancestor: ListBucketResult

Name of the bucket.
Type: String
Ancestor: ListBucketResult

When the response is truncated (thatis, the | sTr uncat ed element value
in the response is true), you can use the key name in this field as a

mar ker in the subsequent request to get next set of objects. Amazon S3
lists objects in UTF-8 character encoding in lexicographical order.

Note

This element is returned only if you specify adel i m t er request
parameter. If the response does not include the Next Maker and
it is truncated, you can use the value of the last Key in the re-
sponse as the mar ker in the subsequent request to get the next
set of object keys.

Type: String
Ancestor: ListBucketResult
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Name Description
Onner Bucket owner.
Type: String

Children: DisplayName, ID
Ancestor: ListBucketResult.Contents | CommonPrefixes

Prefix Keys that begin with the indicated prefix.
Type: String
Ancestor: ListBucketResult

Si ze Size in bytes of the object.
Type: String
Ancestor: ListBucketResult.Contents

St or aged ass STANDARD | STANDARD | A | REDUCED_REDUNDANCY | GLACI ER
Type: String
Ancestor: ListBucketResult.Contents

Special Errors

This implementation of the operation does not return special errors. For general information about Amazon
S3 errors and a list of error codes, see Error Responses (p. 7).

Examples

Sample Request

This requests returns the objects in Bucket Nane.

GET / HTTP/ 1.1

Host: Bucket Nane. s3. anazonaws. com
Date: Wed, 12 COct 2009 17:50: 00 GMr
Aut hori zation: authorization string
Content - Type: text/plain

Sample Response

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Li st Bucket Resul t xm ns="http://s3. amazonaws. com doc/ 2006- 03-01/" >
<Name>bucket </ Nanme>
<Prefix/>
<Mar ker/ >
<MaxKeys>1000</ MaxKeys>
<l sTruncat ed>f al se</| sTruncat ed>
<Cont ent s>
<Key>ny-i mage. j pg</ Key>
<Last Mbdi fi ed>2009- 10- 12T17: 50: 30. 000Z</ Last Modi fi ed>
<ETag>&quot ; f ba9dede5f 27731¢c9771645a39863328&quot ; </ ETag>
<Si ze>434234</ Si ze>
<St or aged ass>STANDARD</ St or aged ass>
<Omner >
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<| D>75aa57f 09aalc8cae
ab4f 8c24e99d10f 8e7f aeebf 76¢c078ef c7c6caeab4bal6a</ | D>
<Di spl ayNane>nt d@nazon. conx/ Di spl ayNane>
</ Onner >
</ Cont ent s>
<Cont ent s>
<Key>ny-t hird-image. j pg</ Key>
<Last Mbdi fi ed>2009- 10- 12T17: 50: 30. 000Z</ Last Modi fi ed>
<ETag>&quot ; 1b2cf 535f 27731¢c974343645a3985328&quot ; </ ETag>
<Si ze>64994</ Si ze>
<St or aged ass>STANDARD | A</ St or aged ass>
<Owner >
<| D>75aa57f 09aalc8cae
ab4f 8c24e99d10f 8e7f aeebf 76c078ef c7c6caeab4bal6a</ | D>
<Di spl ayNane>nt d@nazon. conx/ Di spl ayNane>
</ Onner >
</ Cont ent s>
</ Li st Bucket Resul t >

Sample Request Using Request Parameters

This example lists up to 40 keys in the quot es bucket that start with N and occur lexicographically after
Ned.

GET / ?pr ef i x=N&mar ker =Ned&max- keys=40 HTTP/ 1.1
Host: quotes. s3. amazonaws. com

Date: Wed, 01 Mar 2006 12: 00: 00 GMVTI

Aut hori zati on: authorization string

Sample Response

HTTP/ 1.1 200 K

x-ane-id-2: gyB+3j RPnr kN98Zaj x HXr 3u7EFM67bNgSAxexeEHNdCX/ 7GRnf TXxReKUQF28I f P
X-anz-request-id: 3B3C7C725673C630

Date: Wed, 01 Mar 2006 12: 00: 00 GMI

Cont ent - Type: application/ xni

Cont ent - Lengt h: 302

Connection: close

Server: AmazonS3

<?xm version="1.0" encodi ng="UTF-8"?>
<Li st Bucket Resul t xm ns="http://s3. anazonaws. conf doc/ 2006- 03- 01/ " >
<Name>quot es</ Nanme>
<Prefi x>N</Prefix>
<Mar ker >Ned</ Mar ker >
<MaxKeys>40</ MaxKeys>
<l sTruncat ed>f al se</|sTruncat ed>
<Cont ent s>
<Key>Nel son</ Key>
<Last Mbdi fi ed>2006- 01- 01T12: 00: 00. 000Z</ Last Modi fi ed>
<ETag>&quot ; 828ef 3f df a96f 00ad9f 27c383f c9ac7f &quot ; </ ETag>
<Si ze>5</ Si ze>
<St or aged ass>STANDARD</ St or aged ass>
<Omner >
<| D>bcaf 161ca5f b16f d081034f </ | D>
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<Di spl ayNanme>webf i | e</ Di spl ayNane>
</ Owner >
</ Cont ent s>
<Cont ent s>
<Key>Neo</ Key>
<Last Mbdi fi ed>2006- 01- 01T12: 00: 00. 000Z</ Last Modi fi ed>
<ETag>&quot ; 828ef 3f df a96f 00ad9f 27¢383f c9ac7f &quot ; </ ETag>
<Si ze>4</ Si ze>
<St or aged ass>STANDARD</ St or aged ass>
<Omner >
<| D>bcaf 1f f d86a5f b16f d081034f </ | D>
<Di spl ayNanme>webf i | e</ Di spl ayNane>
</ Owner >
</ Cont ent s>
</ Li st Bucket Resul t >

Sample Request Using Prefix and Delimiter

For this example, we assume that you have the following keys in your bucket:
sanpl e.j pg

phot os/ 2006/ Januar y/ sanpl e. j pg

phot os/ 2006/ Febr uar y/ sanpl e2. j pg

phot os/ 2006/ Febr uary/ sanpl €3. j pg

phot os/ 2006/ Febr uar y/ sanpl e4. j pg

The following GET request specifies the del i i t er parameter with value / .

GET /?delimter=/ HITP/ 1.1

Host: exanpl e- bucket. s3. anazonaws. com
Date: Wed, 01 Mar 2006 12:00: 00 GMI
Aut hori zation: authorization string

The key sanpl e. j pg does not contain the delimiter character, and Amazon S3 returns it in the Cont ent s
element in the response. However, all other keys contain the delimiter character. Amazon S3 groups
these keys and return a single CormonPr ef i xes element with prefix value phot os/ that is a substring
from the beginning of these keys to the first occurrence of the specified delimiter.

<Li st Bucket Resul t xm ns="http://s3. amazonaws. com doc/ 2006- 03-01/" >
<Name>exanpl e- bucket </ Name>
<Prefix></Prefix>
<Mar ker ></ Mar ker >
<MaxKeys>1000</ MaxKeys>
<Delimter>/</Delimter>
<l sTruncat ed>f al se</| sTruncat ed>
<Cont ent s>
<Key>sanpl e. j pg</ Key>
<Last Mbdi fi ed>2011- 02- 26T01: 56: 20. 000Z</ Last Modi fi ed>
<ETag>&quot ; bf 1d737a4d46a19f 3bced6905cc8b902&quot ; </ ETag>
<Si ze>142863</ Si ze>
<Omner >
<| D>canoni cal -user-i d</ | D>
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<Di spl ayName>di spl ay- nane</ Di spl ayNane>

</ Owner >
<St or aged ass>STANDARD</ St or aged ass>

</ Cont ent s>

<CommonPr ef i xes>
<Pr ef i x>phot os/ </ Pref i x>

</ CommonPr ef i xes>

</ Li st Bucket Resul t >

The following GET request specifies the del i mi t er parameter with the value / , and the pr ef i x parameter
with the value phot os/ 2006/ .

GET / ?pr ef i x=phot os/ 2006/ &del im ter=/ HITP/ 1.1
Host: exanpl e- bucket. s3. anazonaws. com

Date: Wed, 01 Mar 2006 12:00: 00 GMI

Aut hori zation: authorization string

In response, Amazon S3 returns only the keys that start with the specified prefix. Further, it uses the
del i m t er character to group keys that contain the same substring until the first occurrence of the

del i mi t er character after the specified prefix. For each such key group Amazon S3 returns one
<CommonPr ef i xes> element in the response. The keys grouped under this CommonPr ef i xes element
are not returned elsewhere in the response. The value returned in the CommonPr ef i xes element is a
substring from the beginning of the key to the first occurrence of the specified delimiter after the prefix.

<Li st Bucket Resul t xml ns="http://s3. anazonaws. com doc/ 2006- 03- 01/ ">
<Name>exanpl e- bucket </ Name>
<Pr ef i x>phot os/ 2006/ </ Prefi x>
<Mar ker ></ Mar ker >
<MaxKeys>1000</ MaxKeys>
<Delimter>/</Delimter>
<l sTruncat ed>f al se</| sTruncat ed>

<CommonPr ef i xes>
<Pr ef i x>phot os/ 2006/ Febr uary/ </ Prefi x>
</ ConmonPr ef i xes>
<CommonPr ef i xes>
<Pr ef i x>phot 0s/ 2006/ January/ </ Prefi x>
</ ConmonPr ef i xes>
</ Li st Bucket Resul t >

Related Resources

e GET Object (p. 258)
¢ PUT Object (p. 299)
e PUT Bucket (p. 173)
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GET Bucket accelerate

Description

This implementation of the GET operation uses the accel er at e subresource to return the Transfer
Acceleration state of a bucket, which is either Enabl ed or Suspended. Amazon S3 Transfer Acceleration
is a bucket-level feature that enables you to perform faster data transfers to and from Amazon S3.

To use this operation, you must have permission to perform the s3: Get Accel er at eConfi gurati on
action. The bucket owner has this permission by default. The bucket owner can grant this permission to
others. For more information about permissions, see Permissions Related to Bucket Subresource
Operations and Managing Access Permissions to Your Amazon S3 Resources in the Amazon Simple
Storage Service Developer Guide.

You set the Transfer Acceleration state of an existing bucket to Enabl ed or Suspended by using the
PUT Bucket accelerate (p. 179) operation.

A GET accel er at e request does not return a state value for a bucket that has no transfer acceleration
state. A bucket has no Transfer Acceleration state, if a state has never been set on the bucket.

This implementation of the GET operation returns the following responses:

« If the transfer acceleration state is set to Enabl ed on a bucket, the response is:

<Accel erateConfiguration xm ns="http://s3.amazonaws. com doc/ 2006- 03- 01/ ">
<St at us>Enabl ed</ St at us>
</ Accel er at eConfi gurati on>

« If the transfer acceleration state is set to Suspended on a bucket, the response is:

<Accel erat eConfigurati on xm ns="http://s3.amazonaws. conf doc/ 2006- 03-01/" >
<St at us>Suspended</ St at us>
</ Accel er at eConfi gurati on>

« If the transfer acceleration state on a bucket has never been set to Enabl ed or Suspended, the
response is:

<Accel erateConfigurati on xm ns="http://s3.anmazonaws. conf doc/ 2006- 03-01/"/ >

For more information on transfer acceleration, see Transfer Acceleration in the Amazon Simple Storage
Service Developer Guide.

Requests
Syntax

CET /?accelerate HTTP/ 1.1

Host: bucket nane. s3. anazonaws. com
Content -Length: |ength

Date: date
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Aut hori zation: authorization string (see Authenticating Requests (AW Signature
Ver si on
4) (p. 15))

Request Parameters

This implementation of the operation does not use request parameters.

Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 3).

Request Elements

This implementation of the operation does not use request elements.

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 5).

Response Elements

This implementation of GET returns the following response elements.

Name Description

Accel erat eConfi gurati on | Container for the St at us response element.
Type: Container
Ancestor: None

St at us The transfer acceleration state of the bucket.
Type: Enum
Valid Values: Suspended | Enabled
Ancestor: AccelerateConfiguration

Special Errors

This implementation of the operation does not return special errors. For general information about Amazon
S3 errors and a list of error codes, see Error Responses (p. 7).
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Examples

Example 1: Retrieve the transfer acceleration configuration
for a bucket

The following example shows a GET / ?accel er at e request to retrieve the transfer acceleration state
of the bucket named exanpl ebucket .

GET /?accel erate HTTP/ 1.1

Host: exanpl ebucket . s3. amazonaws. com
Date: Mon, 11 Apr 2016 12:00:00 GMI
Aut hori zation: authorization string
Content - Type: text/plain

The following is a sample of the response body (only) that shows bucket transfer acceleration is enabled.

<Accel erat eConfiguration xm ns="http://s3.amazonaws. conf doc/ 2006- 03-01/" >
<St at us>Enabl ed</ St at us>
</ Accel er at eConfi gurati on>

Related Resources

¢ PUT Bucket accelerate (p. 179)
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GET Bucket acl

Description

This implementation of the GET operation uses the acl subresource to return the access control list (ACL)
of a bucket. To use GET to return the ACL of the bucket, you must have READ_ACP access to the bucket.
If READ_ACP permission is granted to the anonymous user, you can return the ACL of the bucket without
using an authorization header.

Requests
Syntax

GET /?acl HTTP/ 1.1

Host: Bucket Nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AWS Signature
Ver si on

4) (p. 19))

Request Parameters

This implementation of the operation does not use request parameters.

Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 3).

Request Elements

This implementation of the operation does not use request elements.

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 5).

Response Elements

Name Description

AccessControl Li st Container for ACL information.
Type: Container
Ancestry: AccessControlPolicy
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Name Description

AccessControl Policy Container for the response.
Type: Container
Ancestry: None

Di spl ayNane Bucket owner's display name. This is returned only if the owner's e-mail
address (or the forum name, if configured) can be determined from the
| D.

Type: String
Ancestry: AccessControlPolicy.Owner

G ant Container for G ant ee and Per i ssi on.
Type: Container
Ancestry: AccessControlPolicy.AccessControlList

G ant ee Container for Di spl ayNane and | D of the person being granted permis-
sions.

Type: Container
Ancestry: AccessControlPolicy.AccessControlList.Grant

ID Bucket owner's ID.
Type: String
Ancestry: AccessControlPolicy.Owner

Owner Container for bucket owner information.
Type: Container
Ancestry: AccessControlPolicy

Per mi ssi on Permission given to the Gr ant ee for bucket.
Type: String
Valid Values: FULL_CONTROL | WRITE | WRITE_ACP | READ |
READ_ACP

Ancestry: AccessControlPolicy.AccessControlList.Grant

Special Errors

This implementation of the operation does not return special errors. For general information about Amazon
S3 errors and a list of error codes, see Error Responses (p. 7).

Examples

Sample Request

The following request returns the ACL of the specified bucket.

GET ?acl HITP/1.1

Host: bucket. s3. anmazonaws. com

Date: Wed, 28 Cct 2009 22:32:00 GVIr
Aut hori zati on: authorization string
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Sample Response

HTTP/ 1.1 200 K

x-ane-id-2: eftixk72aD6Ap51TnqcoF8eFi dJ@Z/ 2nki DFu8yU9ASled4Opl szj 7UDNEHG an
X-ane-request-id: 318BC8BC148832E5

Date: Wed, 28 Cct 2009 22:32: 00 GMVr

Last-Modi fied: Sun, 1 Jan 2006 12: 00: 00 GMI

Cont ent - Lengt h: 124

Cont ent - Type: text/plain

Connecti on: cl ose

Server: AmazonS3

<AccessControl Policy>

<Omner >
<|I D>75aa57f 09aa0c8caeab4f 8c24e99d10f 8e7f aeebf 76c078ef c7c6caeab4bal6a</ | D>
<Di spl ayName>Cust orrer sNane@umazon. conx/ Di spl ayNane>

</ Omner >

<AccessControl Li st >
<G ant >

<G antee xm ns: xsi="http://ww.w3. org/ 2001/ XM_Schemna- i nst ance"
xsi : type="Canoni cal User" >
<| D>75aa57f 09aa0c8caeab4f 8c24e99d10f 8e7f aeebf 76c078ef c7c6caea54bal6a</ | D>

<Di spl ayName>Cust orrer sNane@mazon. conx/ Di spl ayNane>
</ Grant ee>
<Per m ssi on>FULL_CONTROL</ Per ni ssi on>
</ Grant >
</ AccessControl Li st >
</ AccessControl Policy>

Related Resources

e GET Bucket Objects (p. 100)
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GET Bucket cors

Description

Returns the cor s configuration information set for the bucket.

To use this operation, you must have permission to perform the s3: Get Bucket CORS action. By default,
the bucket owner has this permission and can grant it to others.

To learn more cor s, go to Enabling Cross-Origin Resource Sharing in the Amazon Simple Storage
Service Developer Guide.

Requests
Syntax

GET /?cors HITP/ 1.1

Host: bucket nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AW Signature
Ver si on

4) (p. 19))

Request Parameters

This implementation of the operation does not use request parameters.

Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 3).

Request Elements

This implementation of the operation does not use request elements.

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 5).

Response Elements

This implementation of GET returns the following response elements.
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Responses

Name

CORSConf i gur ati on

CORSRul e

Al | owedHeader

Al | owedMet hod

Al'l owedOrigin

ExposeHeader

Description

Container for up to 100 CORSRul es elements.
Type: Container

Children: CORSRul es

Ancestor: None

A set of origins and methods (cross-origin access that you want to
allow). You can add up to 100 rules to the configuration.

Type: Container

Children: Al | owedOri gi n, Al | onedMet hod, MaxAgeSeconds, Ex-
poseHeader, | D.

Ancestor: CORSConf i gur ati on

Specifies which headers are allowed in a pre-flight OPTI ONS request
through the Access- Cont r ol - Request - Header s header. Each
header name specified in the Access- Cont r ol - Request - Header s
must have a corresponding entry in the rule. Only the headers that
were requested will be sent back. This element can contain at most
one * wildcard character.

A CORSRul e can have at most one MaxAgeSeconds element.

Type: Integer (seconds)

Ancestor: CORSRul e

Identifies an HTTP method that the domain/origin specified in the rule
is allowed to execute.

Each CORSRul e must contain at least one Al | owedMet hod and one
Al | owedOri gi n element.

Type: Enum (GET, PUT, HEAD, POST, DELETE)
Ancestor: CORSRul e

One or more response headers that you want customers to be able
to access from their applications (for example, from a JavaScript
XMLHttpRequest object).

Each CORSRul e must have at least one Al | owedOr i gi n element.
The string value can include at most one "' wildcard character, for
example, http://*.example.com". You can also specify only "*" to allow
cross-origin access for all domains/origins.

Type: String
Ancestor: CORSRul e

One or more headers in the response that you want customers to be
able to access from their applications (for example, from a JavaScript
XM_H: t pRequest object).

You add one ExposeHeader in the rule for each header.
Type: String
Ancestor: CORSRul e

An optional unique identifier for the rule. The ID value can be up to
255 characters long. The IDs help you find a rule in the configuration.

Type: String
Ancestor: CORSRul e
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Name Description

MaxAgeSeconds The time in seconds that your browser is to cache the preflight re-
sponse for the specified resource.

A CORSRul e can have at most one MaxAgeSeconds element.
Type: Integer (seconds)
Ancestor: CORSRul e

Special Errors

This implementation of the operation does not return special errors. For general information about Amazon
S3 errors and a list of error codes, see Error Responses (p. 7).

Examples

Example 1: Retrieve cors subresource

The following example gets the cor s subresource of a bucket.

Sample Request

GET /?cors HITP/ 1.1

Host: exanpl ebucket. s3. amazonaws. com
Date: Tue, 13 Dec 2011 19:14: 42 GMI
Aut hori zation: signatureVal ue

Sample Response

HTTP/ 1.1 200 K

x-anz-id-2: OFnFl Wsh/ PpBuzZ0JFRC55ZGVmMQM SHI 7x VDgKwhEdJ nf 3q63Rt r vH8ZuxWLBol 5
X-anz-request-id: OCFO38E9BCF63097

Date: Tue, 13 Dec 2011 19:14:42 GMI

Server: AmazonS3

Cont ent - Lengt h: 280

<CORSConfi gurati on>
<CORSRul e>
<Al | onedOri gi n>htt p: / / www. exanpl e. conx/ Al | onedOri gi n>
<Al | onedMet hod>GET</ Al | owedMet hod>
<MaxAgeSeconds>3000</ MaxAgeSec>
<ExposeHeader >x- ane- server - si de- encrypt i on</ ExposeHeader >
</ CORSRul e>
</ CORSConfi gurati on>

Related Resources

¢ PUT Bucket cors (p. 189)
e DELETE Bucket cors (p. 77)
¢ OPTIONS object (p. 283)
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GET Bucket lifecycle

Description

Returns the | i f ecycl e configuration information set on the bucket. For information about lifecycle
configuration, go to Object Lifecycle Management in the Amazon Simple Storage Service Developer
Guide.

To use this operation, you must have permission to perform the s3: Get Li f ecycl eConf i gurati on
action. The bucket owner has this permission, by default. The bucket owner can grant this permission to

others. For more information about permissions, see Managing Access Permissions to Your Amazon S3
Resources in the Amazon Simple Storage Service Developer Guide.

Requests
Syntax

GET /?lifecycle HTTP/ 1.1
Host: bucket nane. s3. anazonaws. com
Date: date
Aut hori zation: authorization string (see Authenticating Requests (AW Signature
Ver si on
4) (p. 15))

Request Parameters

This implementation of the operation does not use request parameters.

Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 3).

Request Elements

This implementation of the operation does not use request elements.

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 5).

Response Elements

This implementation of GET returns the following response elements.
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Name Description Required

Abor t I nconpl et eMul ti part Up- | Container for specifying when an incomplete Yes, if no oth-

| oad multipart upload becomes eligible for an abort er action is
operation. specified for
Child: DaysAfterlnitiation the rule.
Type: Container
Ancestor: Rul e.

Dat e Specifies the date after which you want the corres- | Yes, if Days
ponding action to take effect. When the action is | and Expi r e-
in effect, Amazon S3 will perform the specific ac- | dCbj ect De-
tion on the applicable objects as they appear in || et eMar ker
the bucket (you identify applicable objects in the | are absent.
lifecycle Rul e in which the action is defined).

For example, suppose you add a Tr ansi ti on
action to take effect on Dec. 31, 2014. Suppose
this action applies to objects with the key prefix
"documents/". When the action takes effect on
this date, Amazon S3 transitions existing applic-
able objects to the GLACIER storage class. As
long as the action is in effect, Amazon S3 will
transition all objects that satisfy the prefix condi-
tion.

The date value must conform to the ISO 8601
format. The time is always midnight UTC.

Type: String

Ancestor: Expi rati on or Transi ti on

Days Specifies the number of days after object creation | Yes, if Dat e
when the specific rule action takes effect. The and Expi re-
object's eligibility time is calculated as creation dnj ect De-
time + the number of days, and rounding the res- | | et eMar ker
ulting time to the next day midnight UTC. are absent.
Type: Non-negative Integer when used with
Transi ti on, Positive Integer when used with
Expiration.

Ancestor: Transi ti on or Expi rati on.

DaysAfterlnitiation Specifies the number of days after initiating a Yes, if Dat e
multipart upload when the multipart upload must | is absent.

be completed. If it does not complete by the spe-
cified number of days, it becomes eligible for an
abort operation and Amazon S3 aborts the incom-
plete multipart upload.

Type: Positive Integer.

Ancestor: Abor t | nconpl et eMul ti part Upl oad.
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Name

Expiration

Li fecycl eConfi guration

Description

This action specifies a period in the object's life-
time when Amazon S3 should take the appropriate
expiration action. The expiration action occurs
only on objects that are eligible according to the
period specified in the child Dat e or Days ele-
ment. The action Amazon S3 takes depends on
whether the bucket is versioning enabled.

« If versioning has never been enabled on the
bucket, Amazon S3 deletes the only copy of the
object permanently.

» Otherwise, if your bucket is versioning-enabled
(or versioning is suspended), the action applies
only to the current version of the object. Buckets
with versioning-enabled or versioning-suspen-
ded can have many versions of the same object,
one current version, and zero or more noncur-
rent versions.

Instead of deleting the current version, Amazon
S3 makes it a honcurrent version by adding a
delete marker as the new current version.

Important

If your bucket state is versioning-sus-
pended, Amazon S3 creates a delete
marker with version ID nul I . If you
have a version with version ID nul | ,
then Amazon S3 overwrites that ver-
sion.

Note

To set expiration for noncurrent ob-
jects, you must use the Noncur -
rent Ver si onExpi rati on action.

Type: Container
Children: Days or Date
Ancestor: Rule

Unique identifier for the rule. The value cannot be
longer than 255 characters.

Type: String
Ancestor: Rule

Container for lifecycle rules. You can add as many
as 1000 rules.

Type: Container
Children: Rule
Ancestor: None

Required

Yes, if parent
tag is spe-
cified

No

Yes
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Name

Expi r edObj ect Del et eMar ker

Noncur r ent Days

Noncur r ent Ver si onExpi rati on

Noncurrent Ver si onTransi tion

Description

On a versioned bucket (versioning-enabled or
versioning-suspended bucket) this element indic-
ates if Amazon S3 will delete any expired object
delete markers in the bucket. For an example, go
to Example 8: Specify Expiration Action to Re-
move Expired Object Delete Markers in the
Amazon Simple Storage Service Developer Guide.

Type: String
Valid values: true | false (the value false is allowed

but it is no-op, Amazon S3 will not take action if
the value is false)

Ancestor: Expi rati on.

Specifies the number of days an object is noncur-
rent before Amazon S3 can perform the associ-
ated action. For information about the noncurrent
days calculations, see Lifecycle Rules Based on
the Number of Days in the Amazon Simple Stor-
age Service Developer Guide.

Type: Nonnegative Integer when used with Non-

current Versi onTransi ti on, Positive Integer
when used with Noncur r ent Ver si onExpi r a-

tion.

Ancestor: Noncur r ent Ver si onExpi rati on or
Noncur r ent Ver si onTransi tion

Specifies when noncurrent object versions expire.
Upon expiration, Amazon S3 permanently deletes
the noncurrent object versions.

You set this lifecycle configuration action on a
bucket that has versioning enabled (or suspended)
to request that Amazon S3 delete noncurrent ob-
ject versions at a specific period in the object's
lifetime.

Type: Container

Children: NoncurrentDays

Ancestor: Rule

Container for the transition rule that describes
when noncurrent objects transition to the STAND-
ARD | A or the GLACIER storage class.

If your bucket is versioning-enabled (or versioning
is suspended), you can set this action to request
Amazon S3 to transition noncurrent object ver-
sions to the GLACIER storage class at a specific
period in the object's lifetime.

Type: Container

Children: NoncurrentDays and StorageClass
Ancestor: Rule

Required

Yes, if Dat e
and Days are
absent.

Yes, only if
the ancestor
is present.

Yes, if no oth-
er action is
present in the
Rul e.

Yes, if no oth-
er action is
present in the
Rul e.
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Name Description Required
Prefix Object key prefix identifying one or more objects | Yes
to which the rule applies.
Type: String

Ancestor: Rule

Rul e Container for a lifecycle rule. Yes
Type: Container
Ancestor: LifecycleConfiguration

St at us If Enabled, Amazon S3 executes the rule as Yes
scheduled. If Disabled, Amazon S3 ignores the
rule.

Type: String
Ancestor: Rule
Valid values: Enabled or Disabled.

St or ageC ass Specifies the Amazon S3 storage class to which | Yes
you want to transition the object.

Type: String

Ancestor: Transition and NoncurrentVersionTrans-
ition

Valid values: STANDARD_IA | GLACIER.

Transition This action specifies a period in the objects' life- | Yes, if no oth-
time when Amazon S3 should transition them to | er action is
the STANDARD | Aorthe GLACIER storage class. | presentin the
When this action is in effect, what Amazon S3 Rul e.
does depends on whether the bucket is version-
ing-enabled.

« If versioning has never been enabled on the
bucket, Amazon S3 transitions the only copy of
the object specified storage class.

¢ Otherwise, when your bucket is versioning-en-
abled (or versioning is suspended), Amazon S3
transitions only the current versions of objects
identified in the rule.

Note

A versioning-enabled or versioning-
suspended bucket can have many
versions of an object. This action has
no impact on the noncurrent object
versions. To transition noncurrent ob-
jects, you must use the Noncur -
rent Ver si onTransi ti on action.

Type: Container
Children: Days or Date, and StorageClass
Ancestor: Rule
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Special Errors

Error Code Description HTTP Status | SOAP Fault

Code Code Prefix
NoSuchLi f ecycl eConfi gur - | The lifecycle configuration does not | 404 Not Client
ation exist. Found

For general information about Amazon S3 errors and a list of error codes, see Error Responses (p. 7).

Examples

Example 1: Retrieve lifecycle subresource

This example shows a GET request to retrieve the | i f ecycl e subresource from the specified bucket
and an example response with the returned lifecycle configuration.

Sample Request

GET /?lifecycle HTTP/ 1.1

Host: exanpl ebucket . s3. amazonaws. com
x-ane-date: Thu, 15 Nov 2012 00:17:21 GVI
Aut hori zation: signatureVal ue

Sample Response

HTTP/ 1.1 200 K

x-ane-id-2: |1 TnGIly4RyTnXa3r Pi 4hkl TXouTf OhccUj 00i CPj z6Fnf | ut Bjf 3M/f PGA WO2 SEW
X-ane-request-id: 51991C342C575321

Date: Thu, 15 Nov 2012 00:17:23 GMVI

Server: AmazonS3

Cont ent - Lengt h: 358

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Li fecycl eConfi guration xm ns="http://s3.amazonaws. conf doc/ 2006- 03- 01/ ">
<Rul e>
<I D>Archive and then delete rul e</|ID>
<Prefi x>proj ectdocs/ </ Prefix>
<St at us>Enabl ed</ St at us>
<Transition>
<Days>30</ Days>
<St or aged ass>STANDARD | A</ St or aged ass>
</ Transi tion>
<Transition>
<Days>365</ Days>
<St or aged ass>@E.ACI ER</ St or aged ass>
</ Transition>
<Expi ration>
<Days>3650</ Days>
</ Expiration>
</ Rul e>
</ Li f ecycl eConfi guration>
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Related Resources

e PUT Bucket lifecycle (p. 195)
« DELETE Bucket lifecycle (p. 79)
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GET Bucket policy

Description

This implementation of the GET operation uses the pol i cy subresource to return the policy of a specified
bucket. To use this operation, you must have Get Pol i cy permissions on the specified bucket, and you
must be the bucket owner.

If you don't have Get Pol i cy permissions, Amazon S3 returns a 403 Access Deni ed error. If you have
the correct permissions, but you're not the bucket owner, Amazon S3 returns a 405 Met hod Not

Al | owed error. If the bucket does not have a policy, Amazon S3 returns a 404 Pol i cy Not found
error. There are restrictions about who can create bucket policies and which objects in a bucket they can
apply to. For more information, go to Using Bucket Policies.

Requests
Syntax

GET /?policy HITP/ 1.1

Host: Bucket Nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AWS Si gnature
Ver si on

4) (p. 195))

Request Parameters

This implementation of the operation does not use request parameters.

Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 3).

Request Elements

This implementation of the operation does not use request elements.

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 5).

Response Elements

The response contains the (JSON) policy of the specified bucket.
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Special Errors

This implementation of the operation does not return special errors. For general information about Amazon
S3 errors and a list of error codes, see Error Responses (p. 7).

Examples

Sample Request

The following request returns the policy of the specified bucket.

GET ?policy HITP/ 1.1

Host: bucket.s3. amazonaws. com

Date: Wed, 28 Cct 2009 22:32: 00 GMr
Aut hori zation: authorization string

Sample Response

HTTP/ 1.1 200 K

x-anz-id-2: UuaglLuByru9pO4SAMPLEAL RPf TaOFg==
X-ane-request-id: 656c76696e67SAMPLES7374
Date: Tue, 04 Apr 2010 20: 34:56 GMI
Connection: keep-alive

Server: AmazonS3

{
"Version":"2008-10-17",

"1 d":"aaaa- bbbb-cccc-dddd",

"Statenent" : [
{
"Ef fect":"Deny",
" Si dl! : " 1!! ,
"Principal "

"AWS":["111122223333", "444455556666" ]
}

"Action":["s3:*"],
"Resource":"arn:aws: s3::: bucket/*"

Related Resources

¢ GET Bucket Objects (p. 100)
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GET Bucket location

Description

This implementation of the GET operation uses the | ocat i on subresource to return a bucket's region.
You set the bucket's region using the Locat i onConst r ai nt request parameter in a PUT Bucket request.
For more information, see PUT Bucket (p. 173).

To use this implementation of the operation, you must be the bucket owner.

Requests
Syntax

GET /?location HTTP/ 1.1

Host: Bucket Nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AWS Signature
Ver si on

4) (p. 19))

Request Parameters

This implementation of the operation does not use request parameters.

Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 3).

Request Elements
This implementation of the operation does not use request elements.
Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 5).
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Response Elements

Name Description

Locati onConstrai nt | Specifies the region where the bucket resides. For more information about
region endpoints and location constraints, go to Regions and Endpoints in

the Amazon Web Services Glossary.
Type: String

Valid Values: [ us-west-1 | us-west-2 | EU or eu-west-1 | eu-central-1 | ap-
southeast-1 | ap-southeast-2 | ap-northeast-1 | ap-northeast-2 | sa-east-1 |
empty string (for the US East (N. Virginia) region)]

Ancestry: None

When the bucket's region is US East (N. Virginia), Amazon S3 returns an empty string for the bucket's

region:

<LocationConstraint xm ns="http://s3.anazonaws. coni doc/ 2006-03-01/"/ >

Special Errors

This implementation of the operation does not return special errors. For general information about Amazon

S3 errors and a list of error codes, see Error Responses (p. 7).
Examples

Sample Request

The following request returns the region of the specified bucket.

GET /?location HTTP/ 1.1

Host: nyBucket. s3. amazonaws. com

Date: Tue, 09 Cct 2007 20:26: 04 +0000
Aut hori zation: signatureVal ue

Sample Response

<?xm version="1.0" encodi ng="UTF- 8" ?>

<LocationConstraint xm ns="http://s3. anazonaws. coni doc/ 2006- 03- 01/ " >EU</ Loca

tionConstraint>

Related Resources

¢ GET Bucket Objects (p. 100)
¢ PUT Bucket (p. 173)
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GET Bucket logging

Note
Logging functionality is currently in beta.

Description

This implementation of the GET operation uses the | oggi ng subresource to return the logging status of
a bucket and the permissions users have to view and modify that status. To use GET, you must be the
bucket owner.

Requests
Syntax

GET /?logging HTTP/ 1.1

Host: Bucket Nane. s3. anazonaws. com
Date: date

Aut hori zation: authorization string

Request Parameters

This implementation of the operation does not use request parameters.

Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 3).

Request Elements

This implementation of the operation does not use request elements.

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 5).

Response Elements

Name Description

Bucket Loggi ngSt at us | Container for the response.
Type: Container
Ancestry: None

API Version 2006-03-01
128



Amazon Simple Storage Service APl Reference

Examples
Name Description
Emai | Addr ess E-mail address of the person whose logging permissions are displayed.
Type: String

Ancestry: BucketLoggingStatus.LoggingEnabled.Target-
Grants.Grant.Grantee

G ant Container for G ant ee and Per mi ssi on.
Type: Container
Ancestry: BucketLoggingStatus.LoggingEnabled.TargetGrants

G ant ee Container for Emai | Addr ess of the person whose logging permissions
are displayed.

Type: Container
Ancestry: BucketLoggingStatus.LoggingEnabled.TargetGrants.Grant

Loggi ngEnabl ed Container for logging information. This element and its children are present
when logging is enabled, otherwise, this element and its children are ab-
sent.

Type: Container
Ancestry: BucketLoggingStatus

Per mi ssi on Logging permissions assigned to the Gr ant ee for the bucket.
Type: String
Valid Values: FULL_CONTROL | READ | WRITE
Ancestry: BucketLoggingStatus.LoggingEnabled.TargetGrants.Grant

Tar get Bucket Specifies the bucket whose logging status is being returned. This element
specifies the bucket where server access logs will be delivered.

Type: String
Ancestry: BucketLoggingStatus.LoggingEnabled

Target Grants Container for granting information.
Type: Container
Ancestry: BucketLoggingStatus.LoggingEnabled

Tar get Prefi x Specifies the prefix for the keys that the log files are being stored under.
Type: String
Ancestry: BucketLoggingStatus.LoggingEnabled

Special Errors

This implementation of the operation does not return special errors. For general information about Amazon
S3 errors and a list of error codes, see Error Responses (p. 7).

Examples

Sample Request

The following request returns the logging status for mybucket .
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GET ?logging HTTP/ 1.1

Host: nybucket. s3. anazonaws. com
Date: Wed, 25 Nov 2009 12:00: 00 GVr
Aut hori zation: authorization string

Sample Response Showing an Enabled Logging Status

HTTP/ 1.1 200 K

Date: Wed, 25 Nov 2009 12:00: 00 GvVIr
Connection: close

Server: AmazonS3

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Bucket Loggi ngSt at us xm ns="http://doc. s3. amazonaws. conf 2006- 03- 01" >
<Loggi ngEnabl ed>
<Tar get Bucket >mybucket | ogs</ Tar get Bucket >
<Tar get Pref i x>mybucket - access_| og-/ </ Tar get Prefi x>
<Tar get Grant s>
<G ant>
<G antee xm ns: xsi="http://ww. w3. org/ 2001/ XM_.Schena-i nst ance"
xsi :type="AmazonCust omer ByEmai | " >
<Emai | Addr ess>user @onpany. conx/ Emai | Addr ess>
</ Grant ee>
<Per m ssi on>READ</ Per ni ssi on>
</ Grant>
</ Tar get Grant s>
</ Loggi ngEnabl ed>
</ Bucket Loggi ngSt at us>

Sample Response Showing a Disabled Logging Status

HTTP/ 1.1 200 OK

Date: Wed, 25 Nov 2009 12:00: 00 GvVIr
Connection: close

Server: AmazonS3

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Bucket Loggi ngSt at us xm ns="http://doc. s3. amazonaws. com 2006- 03- 01" />

Related Resources

e PUT Bucket (p. 173)
e PUT Bucket logging (p. 207)
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GET Bucket notification

Description

This implementation of the GET operation uses the not i f i cat i on subresource to return the notification
configuration of a bucket.

If notifications are not enabled on the bucket, the operation returns an empty
Not i fi cati onConfi gurati on element.

By default, you must be the bucket owner to read the naotification configuration of a bucket. However, the
bucket owner can use a bucket policy to grant permission to other users to read this configuration with
the s3: Get Bucket Noti fi cati on permission.

For more information about setting and reading the natification configuration on a bucket, see Setting Up
Notification of Bucket Events. For more information about bucket policies, see Using Bucket Policies.

Requests
Syntax

GET /?notification HTTP/ 1.1

Host: Bucket Nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AWS Si gnature
Ver si on

4) (p. 19))

Request Parameters

This implementation of the operation does not use request parameters.

Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 3).

Request Elements

This implementation of the operation does not use request elements.

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 5).
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Response Elements

Name

C oudFunction

Cl oudFuncti onConfi guration

Event
Filter
FilterRule

Description

Lambda cloud function ARN that Amazon S3 can in-
voke when it detects events of the specified type.

Type: String
Ancestry: C oudFunct i onConfi guration

Container for specifying the AWS Lambda notification
configuration.

Type: Container

Children: An 1 d, G oudFunct i on, and one, or more
Event .

Ancestry: Not i fi cati onConfiguration
Bucket event for which to send notifications.

Note

You can add multiple instance of
QueueConfi gurati on, Topi cConfi gur a-
tion, or C oudFunctionConfiguration
to the notification configuration.

Type: String

Valid Values: For a list of supported event types, go
to Configuring Event Notifications in the Amazon
Simple Storage Service Developer Guide.

Ancestry: Topi cConf i gur ati on and QueueConfi g-
uration

Container for S3Key, which contains object key name
filtering rules. For information about key name filtering,
go to Configuring Event Notifications in the Amazon
Simple Storage Service Developer Guide.

Type: Container
Children: S3Key

Ancestor: Topi cConf i gur at i on, QueueConfi gur -
ation, or d oudFuncti onConfi gurati on.

Container for key value pair that defines the criteria
for the filter rule.

Container S3Key
Type: Container
Children: Nane and Val ue

Ancestor: S3Key
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Responses
Name Description
Id Optional unique identifier for each of the configurations

inthe Not i fi cati onConfi gurati on.If you don't
provide, Amazon S3 will assign an ID.

Type: String
Ancestry: Topi cConfi gur at i on and QueueConfi g-
uration

Nane Object key name prefix or suffix identifying one or more

objects to which the filtering rule applies. Maximum
prefix length can be up to 1,024 characters. Overlap-
ping prefixes and suffixes are not supported. For more
information, go to Configuring Event Notifications in
the Amazon Simple Storage Service Developer Guide.

Type: String
Ancestor: Fil terRul e
Valid values: pref i x or suf fi x

Noti fi cati onConfi guration Container for specifying the notification configuration
of the bucket. If this element is empty, notifications
are turned off on the bucket.

Type: Container

Children: one or more Topi cConf i gur ati on,
QueueConfi guration, and d oudFunct i onCon-
figuration elements.

Ancestry: None

Queue Amazon SQS queue ARN to which Amazon S3 will
publish a message when it detects events of specified
type.

Type: String
Ancestry: Topi cConfi gurati on

QueueConfiguration Container for specifying a configuration when you want
Amazon S3 to publish events to an Amazon Simple
Queue Service (Amazon SQS) queue.

Type: Container
Children: An 1 d, Topi c, and one, or more Event .
Ancestry: Not i fi cati onConfiguration

S3Key Container for object key name prefix and suffix filtering
rules.

Type: Container
Children: One or more Fi | t er Rul e

Ancestor: Fil ter
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Name Description

Topi c Amazon SNS topic ARN to which Amazon S3 will
publish a message when it detects events of specified
type.

Type: String
Ancestry: Topi cConfi gurati on

Topi cConfi guration Container for specifying the configuration when you
want Amazon S3 to publish events to an Amazon
Simple Notification Service (Amazon SNS) topic.

Type: Container
Children: An 1 d, Topi c, and one, or more Event .
Ancestry: Not i fi cati onConfi guration

Val ue Specifies the object key name prefix or suffix to filter
on.

Type: String

Ancestor: Fi |l t er Rul e

Special Errors

This implementation of the operation does not return special errors. For general information about Amazon
S3 errors and a list of error codes, see Error Responses (p. 7).

Examples

Sample Request

This request returns the notification configuration on the bucket quotes.s3.amazonaws.com.

GET ?notification HITP/ 1.1

Host: quotes. s3. amazonaws. com

Date: Wed, 15 COct 2014 16:59: 03 GMr
Aut hori zati on: authorization string

Sample Response

This response returns that the notification configuration for the specified bucket.

HTTP/ 1.1 200 K

x-ane-id-2: Ygl PlIfBi Ka2bj OKMyUAdQkf 3ShJ TOOpXUueF6QKo
X-ane-request-id: 236A8905248E5A02

Date: Wed, 15 Cct 2014 16:59: 04 GJI

Server: AmazonS3

<?xm version="1.0" encodi ng="UTF- 8" ?>

<Not i ficationConfiguration xm ns="http://s3. anazonaws. coni doc/ 2006-03-01/">
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<Topi cConfi gurati on>
<l d>Yj VKM2YO Yt NGl 3NC00Zj QyLWEWNG t NDI y YWUX Y21 ON2MA</ | d>
<Topi c>arn: aws: sns: us-east-1: account-id:s3notificationtopi c2</ Topi c>
<Event >s3: ReducedRedundancyLost Obj ect </ Event >
<Event >s3: Obj ect Cr eat ed: *</ Event >
</ Topi cConfi gurati on>
</ Noti fi cationConfigurati on>

Related Resources

¢ PUT Bucket notification (p. 212)
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GET Bucket replication

Description

Returns the r epl i cat i on configuration information set on the bucket. For information about replication
configuration, go to Adding Replication Configuration to a Bucket in the Amazon Simple Storage Service
Developer Guide.

This operation requires permission for the s3: Get Repl i cati onConfi gur ati on action. For more
information about permissions, go to Using Bucket Policies and User Policies in the Amazon Simple
Storage Service Developer Guide.

Requests
Syntax

GET /?replication HITP/ 1.1

Host: bucket nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AW Signature
Ver si on

4) (p. 19))

Request Parameters

This implementation of the operation does not use request parameters.

Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 3).

Request Elements

This implementation of the operation does not use request elements.

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 5).

Response Elements

This implementation of GET returns the following response elements.
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Responses

Name

Repl i cati onConfi guration

Rol e

Rul e

St at us

Prefix

Desti nation

Bucket

St or aged ass

Description

Container for replication rules. You can add as
many as 1,000 rules. Total replication configura-
tion size can be up to 2 MB.

Type: Container
Children: Rul e
Ancestor: None

Amazon Resource Name (ARN) of an IAM role
for Amazon S3 to assume when replicating the
objects.

Type: String
Ancestor: Rule

Container for information about a particular replic-
ation rule. Replication configuration must have at
least one rule and can contain up to 1,000 rules.

Type: Container
Ancestor:Repl i cat i onConfi guration

Unique identifier for the rule. The value cannot be
longer than 255 characters.

Type: String
Ancestor: Rule

The rule is ignored if status is not Enabl ed.
Type: String

Ancestor: Rule

Valid values: Enabl ed, Di sabl ed.

Object key name prefix identifying one or more
objects to which the rule applies. Maximum prefix
length can be up to 1,024 characters. Overlapping
prefixes are not supported.

Type: String
Ancestor: Rul e

Container for destination information.
Type: Container
Ancestor: Rule

Bucket name for storing replicas of objects identi-
fied by the rule.

Type: String
Ancestor: Destination

Storage class to use for the replicated objects. If
you did not set the storage class when you con-
figured the cross-region replication (PUT Bucket
replication (p. 221)), this field is not returned.
Type: String

Ancestor: Destination
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Special Errors

Error Code Description HTTP Status | SOAP Fault

Code Code Prefix
NoSuchRepl i cati onConfi g- | The replication configuration does not | 404 Not Client
uration exist. Found

For general information about Amazon S3 errors and a list of error codes, see Error Responses (p. 7).

Examples

Example 1: Retrieve replication configuration information

The following example GET request retrieves replication configuration information set for the
exanpl ebucket bucket.

GET /?replication HITP/ 1.1

Host: exanpl ebucket. s3. amazonaws. com
x-ane-date: Tue, 10 Feb 2015 00:17:21 GMI
Aut hori zation: signatureVal ue

The following sample response shows that replication is enabled on the bucket, and the empty prefix
indicates that Amazon S3 will replicate all objects created in the examplebucket bucket. The Dest i nati on
element shows the target bucket where Amazon S3 creates the object replicas and the storage class
(STANDARD_IA) that Amazon S3 will use when creating replicas.

Amazon S3 will assume the specified role to replicate objects on behalf of the bucket owner, which is the
AWS account that created the bucket.

HTTP/ 1.1 200 K

x-ane-id-2: |1 TnGrly4RyTnXa3r Pi 4hkl TXouTf OhccUj 00i CPj z6Fnf | ut Bjf 3M/f PG WO2 SEVW
X-ane-request-id: 51991C342exanpl e

Date: Tue, 10 Feb 2015 00:17:23 GMI

Server: AmazonS3

Cont ent - Lengt h: content | ength

<?xm version="1.0" encodi ng="UTF- 8" ?>
<ReplicationConfiguration xm ns="http://s3. amazonaws. com doc/ 2006- 03-01/" >
<Rul e>
<| D>rul el</ | D>
<St at us>Enabl ed</ St at us>
<Prefix></Prefix>
<Desti nati on>
<Bucket >ar n: aws: s3: : : exanpl et ar get bucket </ Bucket >
<St or ageCl ass>STANDARD | A</ St or aged ass>
</ Destinati on>
</ Rul e>
<Rol e>arn: aws: i am : 35667exanpl e: rol e/ Cr ossRegi onRepl i cat i onRol eFor S3</ Rol e>
</ Repli cati onConfi guration>
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Related Resources

e PUT Bucket replication (p. 221)
« DELETE Bucket replication (p. 83)
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GET Bucket tagging

Description

This implementation of the GET operation uses the t aggi ng subresource to return the tag set associated
with the bucket.

To use this operation, you must have permission to perform the s3: Get Bucket Taggi ng action. By
default, the bucket owner has this permission and can grant this permission to others.

Requests
Syntax

GET /?tagging HTTP/ 1.1

Host: Bucket Nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AWS Signature
Ver si on

4) (p. 19))

Request Parameters

This implementation of the operation does not use request parameters.

Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 3).

Request Elements

This implementation of the operation does not use request elements.

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 5).

Response Elements

Name Description

Taggi ng Contains the TagSet and Tag elements.
Type: Container
Ancestry: None
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Name Description
TagSet Contains the tag set.

Type: Container
Ancestry: Tagging

Tag Contains the tag information.
Type: Container
Ancestry: TagSet

Key Name of the tag
Type: String
Ancestry: Tag

Val ue Value of the tag
Type: String

Ancestry: Tag

Special Errors

« NoSuchTagSetError - There is no tag set associated with the bucket.

Examples

Sample Request

The following request returns the tag set of the specified bucket.

GET ?tagging HTTP/ 1.1

Host: bucket.s3. amazonaws. com

Date: Wed, 28 Cct 2009 22:32: 00 GMr
Aut hori zation: authorization string

Sample Response

HTTP/ 1.1 200 K

Date: Wed, 25 Nov 2009 12:00: 00 GVIr
Connection: close

Server: AmazonS3

<Taggi ng>
<TagSet >
<Tag>
<Key>Pr oj ect </ Key>
<Val ue>Pr oj ect One</ Val ue>
</ Tag>
<Tag>
<Key>User </ Key>
<Val ue>j smi t h</ Val ue>
</ Tag>
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</ TagSet >
</ Taggi ng>

Related Resources

¢ PUT Bucket tagging (p. 227)
¢ DELETE Bucket tagging (p. 85)
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GET Bucket Object versions

Description

You can use the ver si ons subresource to list metadata about all of the versions of objects in a bucket.
You can also use request parameters as selection criteria to return metadata about a subset of all the
object versions. For more information, see Request Parameters (p. 143).

To use this operation, you must have READ access to the bucket.

Requests
Syntax

GET /?versions HITP/ 1.1

Host: Bucket Nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AWS Signature
Ver si on

4) (p. 19))

Request Parameters

This implementation of GET uses the parameters in the following table to return a subset of the objects
in a bucket.

Parameter Description Required

delimter A delimiter is a character that you specify to group keys. All keys No
that contain the same string between the pr ef i x and the first oc-
currence of the delimiter are grouped under a single result element
in ConmonPr ef i xes. These groups are counted as one result
against the max- keys limitation. These keys are not returned
elsewhere in the response. Also, see prefi x.
Type: String
Default: None

encodi ng-t ype Requests Amazon S3 to encode the response and specifies the No
encoding method to use.

An object key can contain any Unicode character; however, XML
1.0 parser cannot parse some characters, such as characters with
an ASCII value from 0 to 10. For characters that are not supported
in XML 1.0, you can add this parameter to request that Amazon S3
encode the keys in the response.

Type: String
Default: None
Valid value: ur |
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Parameter Description Required
key- mar ker Specifies the key in the bucket that you want to start listing from. No
Also, see ver si on-i d- mar ker .
Type: String
Default: None
max- keys Sets the maximum number of keys returned in the response body. | No

The response might contain fewer keys, but will never contain more.
If additional keys satisfy the search criteria, but were not returned
because max- keys was exceeded, the response contains <i sTr un-
cat ed>t rue</i sTruncat ed>. To return the additional keys, see
key- mar ker and ver si on-i d- mar ker .

Type: String

Default: 1000

prefix Use this parameter to select only those keys that begin with the No
specified prefix. You can use prefixes to separate a bucket into dif-
ferent groupings of keys. (You can think of using pr ef i x to make
groups in the same way you'd use a folder in a file system.) You
can use pr ef i x with del i m t er to roll up numerous objects into
a single result under ConmonPr ef i xes. Also, seedel i mter.
Type: String
Default: None

ver si on-i d- mar k- | Specifies the object version you want to start listing from. Also, see | No
er key- mar ker .

Type: String

Default: None

Valid Values: Valid version ID | Default

Constraint: May not be an empty string

Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 3).

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 5).

Response Elements

Name Description

Del et eMar ker Container for an object that is a delete marker.
Type: Container
Children: Key, Versionld, IsLatest, LastModified, Owner
Ancestor: ListVersionsResult
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Name Description
Di spl ayNanme Object owner's name.

Encodi ng- Type

ETag

| sLat est

| sTruncat ed

Key

KeyMar ker

Last Modi fi ed

Type: String
Ancestor: ListVersionsResult.Version.Owner | ListVersionsResult.Delete-
Marker.Owner

Encoding type used by Amazon S3 to encode object key names in the
XML response.

If you specify encodi ng- t ype request parameter, Amazon S3 includes
this element in the response, and returns encoded key name values in
the following response elements:

KeyMar ker , Next KeyMar ker , Prefi x, Key,and Del i m ter.
Type: String
Ancestor: ListBucketResult

The entity tag is an MD5 hash of the object. The ETag only reflects
changes to the contents of an object, not its metadata.

Type: String
Ancestor: ListVersionsResult.Version

Object owner's ID.

Type: String

Ancestor: ListVersionsResult.Version.Owner | ListVersionsResult.Delete-
Marker.Owner

Specifies whether the objectis (t r ue) oris not (f al se) the current version
of an object.

Type: Boolean
Valid Values:true | f al se
Ancestor: ListVersionsResult.Version | ListVersionsResult.DeleteMarker

A flag that indicates whether (t r ue) or not (f al se) Amazon S3 returned
all of the results that satisfied the search criteria. If your results were
truncated, you can make a follow-up paginated request using the Next Key-
Mar ker and Next Ver si onl dMar ker response parameters as a starting
place in another request to return the rest of the results.

Type: Boolean
Valid Values: true | fal se
Ancestor: ListVersionsResult

The object's key.
Type: String
Ancestor: ListVersionsResult.Version | ListVersionsResult.DeleteMarker

Marks the last Key returned in a truncated response.
Type: String
Ancestor: ListVersionsResult

Date and time the object was last modified.
Type: Date
Ancestor: ListVersionsResult.Version | ListVersionsResult.DeleteMarker
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Name

Li st Ver si onsResul t

MaxKeys

Next KeyMar ker

Next Ver si onl dvar ker

Onner

Prefix

Si ze

St or ageC ass

Ver si on

Description

Container for the result.

Type: Container

Children: All elements in the response
Ancestor: ListVersionsResult

Specifies the maximum number of objects to return.
Type: String

Default: 1000

Valid Values: Integers from 1 to 1000, inclusive
Ancestor: ListVersionsResult

Bucket owner's name.
Type: String
Ancestor: ListVersionsResult

When the number of responses exceeds the value of MaxKeys, Next Key-
Mar ker specifies the first key not returned that satisfies the search criteria.
Use this value for the key- mar ker request parameter in a subsequent
request.

Type: String
Ancestor: ListVersionsResult

When the number of responses exceeds the value of MaxKeys, Next Ver -
si onl dMar ker specifies the first object version not returned that satisfies
the search criteria. Use this value for the ver si on-i d- mar ker request
parameter in a subsequent request.

Type: String
Ancestor: ListVersionsResult

Bucket owner.

Type: String

Children: DisplayName, ID

Ancestor: ListVersionsResult.Version | ListVersionsResult.DeleteMarker

Selects objects that start with the value supplied by this parameter.
Type: String
Ancestor: ListVersionsResult

Size in bytes of the object.
Type: String
Ancestor: ListVersionsResult.Version

Always STANDARD.
Type: String
Ancestor: ListVersionsResult.Version

Container for version information.
Type: Container
Ancestor: ListVersionsResult
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Name Description

Versi onld Version ID of an object
Type: String
Ancestor: ListVersionsResult.Version | ListVersionsResult.DeleteMarker

Ver si onl dvar ker Marks the last version of the Key returned in a truncated response.
Type: String
Ancestor: ListVersionsResult

Special Errors

This implementation of the operation does not return special errors. For general information about Amazon
S3 errors and a list of error codes, see Error Responses (p. 7).

Examples

Sample Request

The following request returns all of the versions of all of the objects in the specified bucket.

GET /?versions HITP/ 1.1

Host: Bucket Nane. s3. anazonaws. com

Date: Wed, 28 Cct 2009 22:32: 00 +0000

Aut hori zation: authorization string (see Authenticating Requests (AWS Signature
Ver si on

4) (p. 19))

Sample Response to GET Versions

<?xm version="1.0" encodi ng="UTF- 8" ?>

<Li st Ver si onsResult xm ns="http://s3. anazonaws. coni doc/ 2006- 03- 01" >
<Name>bucket </ Nane>
<Prefix>ny</Prefix>
<KeyMar ker/ >
<Ver si onl dvar ker />
<MaxKeys>5</ MaxKeys>
<l sTruncat ed>f al se</ | sTruncat ed>
<Ver si on>
<Key>ny-i mage. j pg</ Key>
<Ver si onl d>3/ L4kqt JI 40Nr 8X8gdRBpUM_Uo</ Ver si onl d>
<l sLat est >t rue</| sLat est >
<Last Modi fi ed>2009- 10- 12T17: 50: 30. 000Z</ Last Modi fi ed>
<ETag>&quot ; f ba9dede5f 27731¢c9771645a39863328&quot ; </ ETag>
<Si ze>434234</ Si ze>
<St or ageC ass>STANDARD</ St or aged ass>
<Omner >
<I D>75aa57f 09aalc8cae
ab4f 8c24e99d10f 8e7f aeebf 76c078ef c7c6caea54bal6a</ | D>
<Di spl ayNane>nt d@mnazon. conx/ Di spl ayNane>
</ Omner >
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</ Ver si on>
<Del et eMar ker >
<Key>ny- second-i mage. j pg</ Key>
<Ver si onl d>03j pf f 543dhf f ds434r f dsFDNO43f dsFkdngnh892</ Ver si onl d>
<l sLat est >true</|sLat est >
<Last Mbdi fi ed>2009-11-12T17: 50: 30. 000Z</ Last Modi fi ed>
<Owner >
<I D>75aa57f 09aalc8cae
ab4f 8c24e99d10f 8e7f aeebf 76c078ef c7c6caeab4bal6a</ | D>
<Di spl ayName>nt d@nezon. conx/ Di spl ayNanme>
</ Onner >
</ Del et eMar ker >
<Ver si on>
<Key>ny- second-i mage. j pg</ Key>
<Ver si onl d>QUpf dndhf d8438MNFDN93j dnJFkdnmgnh893</ Ver si onl d>
<I sLat est >f al se</ | sLat est >
<Last Mbdi fi ed>2009- 10- 10T17: 50: 30. 000Z</ Last Modi fi ed>
<ETag>&quot ; 9b2cf 535f 27731¢c974343645a3985328&quot ; </ ETag>
<Si ze>166434</ Si ze>
<St or aged ass>STANDARD</ St or aged ass>
<Owner >
<| D>75aa57f 09aalc8cae
ab4f 8c24e99d10f 8e7f aeebf 76c078ef c7c6caeab4bal6a</ | D>
<Di spl ayName>nt d@nezon. conx/ Di spl ayNanme>
</ Onner >
</ Ver si on>
<Del et eMar ker >
<Key>ny-t hi rd-i mage. j pg</ Key>
<Ver si onl d>03j pf f 543dhf f ds434r f dsFDN943f dsFkdngnh892</ Ver si onl d>
<l sLat est >true</|sLat est >
<Last Mbdi fi ed>2009- 10- 15T17: 50: 30. 000Z</ Last Modi fi ed>
<Owner >
<| D>75aa57f 09aalc8cae
ab4f 8c24e99d10f 8e7f aeebf 76¢c078ef c7c6caeab4bal6a</ | D>
<Di spl ayName>nt d@nezon. conx/ Di spl ayNanme>
</ Onner >
</ Del et eMar ker >
<Ver si on>
<Key>ny-t hi rd-i mage. j pg</ Key>
<Ver si onl d>Ul ORUnf ndf hnw89493j JFJ</ Ver si onl d>
<I sLat est >f al se</ | sLat est >
<Last Mbdi fi ed>2009-10- 11T12: 50: 30. 000Z</ Last Modi fi ed>
<ETag>&quot ; 772cf 535f 27731c974343645a3985328&quot ; </ ETag>
<Si ze>64</ Si ze>
<St or aged ass>STANDARD</ St or aged ass>
<Owner >
<I D>75aa57f 09aalc8cae
ab4f 8c24e99d10f 8e7f aeebf 76¢c078ef c7c6caeab4bal6a</ | D>
<Di spl ayName>nt d@nezon. conx/ Di spl ayNanme>
</ Onner >
</ Ver si on>
</ Li st Ver si onsResul t >

Sample Request

The following request returns objects in the order they were stored, returning the most recently stored
object first starting with the value for key- mar ker .
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GET /?versi ons&ey- mar ker =key2 HTTP/ 1.1

Host: s3. amazonaws.com

Pragma: no-cache

Accept: inmage/gif, inmagel/x-xbitmap, inmage/jpeg, image/pjpeg, */*
Date: Thu, 10 Dec 2009 22:46: 32 +0000

Aut hori zation: signatureVal ue

Sample Response

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Li st Versi onsResult xm ns="http://s3. anmazonaws. coni doc/ 2006- 03-01/" >
<Name>nt p- ver si oni ng- f r esh</ Name>
<Prefix/>
<KeyMar ker >key2</ KeyMar ker >
<Ver si onl dvar ker / >
<MaxKeys>1000</ MaxKeys>
<l sTruncat ed>f al se</| sTruncat ed>
<Ver si on>
<Key>key3</ Key>
<Ver si onl d>I 5VhnK6 CDDd B Pwf elgcHZWirHDpcv 7gf nf c29UBXxsKU. </ Ver si onl d>
<| sLat est >t rue</| sLat est >
<Last Mbdi fi ed>2009- 12- 09T00: 19: 04. 000Z</ Last Modi fi ed>
<ETag>&quot ; 396f ef ef 536d5ce46¢7537ecf 978a360&quot ; </ ETag>
<Si ze>217</ Si ze>
<Omner >
<| D>75aa57f 09aalc8caeab4f 8c24e99d10f 8e7f aeebf 76c078ef c7c6caea54bal6a</ | D>

</ Onner >
<St or aged ass>STANDARD</ St or aged ass>
</ Ver si on>
<Del et eMar ker >
<Key>sour cekey</ Key>
<Ver si onl d>qDhpr LU80sAl CFLu2DW)XAEDgKzWar n- HS_JUOTvYgs. </ Ver si onl d>
<l sLat est >true</|sLat est >
<Last Mbdi fi ed>2009- 12- 10T16: 38: 11. 000Z</ Last Modi fi ed>
<Onner >
<| D>75aa57f 09aa0c8caeab4f 8c24e99d10f 8e7f aeebf 76c078ef c7c6caea54bal6a</ | D>

</ Onner >
</ Del et eMar ker >
<Ver si on>
<Key>sour cekey</ Key>
<Ver si onl d>wxxQ7ezLaL5IN2Si sl g66Syxxo00k7uHTUpb9qi i MKNg. </ Ver si onl d>
<I sLat est >f al se</ | sLat est >
<Last Mbdi fi ed>2009- 12- 10T16: 37: 44. 000Z</ Last Modi fi ed>
<ETag>&quot ; 396f ef ef 536d5ce46¢7537ecf 978a360&quot ; </ ETag>
<Si ze>217</ Si ze>
<Onner >
<| D>75aa57f 09aa0c8caeab4f 8c24e99d10f 8e7f aeebf 76c078ef c7c6caea54bal6a</ | D>

</ Omner >
<St or aged ass>STANDARD</ St or aged ass>
</ Ver si on>
</ Li st Ver si onsResul t >
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Sample Request Using prefix

This example returns objects whose keys begin with sour ce.

GET /?versi ons&prefix=source HTTP/ 1.1
Host: bucket.s3. amazonaws. com

Date: Wed, 28 Oct 2009 22:32:00 +0000
Aut hori zation: authorization string

Sample Response

<?xm version="1.0" encodi ng="UTF-8"?>
<Li st Versi onsResult xm ns="http://s3. anmazonaws. conf doc/ 2006- 03- 01/ " >
<Nane>nt p- ver si oni ng- f r esh</ Nanme>
<Prefi x>sour ce</ Prefix>
<KeyMar ker/ >
<Ver si onl dvar ker/ >
<MaxKeys>1000</ MaxKeys>
<I sTruncat ed>f al se</| sTruncat ed>
<Del et eMar ker >
<Key>sour cekey</ Key>
<Ver si onl d>qDhpr LU80sAl CFLu2DWjXAEDgKzWar n- HS_JUOTvYgs. </ Ver si onl d>
<I sLat est >t rue</|sLat est >
<Last Mbdi fi ed>2009-12- 10T16: 38: 11. 000Z</ Last Modi f i ed>
<Omner >
<| D>75aa57f 09aa0c8caeab4f 8c24e99d10f 8e7f aeebf 76c078ef c7c6caea54bald6a</ | D>

</ Onner >
</ Del et eMar ker >
<Ver si on>
<Key>sour cekey</ Key>
<Ver si onl d>wxxQ7ezLalL5JN2Si sl g66Syxxo00k7uHTUpb9qi i MKNg. </ Ver si onl d>
<I sLat est >f al se</ | sLat est >
<Last Mbdi fi ed>2009- 12- 10T16: 37: 44. 000Z</ Last Modi f i ed>
<ETag>&quot ; 396f ef ef 536d5ce46c7537ecf 978a360&quot ; </ ETag>
<Si ze>217</ Si ze>
<Omner >
<| D>75aa57f 09aa0c8caeab4f 8c24e99d10f 8e7f aeebf 76c078ef c7c6caea54bald6a</ | D>

</ Oaner >
<St or ageCl ass>STANDARD</ St or ageCl ass>
</ Ver si on>
</ Li st Ver si onsResul t >

Sample Request Using key-marker and version-id-marker
Parameters

The following example returns objects starting at the specified key (key- mar ker ) and version ID
(versi on-i d- mar ker).

GET / ?versi ons&ey- mar ker =key3&ver si on-i d- mar ker =t 46Zenl YTZBnj HITP/ 1.1
Host: bucket.s3. amazonaws. com

Date: Wed, 28 COct 2009 22:32: 00 +0000

Aut hori zation: signatureVal ue
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Sample Response

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Li st Versi onsResult xm ns="http://s3. anazonaws. conif doc/ 2006- 03- 01/ ">
<Name>nt p- ver si oni ng- f r esh</ Name>
<Prefix/>
<KeyMar ker >key3</ KeyMar ker >
<Ver si onl dMar ker >t 46Zenl YTZBnj </ Ver si onl dMar ker >
<MaxKeys>1000</ MaxKeys>
<l sTruncat ed>f al se</ | sTruncat ed>
<Del et eMar ker >
<Key>sour cekey</ Key>
<Ver si onl d>gDhpr LU80sAl CFLu2DWIXAEDgKzWAr n- HS_JUOTvYQs. </ Ver si onl d>
<l sLat est >t rue</| sLat est >
<Last Mbdi fi ed>2009- 12- 10T16: 38: 11. 000Z</ Last Modi fi ed>
<Owner >
<| D>75aa57f 09aa0c8caeab4f 8c24e99d10f 8e7f aeebf 76c078ef c7c6caeab4bal6a</ | D>

</ Omner >
</ Del et eMar ker >
<Ver si on>
<Key>sour cekey</ Key>
<Ver si onl d>wxxQr7ezLalL5JN2Si sl g66Syxxo0k7uHTUpb9qi i MKNg. </ Ver si onl d>
<l sLat est >f al se</| sLat est>
<Last Modi fi ed>2009-12- 10T16: 37: 44. 000Z</ Last Modi fi ed>
<ETag>&quot ; 396f ef ef 536d5ce46¢c7537ecf 978a360&quot ; </ ETag>
<Si ze>217</ Si ze>
<Omner >
<l D>75aa57f 09aa0c8caeab4f 8c24e99d10f 8e7f aeebf 76c078ef c7c6caeab4bal6a</ | D>

</ Omner >
<St or ageC ass>STANDARD</ St or ageC ass>
</ Ver si on>
</ Li st Ver si onsResul t >

Sample Request Using key-marker, version-id-marker and
max-keys

The following request returns up to three (the value of max- keys) objects starting with the key specified
by key- mar ker and the version ID specified by ver si on-i d- mar ker .

GET / ?versi ons&ey- mar ker =key3&ver si on-i d- mar ker =t 46Z0nmenl YTZBnj HTTP/ 1.1
Host: bucket.s3. amazonaws. com

Date: Wed, 28 COct 2009 22:32: 00 +0000

Aut hori zation: authorization string

Sample Response

<?xm version="1.0" encodi ng="UTF- 8" ?>

<Li st Versi onsResult xm ns="http://s3. anmazonaws. coni doc/ 2006- 03- 01/ ">
<Name>nt p- ver si oni ng- f r esh</ Name>
<Prefix/>
<KeyMar ker >key3</ KeyMar ker >
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<Ver si onl dvar ker >nul | </ Ver si onl dvar ker >
<Next KeyMar ker >key3</ Next KeyMar ker >
<Next Ver si onl dMar ker >d- d309nf j Fr UroQDBsVqntW150 . </ Next Ver si onl dvar ker >
<MaxKeys>2</ MaxKeys>
<I sTruncat ed>t rue</ | sTruncat ed>
<Ver si on>

<Key>key3</ Key>

<Ver si onl d>8XECi ENpj 8pydEDJdd- _VRr vaGKAHCaGWNWI't g6UVi | . </ Ver si onl d>

<I sLat est >f al se</ | sLat est >

<Last Mbdi fi ed>2009- 12- 09T00: 18: 23. 000Z</ Last Modi fi ed>

<ETag>&quot ; 396f ef ef 536d5ce46¢7537ecf 978a360&quot ; </ ETag>

<Si ze>217</ Si ze>

<Owner >

<| D>75aa57f 09aa0c8caeab4f 8c24e99d10f 8e7f aeebf 76c078ef c7c6caea54bal6a</ | D>

</ Onner >
<St or aged ass>STANDARD</ St or aged ass>
</ Ver si on>
<Ver si on>
<Key>key3</ Key>
<Ver si onl d>d- d309nfj Fri 40QvukDozqgBt 3UmoQDBsVqntW150 . </ Ver si onl d>
<I sLat est >f al se</ | sLat est >
<Last Mbdi fi ed>2009- 12- 09T0O0: 18: 08. 000Z</ Last Modi fi ed>
<ETag>&quot ; 396f ef ef 536d5ce46¢7537ecf 978a360&quot ; </ ETag>
<Si ze>217</ Si ze>
<Owner >
<I D>75aa57f 09aa0c8caeab4f 8c24e99d10f 8e7f aeebf 76c078ef c7c6caea54bal6a</ | D>

</ Omner >
<St or aged ass>STANDARD</ St or aged ass>
</ Ver si on>
</ Li st Ver si onsResul t >

Sample Request Using the Delimiter and the Prefix
Parameters

Assume you have the following keys in your bucket, exanpl e- bucket .

phot os/ 2006/ Januar y/ sanpl e. j pg

phot os/ 2006/ Febr uar y/ sanpl e. j pg

phot os/ 2006/ Mar ch/ sanpl e. j pg

vi deos/ 2006/ Mar ch/ sanpl e. wmv

sanpl e. j pg

The following GET versions request specifies the delimiter parameter with value "/".

GET /?versions&delinmiter=/ HITP/1.1
Host: exanpl e- bucket. s3. anazonaws. com
Date: Wed, 02 Feb 2011 20:34:56 GMI
Aut hori zation: authorization string

The list of keys from the specified bucket are shown in the following response.
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The response returns the sanpl e. j pg key in a <Version> element. However, because all the other keys
contain the specified delimiter, a distinct substring, from the beginning of the key to the first occurrence

of the delimiter, from each of these keys is returned in a <CommonPrefixes> element. The key substrings,
phot os/ and vi deos/ , in the <CommonPrefixes> element indicate that there are one or more keys with
these key prefixes.

This is a useful scenario if you use key prefixes for your objects to create a logical folder like structure.
In this case you can interpret the result as the folders phot os/ and vi deos/ have one or more objects.

<Li st Versi onsResult xm ns="http://s3. amazonaws. coni doc/ 2006- 03-01/">
<Nane>nvbucket wi t hver si ononl</ Nane>
<Prefix></Prefix>
<KeyMar ker ></ KeyMar ker >
<Ver si onl dvar ker ></ Ver si onl dMar ker >
<MaxKeys>1000</ MaxKeys>
<Delimter>/</Delinter>
<l sTruncat ed>f al se</| sTruncat ed>

<Ver si on>
<Key>Sanpl e. j pg</ Key>
<Ver si onl d>t oxMzQ BsGy GCz 1 YuMAWp90cdXLzqgOCH</ Ver si onl d>
<| sLat est >t rue</| sLat est >
<Last Mbdi fi ed>2011- 02- 02T18: 46: 20. 000Z</ Last Modi fi ed>
<ETag>&quot ; 3305f 2cf c46c0f 04559748bb039d69ae&quot ; </ ETag>
<Si ze>3191</ Si ze>
<Omner >
<| D>852b113e7a2f 25102679df 27bb0ael12b3f 85be6f 290b936c4393484be31bebcc</ | D>

<Di spl ayNane>di spl ay- nane</ Di spl ayNane>
</ Oaner >
<St or aged ass>STANDARD</ St or aged ass>
</ Ver si on>

<CommonPr ef i xes>
<Pr ef i x>phot os/ </ Pref i x>
</ ConmonPr ef i xes>
<CommonPr ef i xes>
<Prefix>vi deos/ </ Prefi x>
</ ConmonPr ef i xes>
</ Li st Ver si onsResul t >

In addition to the delimiter parameter you can filter results by adding a pr ef i x parameter as shown in
the following request.

GET / ?versi ons&pr efi x=phot os/ 2006/ &del i m ter=/ HITP/ 1.1
Host: exanpl e- bucket. s3. amazonaws. com

Date: Wed, 02 Feb 2011 19:34:02 GMI

Aut hori zation: authorization string

In this case the response will include only objects keys that start with the specified prefix. The value
returned in the <CommonPrefixes> element is a substring from the beginning of the key to the first
occurrence of the specified delimiter after the prefix.

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Li st Versi onsResult xm ns="http://s3. anazonaws. coni doc/ 2006- 03- 01/ ">
<Name>exanpl e- bucket </ Narme>
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<Pr ef i x>phot 0s/ 2006/ </ Pr ef i x>
<KeyMar ker ></ KeyMar ker >
<Ver si onl dvar ker ></ Ver si onl dMar ker >
<MaxKeys>1000</ MaxKeys>
<Delimter>/</Delimter>
<l sTruncat ed>f al se</1sTruncat ed>
<Ver si on>
<Key>phot os/ 2006/ </ Key>
<Ver si onl d>3U275dAA4gz8Z20gOPHt JCUO 60kr pCdy</ Ver si onl d>
<l sLat est >true</|sLat est >
<Last Mbdi fi ed>2011- 02- 02T18: 47: 27. 000Z</ Last Modi fi ed>
<ETag>&quot ; d41d8cd98f 00b204e9800998ecf 8427e&quot ; </ ETag>
<Si ze>0</ Si ze>
<Owner >
<| D>75aa57f 09aa0c8caeab4f 8c24e99d10f 8e7f aeebf 76c078ef c7c6caea54bal6a</ | D>

<Di spl ayName>di spl ay- nane</ Di spl ayNane>

</ Owner >

<St or ageCl ass>STANDARD</ St or ageCl ass>
</ Ver si on>
<CommonPr ef i xes>

<Pr ef i x>phot os/ 2006/ Febr uary/ </ Prefi x>
</ CommonPr ef i xes>
<CommonPr ef i xes>

<Pr ef i x>phot os/ 2006/ January/ </ Prefi x>
</ CommonPr ef i xes>
<CommonPr ef i xes>

<Pr ef i x>phot os/ 2006/ Mar ch/ </ Pr ef i x>
</ CommonPr ef i xes>

</ Li st Ver si onsResul t >

Related Resources

GET Bucket Objects (p. 100)
GET Object (p. 258)

PUT Object (p. 299)
DELETE Object (p. 245)
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GET Bucket requestPayment

Description

This implementation of the GET operation uses the r equest Paynment subresource to return the request
payment configuration of a bucket. To use this version of the operation, you must be the bucket owner.
For more information, see Requester Pays Buckets.

Requests
Syntax

GET ?request Payment HTTP/ 1.1

Host: Bucket Nane. s3. anazonaws. com
Dat e: Date

Aut hori zation: authorization string

Request Parameters

This implementation of the operation does not use request parameters.

Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 3).

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 5).

Response Elements

Name Description
Payer Specifies who pays for the download and request fees.
Type: Enum

Valid Values: Requester | BucketOwner
Ancestor: RequestPaymentConfiguration

Request Paynment Confi gurati on | Container for Payer .
Type: Container

Special Errors

This implementation of the operation does not return special errors. For general information about Amazon
S3 errors and a list of error codes, see Error Responses (p. 7).
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Examples

Sample Request

The following request returns the payer for the bucket, col or pi ct ures.

GET ?request Paynment HTTP/ 1.1

Host: col orpi ctures. s3. amazonaws. com
Date: Wed, 01 Mar 2009 12:00:00 GMI
Aut hori zation: authorization string

Sample Response

HTTP/ 1.1 200 K

x-ane-id-2: Ygl Pl fBi Ka2bj OKMy95r/ 0zo3enzU4dzsD4r c KCHQUAdQkf 3ShJ TOOp XUue F6 QKo
X-ane-request-id: 236A8905248E5A01

Date: Wed, 01 Mar 2009 12:00: 00 GMr

Cont ent - Type: [type]

Content-Length: O

Connection: close

Server: AmazonS3

<?xm version="1.0" encodi ng="UTF- 8" ?>

<Request Paynment Confi gurati on xm ns="http://s3. amazonaws. conf doc/ 2006- 03-01/ " >
<Payer >Request er </ Payer >

</ Request Payment Confi gur ati on>

This response shows that the bucket is a Requester Pays bucket, meaning the person requesting a
download from this bucket pays the transfer fees.

Related Resources

¢ GET Bucket (List Objects) Version 1 (p. 100)
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GET Bucket versioning

Description

This implementation of the GET operation uses the ver si oni ng subresource to return the versioning
state of a bucket. To retrieve the versioning state of a bucket, you must be the bucket owner.

This implementation also returns the MFA Delete status of the versioning state, i.e., if the MFA Delete
status is enabl ed, the bucket owner must use an authentication device to change the versioning state
of the bucket.

There are three versioning states:

« If you enabled versioning on a bucket, the response is:

<Ver si oni ngConfi gurati on xm ns="http://s3. amazonaws. conf doc/ 2006- 03-01/" >
<St at us>Enabl ed</ St at us>
</ Ver si oni ngConfi gurati on>

 If you suspended versioning on a bucket, the response is:

<Ver si oni ngConfi guration xm ns="http://s3. amazonaws. com doc/ 2006- 03- 01/ ">
<St at us>Suspended</ St at us>
</ Ver si oni ngConfi gurati on>

« If you never enabled (or suspended) versioning on a bucket, the response is:

<Ver si oni ngConfi gurati on xm ns="http://s3. amazonaws. conf doc/ 2006- 03-01/"/ >

Requests
Syntax

GET /?versioning HITP/ 1.1

Host: Bucket Nane. s3. anazonaws. com

Content -Length: |ength

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AWS Signature
Ver si on

4) (p. 19))

Request Parameters

This implementation of the operation does not use request parameters.

Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 3).
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Request Elements

This implementation of the operation does not use request elements.

Responses

Response Headers

This implementation of the operation uses only response headers that are common to most responses.
For more information, see Common Response Headers (p. 5).

Response Elements

This implementation of GET returns the following response elements.

Name Description

M aDel et e Specifies whether MFA delete is enabled in the bucket versioning
configuration. This element is only returned if the bucket has been
configured with MfaDelete. If the bucket has never been so configured,
this element is not returned.

Type: Enum
Valid Values: Disabled | Enabled
Ancestor: VersioningConfiguration

St at us The versioning state of the bucket.
Type: Enum
Valid Values: Suspended | Enabled
Ancestor: VersioningConfiguration

Ver si oni ngConfi gurati on | Container for the St at us response element.
Type: Container
Ancestor: None

Special Errors

This implementation of the operation does not return special errors. For general information about Amazon
S3 errors and a list of error codes, see Error Responses (p. 7).

Examples

Sample Request

This example returns the versioning state of nyBucket .

GET /?versioning HITP/ 1.1

Host: nyBucket . s3. anmazonaws. com
Date: Wed, 12 Oct 2009 17:50:00 GMI
Aut hori zation: authorization string
Content - Type: text/plain
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Sample Response

The following is a sample of the response body (only) that shows bucket versioning is enabled.

<Ver si oni ngConfi guration xm ns="http://s3.amazonaws. com doc/ 2006- 03- 01/ ">
<St at us>Enabl ed</ St at us>
</ Ver si oni ngConfi gurati on>

Related Resources

¢ GET Object (p. 258)
¢ PUT Object (p. 299)
« DELETE Object (p. 245)
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GET Bucket website

Description

This implementation of the GET operation returns the website configuration associated with a bucket. To
host website on Amazon S3, you can configure a bucket as website by adding a website configuration.
For more information about hosting websites, go to Hosting Websites on Amazon S3 in the Amazon
Simple Storage Service Developer Guide .

This GET operation requires the S3: Get Bucket Wbsi t e permission. By default, only the bucket owner
can read the bucket websi t e configuration. However, bucket owners can allow other users to read the
websi t e configuration by writing a bucket policy granting them the S3: Get Bucket Websi t e permission.

Requests
Syntax

CET /?website HTTP/ 1.1

Host: bucket nane. s3. anazonaws. com

Date: date

Aut hori zation: authorization string (see Authenticating Requests (AW Signature
Ver si on

4) (p. 19))

Request Parameters

This implementation of the operation does not use request parameters.

Request Headers

This implementation of the operation uses only request headers that are common to all operations. For
more information, see Common Request Headers (p. 3).

Request Elements

This operation does not use request elements.

Responses

Response Headers

This implement